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Abstract—Research on biometrics has noticeably increased.
However, no single bodily or behavioral feature is able to satisfy
acceptability, speed, and reliability constraints of authentication in
real applications. The present trend is therefore toward multimodal
systems. In this paper, we deal with some core issues related to the
design of these systems and propose a novel modular framework,
namely, novel approaches for biometric systems (NABS) that we
have implemented to address them. NABS proposal encompasses
two possible architectures based on the comparative speeds of the
involved biometries. It also provides a novel solution for the data
normalization problem, with the new quasi-linear sigmoid (QLS)
normalization function. This function can overcome a number of
common limitations, according to the presented experimental comparisons. A further contribution is the system response reliability
(SRR) index to measure response confidence. Its theoretical definition allows to take into account the gallery composition at hand in
assigning a system reliability measure on a single-response basis.
The unified experimental setting aims at evaluating such aspects
both separately and together, using face, ear, and fingerprint as test
biometries. The results provide a positive feedback for the overall
theoretical framework developed herein. Since NABS is designed
to allow both a flexible choice of the adopted architecture, and a
variable compositions and/or substitution of its optional modules,
i.e., QLS and SRR, it can support different operational settings.
Index Terms—Ear, face, fingerprints, multimodal systems, people identification.

I. INTRODUCTION
DENTITY checking through fast and effective automatic
systems relates both to longer investigated applications, such
as controlling limited access areas or locating dangerous individuals, and to the growing diffusion of electronic transactions.
In biometric systems, recognition relies on physical, e.g., fingerprints or behavioral characteristics. The latter are gaining increasing attention due to their better reaction to spoofing, though
suffering from low repeatability [37], [45]. At present, even the
measurement of personality traits is being investigated [6]. Two
operation modes exist verification (one-to-one matching to decide if the query subject actually corresponds to the claimed
identity) and identification (one-to-many matching, to decide
which is the identity corresponding to the query) [19].
Many present single-biometry systems are vulnerable to possible attacks and suffer from a number of problems [31]. Exam-
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Matematica e Informatica, Università di Salerno, Roma 84084, Italy (e-mail:
mnappi@unisa.it; tortora@unisa.it; driccio@unisa.it).
Color versions of one or more of the figures in this paper are available online
at http://ieeexplore.ieee.org
Digital Object Identifier 10.1109/TSMCC.2010.2060326

ples are acquisition errors, distortions (e.g., a voice altered by
a cold), or the possible nonuniversality of the biometric feature
(e.g., voice recognition with deaf-mute subjects). In a multimodal system, flaws of a single-biometric subsystem can be
compensated by the others. Let us underline that, promising
though it is, the biometric approach is mostly still limited to
controlled and/or experimental settings. The “academic” scenario, where aware and consentient users are still in selected
poses or limitedly move, contrasts with an “everyday” scenario
with freely moving, unaware ore even not consentient users.
Much research is still needed to exploit biometrics potentialities in the second scenario for massive everyday applications.
Specific architectures can also be designed to better exploit the
single biometries [1]. Along this line we present methodologies
to combine more recognition modules into multimodal systems
with different architectures. The presented architectures can be
extended to a greater number and to different types of recognition modules. We introduce new tools, which are suited to any
mixed combination of physical as well as behavioral traits, and
demonstrate that they are able to improve system accuracy. We
especially address identification, more computationally expensive than verification, though performed in usually less crucial
situations. This calls for some optimization. The paper analyzes
the features affecting novel approaches for biometric systems
(NABS) framework design, typically characterize any biometric
application setting:
1) the biometry set: to exemplify a possible instantiation of
NABS framework, we combine face, ear, and fingerprint
biometries. We try to meet both effectiveness and efficiency, since face and ear are efficient but not sufficiently
effective, while fingerprints, in contrast, guarantee a high
recognition rate (RR), yet in slow times;
2) the normalization method: each system may return results
using different dimensionalities and scales; we propose a
normalization function providing good results even when
the maximum value to normalize is not known;
3) the integration schema: present systems follow three possible design choices, i.e., parallel, serial, or hierarchic
[19]; one of the NABS architectures is a hierarchical
schema, where face and ear modules work in parallel,
while fingerprint module is connected in cascade; we further propose a new architectural schema called N-cross
testing protocol (NCTP) and present the results obtained
by a multimodal system implemented according to it;
4) a reliability measure: each subsystem in a multimodal architecture should return a reliability measure, to express
how much its response can be trusted; in fact, not all subsystems might be equally reliable and/or single responses
might deserve different confidence; this is important for
fusing results; we propose two alternative measures, based
on the composition of the stored gallery;
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5) the fusion process: the integration of information by different biometries is possible in three moments, i.e., during
feature extraction, matching, or decision ([19], [35], [40]).
The sooner the fusion is performed, the higher amount of
information can be saved. Fusion in the matching module
seems a profitable choice, since a “weighted” integration
strategy can be exploited therein. As for the fusion rule,
one could trivially decide to accept the identity with the
highest returned score, or to rely on a linear combination
of the single-subsystem responses, or even to apply a more
complex schema. We will later describe the fusion rules
in the proposed architectures.
As for the set of biometries, we just chose a group with
different operational characteristics, to create a suitable test
bed for our experiments. As for the remaining features, NABS
provides novel contributions with respect to the state of art.
Due to the framework modularity, all the adopted solutions are
not binding, therefore increasing its flexibility and updatability over time. Moreover, the proposed techniques can also be
used individually, due to the very loose assumptions about input and output formats of the implementing procedures. The
presented original proposals address peculiar problems of multimodal systems: how to combine results from single modules,
how to normalize data from different sources, and how to measure and exploit the different reliability of single subsystems.
We compare some already existing solutions with our novel
ones. Experimental results confirm the effectiveness of NABS
approaches.
The paper proceeds as follows. Section II describes the proposed multimodal architectures. Section III and IV, respectively,
introduce a new normalization function and two measures for
system response reliability (SRR). Section V describes the set of
biometries exploited to implement our unimodal subsystems and
presents experimental results. Section VI discusses concluding
remarks.
II. PROPOSED ARCHITECTURES
One of the characterizing aspects of a multibiometric architecture is the stage at which fusion is implemented. We do not
give here a complete survey about existing methods. However,
it is worth introducing some observations to support the implemented design choices. Fusion at feature level is quite complex
and also rigid, since it usually implies to exactly know in advance
both the involved biometries and their peculiarities. Updating
such kind of system is quite hard. A number of works in literature
aim to compare match score level (or simply score level) fusion
techniques with rank level ones. It can be deduced from them
that it is not possible to decide which of these two approaches is
the very optimal one: the choice is tightly bound to the working
context where fusion is performed. Belkin et al. [4] reached the
interesting conclusion that score level fusion is to be preferred
to rank level one when consistent information is being fused,
otherwise rank level fusion is to be preferred. We can assimilate
gallery templates to documents as well and consider related results. In particular, Lee [23] observed that ranking is better if the
runs in the combination have different rank-similarity curves.

Renda and Straccia [34] underlined that, in rank level fusion, a
reliable final result requires that each subsystem provides a rank
for all candidate elements. Score-level fusion techniques can be
broadly divided into classification or combination. Among the
former, support vector machine (SVM) classification is quite
accurate, but it is difficult to select the right kernel and its parameters. Statistical techniques such as likehood ratio (LR) and
derived product of LR, and logistic regression require statistical
tools, training, and a substantial amount of training data [41].
Their complexity is in the modeling of distributions, rather than
fusion per se. False acceptance rate (FAR)-based techniques,
e.g., product of FARs, require modeling the impostor distribution, but do not require genuine data. Scores can be normalized
by transformation to FARs (using only the impostor distributions) before fusion. However, correctly modeling the impostor distribution usually remains a complex process. It is worth
noticing that the effectiveness of product of likelihoods, logistic
regression, and the FAR-based techniques greatly depends on
how well the distributions are modeled. They give very good
results, but assume a static gallery. Very dynamic settings require methods with a less complex setup [41]. Linear techniques
involve addition of weighted scores. These methods do not usually require modeling of score distributions, but assume that the
inputs have comparable scale, distribution, and strength, which
only happens in very specific cases, such as fusion of left and
right index fingers scored by the same matcher. On the other
hand, Ross and Jain [35] experimentally compared score level
fusion techniques based on combination or classification. They
concluded that the former generally overcome the latter. We will
now propose two architectures, combining different biometries
based on their effectiveness and efficiency: the NCTP and the
hierarchical protocol (HP).
A. N -Cross Testing Protocol
N -cross testing protocol implements fusion through a novel
kind of collaboration among subsystems. In this novel kind
of architecture, N subsystems Tk , k = 1, 2, . . . , N , work in
parallel, first in identification mode and then in lookup mode,
and exchange information in fixed points (see Fig. 1). Different
data are acquired for the probe subject (e.g., face image, ear
image, voice). The N subsystems start up independently and
extract biometric features. Each Tk retrieves a list of candidates,
where each list item includes the ID of a subject in the database
and a score measuring its similarity with the input. The lists are
ordered by increasing similarity. Each subsystem sends to the
others a sublist with only the first M subjects, for a given M
fixed in advance. Each Tk merges the N − 1 received lists in a
single one. The length of a merged list will vary in the range [M ,
M (N − 1)], depending on whether the same subjects are present
in all the lists or only in some (or none) of them. For a correct
fusion, scores from different subsystems are made consistent
through the quasi-linear sigmoid (QLS) function defined later
in Section III. This is a sigmoidal function, giving better results
than popular normalization techniques (e.g., min–max) even
when the upper extreme of values to normalize is unknown.
Shared subjects get the mean of the original scores as their final
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Graphical representation of the NCTP.

one. Subjects in only one list retain the corresponding score. It
is worth mentioning that score level fusion is adopted in NCTP
because the exchanged lists of single subsystems are truncated
to the first M subjects, and this makes rank level fusion less
suited to our protocol, according to the observations in [34].
However, values must be consistent, as also discussed in [4],
so that QLS is exploited. Each merged list is sorted again, and
the N subsystems start phase II in parallel. Each Tk inspects
its own original list as a lookup table, in the order given by
the merged list, stops as soon as a subject distance falls below
a minimum similarity threshold εk , and returns such subject
and its computed similarity. In this way, the result returned by
each Tk is influenced by the other subsystems. Tk might not
return the very first subject in its list, i.e., its better choice, if
this is too far behind in the merged list, causing subjects with
a lower yet acceptable score to precede it. This is the main
difference between NCTP and other types of voting protocols.
The final response can be determined by a majority criterion: the
identity receiving the majority of votes from the N subsystems
is returned. If more subjects get the same number of votes,
e.g., when the N subsystems each return a different identity,
NCTP returns the one corresponding to the minimum distance
dT = mink (dT k), where k varies over subsystems voting for
competing subjects.
The probe subject is recognized if dT is smaller than a given
threshold δ and rejected otherwise. The main limit of this approach is that many authorized users might be rejected. We verified that it is possible to improve global performances through
a reliability measure for each subsystem (see Section IV). For
the time being, let us assume that each subsystem also returns
an estimate of its response reliability (see Fig. 1). If all identities
returned in phase II are different, the protocol may decide to return the one associated with the highest reliability. In fact, most
of the N acquisitions might be poor, but one is fully reliable,
guaranteeing a correct recognition by itself. Also in this case,
the probe subject is recognized if the distance from the returned
identity is smaller than a threshold δ. The acceptance threshold
δ depends on the biometric combination at hand, i.e., on the set
of exploited subsystems. Therefore, it should be computed in

advance according to the adopted configuration, as it happens
in single mode. However, we found experimentally that a value
δ = 0.4 (over a range [0,1]) satisfactorily works for most tested
multibiometric systems. More fusion rules involving reliability
measures are discussed in Section IV. Experimental results in
Section V-E refer to a two-cross testing protocol integrating only
contact-less biometrics face and ear, which do not require users
to interact with acquisition devices.
B. Hierarchical Protocol
Due to its parallelism, the NCTP achieves the execution time
of the slowest subsystem. A hierarchical scheme would allow
integrating effective but slow subsystems, when included, in a
more efficient way. Fastest yet less accurate subsystems (e.g.,
face and ear) run first and independently produce their ordered
lists. After normalizing similarity scores (see Section III), each
subsystem breaks off its output list at the first K subjects, with
K fixed in advance. Let us notice that K has the same role
of M in NCT. We use a different letter just to underline that
they need not be equal. Afterward, the lists are merged, and the
resulting one is inputted to a more accurate yet slower module
(e.g. fingerprint) that performs a 1:1 verification process for each
input item. It stops as soon as the distance of a subject from the
input is lower than a fixed threshold ε. The more this happens
near to the beginning of the list, i.e., the more reliable are the
other subsystems, the less is the overall time spent by the global
system. Therefore, the main advantage of this architecture is
that it reduces the operations required by the slowest subsystem,
though preserving its RR. Experimental results in Section V-F
refer to such implementation and also discuss the role of the
K parameter. Different architectures, serial or parallel, can be
derived from the presented schema, by inhibiting subsystems in
turn.
III. DATA NORMALIZATION AND FUSION
Normalization is very important [38], especially in score
level combination techniques. The output lists by single subsystems may contain numeric values, which result from measuring
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different features, using different procedures and different
scales; their direct combination would give incorrect results
because scores need to be comparable. For instance, in the NCT
described earlier implements a step of data exchange among
systems, which is absent in other methods. A single-ordered list
is produced by each subsystem merging results from the others
and represents the result of an intermediate identification step.
Such list must be equivalent to a self-produced one. From this
point of view, it is necessary that scores from equally reliable
companions have the same incidence on the merged one, irrespective of the original scale. In other words, a list of returned
scores within the [0,1] interval would otherwise influence values
in the merged list much less than those from a system returning
scores within the [0,100] interval. Large differences in the first
list would become negligible in the combination with the second list. Nevertheless, it is to notice that some authors suggest
to apply a normalization process even in conjunction with SVM
or LR. For example [14] demonstrates than SVM performances
are improved in this way. Different solutions to normalization
have been proposed in the literature. In [18], a review of the
most popular normalization techniques can be found, together
with a discussion about their merits and limits. Among the others, the cited work compares min–max, z-score, a scheme using
median and median absolute deviation (MAD), a scheme based
on tanh-estimators, and a double sigmoid function. The limit
of min–max technique is that it assumes that the minimum and
maximum ever generated by a matching module are known.
Moreover, it is influenced by outliers [14]. The z-score does
not always guarantee a common interval for values from different subsystems. As compared with z-score, the quite robust
median/MAD is more effective when values have a Gaussian
distribution, otherwise median and MAD are poorly significant; moreover, the normalization technique neither preserves
the original distribution nor transforms the values in a common
interval. The schema based on hyperbolic tangent tanh guarantees projection in the open interval (0,1), but normalized data
tend to concentrate around the center of that interval, and many
parameters have to be determined.
In this section, we propose a normalization function derived
from the family of sigmoidal functions, defined by
f (x) =

1
.
1 + ce−k x

(1)

The codomain of such functions is the open interval (0,1). They
have 0 as horizontal asymptote when x → −∞, and 1 when x →
∞. However, they show an excessive distortion at the extremes
(see Fig. 2, dotted line), and the shape depends on c and k, that
in turn strongly depend on the domain of x.
Sanderson and Paliwal in [36] proposed an improvement, by
considering mean and standard deviation of data. However, they
assumed a Gaussian input distribution, which is often unrealistic and did not consider the distortion at the extremes. The
double sigmoid in [18] improves the performances of sigmoid,
but its parameters depend on the genuine and impostor score
distributions, which may vary.
Data normalization in NABS follows a new approach, which
first reduces the aforementioned distortion at the extremes. We

Fig. 2. Sigmoid function, the mapping function QLS when 0 ≤ x < ∞, and
a modified QLS when 0 ≤ x ≤ x max.

derive a function F (x) from the family f (x), which we call
QLS function. It shows a pseudolinear behavior in the whole
codomain, though ensuring F (x) ∈ [0, 1), ∀x. We start by computing the extremes of the central region, where distortion is sufficiently small. Such extremes are the points x1 and x2 , where
the third derivative of f (x) becomes null. Let us assume x-min as
the minimum distance returned by the biometric system, while
the maximum is x-max. We map these values onto x1 and x2 ,
respectively, and set up a system of equations to be solved to
find c and k. Here, the values in the domain of f (x) are the
distances between feature vectors, in the interval [0, ∞), and
we can set x-min = 0 in the computed solutions. We obtain

√ 
√
2− 3
1
√
log
. (2)
and
k=−
c=2+ 3
x max
2+ 3
The influence of value x-max will be further discussed shortly
and in Section V-C. The function we are looking for must have
the interval [0, 1) as codomain apart from such value. Let us
then define a new function g(x) = f (x) − f (0) and compute
its limit L when x → ∞. Our QLS function is then
x

1 − b x m ax
1
(3)
F (x) = g(x) =
x
L
ab x m a x + 1
√
√
with a = (2 + 3) and b = (7 − 4 3). F (x) guarantees a
pseudolinear mapping for all values of x in [0, x max]; if we
admit some distortion, it also allows to normalize values of x
greater than x-max, still assuring F (x) < 1. Let us notice that
this is essential when x-max is not known in advance and an
estimate x max is used instead. The graph of the function when
x max = 400 is shown in Fig. 2 (solid line). When x-max is
known, we can slightly modify F (x) for further improvement:
F (x) =

ab + 1
F (x)
1−b

(4)

Fig. 2 confirms the better results when x-max = 400 (gray
line). In Section V-C, we compare the proposed QLS function
with the other discussed ones. As a further advantage, QLS
is implicitly robust to outliers, due to its ability to rely on an
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estimate of the true maximum. No training is required, which
is implicit in the modification of min–max in [14], using mean
and standard deviation of genuine score distribution. A “light”
training might only estimate x max by comparing a limited
number of significantly different subjects.
IV. SYSTEM RESPONSE RELIABILITY
The fusion of the results from different classifiers can be
considered as one of the most significant advances in pattern
classification in recent years [21]. On the other hand, subsystems might not be equally reliable, due to a possibly different
accuracy of their procedures, and not all responses by a single
subsystem might be equally reliable, due to a possibly different quality of input from time to time. An unreliable response,
rather than producing a rejection, may represent a valid reason
for a further check. A measure for response reliability is crucial
for fusing the single results.
A possible approach relies on the quality of input data. However, it is hard to devise a metric estimating the confidence in an
identification result, given the quality of a biometric acquisition.
Such metric should also depend on the classification method.
As an example, using the amount of occlusion to estimate input quality would be almost needless for a recognition method
robust to occlusion. A further fault of an absolute metric is that
it would not consider the relation between different data used
for enrolment and for testing. If subjects are enrolled and verified in nonoptimal yet constant conditions (e.g., face images
acquired by a constant light from one fixed side), we may have
a high probability of a sufficient reliability. Input quality is used
by Kryszczuk et al. [22]. Their Bayesian networks evaluate the
probability of a correct verification decision by a classifier, given
the available evidence from several sources. A vector of signaldomain quality measures accounts for significant features of
each biometry and of each classification method.
An alternative approach would use classical performance
measures, e.g., RR. However, they provide a global estimate
on the recognition ability and not of the reliability of a single testing result. The single value of the distance/similarity
between the probe and the returned subject is even less significant: it neglects the relation between the latter and the rest of
the gallery. Results should be differently evaluated also based
on the similarity of gallery subjects, i.e., on the discriminating
power of the biometric feature.
Some solutions in literature use confidence measures based
on margins. Each margin measures the amount of “risk” associated to a single-subsystem response, after observing its scores.
Margins can be applied to any subsystem, despite the nature of
its input. Poh and Bengio [32] introduce a confidence margin
based on FAR and false rejection rate (FRR) of a biometric
system, showing how it behaves better than those by Freund
and Schapire [12] and by Vapnik [42], which are exploited for
boosting and within statistical learning theory, respectively. The
latter can only be calculated by supposing that the target output
(class-label, i.e., impostor/genuine in this case) is known, so that
they are only significant in training. On the other hand, since Poh
and Bengio’s margin relies on an estimate (FAR, FRR) of the
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actual distribution of genuine/impostor subjects’ scores, a quite
high number of responses are marked as reliable. The error rate
of the global system is reduced, but this might not be appropriate
for applications requiring a very high security level. Kryszczuk
et al. [22] also exploit a margin similar to Poh and Bengio’s
one, which is defined in terms of correct acceptance and correct
rejection accuracies at a given acceptance threshold. However,
a frequentist approach to reliability is considered valid only assuming that the scores of the testing and of the development sets
have a similar distribution, which is also stable in time.
The NABS addresses the problem of system reliability in a
novel way. We propose a new kind of margin by defining a
system/gallery-dependent metric that we will call SRR. Gallery
is an integral component of an identification system, and its
composition may influence recognition performances. However,
present methodologies do not support tuning to the database.
Our metric also attempts to limit such drawback and can be
applied to any kind of biometric system. It estimates the ability
of separating genuine subjects from impostors, for each probe,
in the sharpest possible way. Section V shows the better results in fusing single responses than those ensured by Poh and
Bengio’s margin, since SRR considers the actual current separation among genuine and impostor subjects rather than static
parameters relying on variable score distributions.
Let A be an identification system and G its gallery of correctly
enrolled identities. Assume there are l > 0 acquisitions (templates) for each genuine identity. Let p be a person to be identified (probe). The system first computes the distances d (p, gi ),
i = 1, . . . , |G|, between p and each template in the gallery. They
are ordered so that d(p, gi 1 ) ≤ d(p, gi 2 ) ≤ . . . ≤ d(p, gi |G | ).
Two functions ϕj (p), j = 1, 2, were used to compute two alternative SRR measures. SRR I uses the relative distance (relative
distance between the scores of the first two retrieved distinct
identities); SRR II uses the density ratio (relative amount of
gallery templates, which are “near” to the retrieved identity).
Each ϕj (p) is independent from the specific measure d, since
the QLS function F of Section III is used to normalize distances
in the interval [0, 1), x max is equal to the maximum distance
between the present probe and the gallery images.
Relative distance was used by Yan and Bowyer in [46]. We
achieved better results by the combination with QLS:
ϕ1 (p) =

F (d(p, gi 2 )) − F (d(p, gi 1 ))
F (d(p, gi |G | )

(5)

where gi 2 is the second distinct identity in the returned ordered
list. Experiments showed that the relative distance tends to be
small for impostors and high for genuine subjects, independently
from the biometry and from the classification method. It relates
to the degree of uncertainty by which the system identified
person p: if ϕ1 (p) is high, a person exists in the gallery, which
is much more similar to p than all the others; otherwise, the
retrieved gi 1 is only the less far in a set of identities with a
similar distance from p.
The second function ϕ2 (p) (density ratio) is computed using
the ratio between the number of subjects in the gallery, distinct
from the returned identity, giving a distance lower than twice
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F (d(p, gi 1 )), and the cardinality G of the gallery.
ϕ2 (p) = 1 −

|Nb |
|G|
(6)

where
Nb = {gi k ∈ G|F (d(p, gi k )) < 2F (d(p, gi 1 ))}.

Even in this formulation, the higher is the algorithm ability to
discriminate between a genuine subject and an impostor one,
the lower is the probability to find identities different from the
correct one at a small distance from it. Notice that in both cases
the values for ϕj (p) fall within the interval [0, 1]. ϕ1 (p) is quite
easier to compute, but it is more sensible to outliers. These occur
when either the first two retrieved subjects are occasionally very
similar, even if quite different from the rest of the gallery, or
the last subject is occasionally very far (high distance) from
the rest of the gallery. ϕ2 (p) is a little bit more expensive, but
accounts for a significant local neighborhood of the retrieved
subject. Therefore, both the preceding situations, in particular
far outliers, do not affect the result.
After defining ϕj (p), we need to identify a value ϕj fostering a correct separation between genuine subjects and impostor
ones. Each value (ϕ1 or ϕ2 ) marks the point of maximum uncertainty and varies with the biometry and with the classifier, so
that it must be estimated from time to time during the setting
up of the single subsystems. The optimal ϕj is given by that
value able to minimize the wrong estimates of function ϕj (p),
which can occur in two scenarios. In one case, an impostor is
erroneously recognized with ϕj (p) higher than ϕj , so that the
false acceptance is erroneously supported by a high value of
ϕj (p). Otherwise, a genuine subject is recognized with ϕj (p)
lower than ϕj , so that the acceptance may be possibly questioned due to a low value of ϕj (p). We also define S(ϕj (p), ϕj )
as the width of the subinterval from ϕj to the proper extreme of
the overall [0, 1),interval of possible values, depending on the
comparison between the current ϕj (p) and ϕj .

1 − ϕj , if ϕj (p) > ϕj
S (ϕj (p), ϕj ) =
(7)
ϕj ,
otherwise.
The SRR index (SRR I or SRR II) can finally be defined as
follows:
SRRj = |ϕj (p) − ϕj |/S(ϕj ).

(8)

We first measure the absolute distance between ϕj (p) and the
“critical” point. Such distance gets higher values for ϕj (p) much
higher/lower than ϕj (genuine/impostor respectively). However,
it is also important to consider its significance compared with
the subinterval over which it is measured. This allows to compare reliability of different responses and of responses from
different systems and to finally estimate a threshold thj for an
acceptable reliability. As an example, assume ϕj = 0.1; a reject
with ϕj (p) = 0.02 (absolute distance 0.08 and SRRj = 0.8) is to
be considered more reliable than a reject with ϕj (p) = 0.08 (absolute distance 0.02 and SRRj = 0.2), and this can be reflected
by the absolute distances alone. However, such response must
also be considered more reliable than an accept with ϕj (p) =
0.19 (absolute distance 0.09 and SRRj = 0.1), which in fact

spans a proportionally minor distance from the critical point
toward the other end of the overall interval. It is worth noticing that SRR works without any knowledge about acquisition
quality, extracted features, and classification methods. It can be
used with all those (off-the-shelf) identification modules, which
return an ordered list of distances (similarities).
In a multimodal system, reliability thresholds of single subsystem can be estimated in advance and remain fixed in time or
can be computed and updated according to returned responses. A
compromise between the number of reliable responses (NRRs)
and the system error rate must be obtained. Too high thresholds
make the system too restrictive, with a low error rate but also a
low number of acceptances, while too low ones risk canceling
the advantages of a reliability measure. Assume that Tk subsystem has executed M times producing {Tk1 (1), . . . , TkM (1)}
responses with the corresponding reliability measures, which
are collected in a set BHk = {SRR1k , . . . , SRRM
k }, representing the history of the system behavior. The value to assign to thk
is correlated to BHk , in particular to its mean and its variance.
A high BHk means generally reliable responses so that the corresponding threshold can be proportionally high. The variance
σ[BHk ] measures the stability of Tk . The best situation is when
BHk has a high mean and a low variance, so that it is possible to
fix a high value for thk . We can summarize this in the formula


 BH 2 − σ [BH ] 

k
k 
(9)
thk = 
.


BHk
The aforementioned formula implies some preliminary training; however, it can be periodically exploited, with no further
interruption of system normal activity, to change the system reliability threshold, in order to better accommodate a dynamic
setting. This is different from what normally happens with other
quality or reliability measures, which require system retraining
if context dramatically changes. In the following, we discuss
how to integrate an SRR index into the fusion protocol. In our
approach, each biometric module in a multimodal system produces such measure for each response. The integration policy
of the fusion module has then to weight the single responses
based on the respective SRR values. Different choices exist for
integration, all equally sound, yet possibly leading to very different results. A very simple fusion rule, based on a majority
criterion, was presented at the end of Section II-A. The hierarchy in some of our systems also encodes a certain specific
fusion rule. Let us analyze further hypotheses, considering their
features and postponing to Section V their evaluation. We start
from briefly discussing two works that conceptually support our
choices. The first one is about mixed group ranking (MGR) [28].
MGR exploits the power set of the set of classifiers; each subset
A in it is assigned a predefined weight (preference); for each
class θ, the procedure computes the weighted sum of its best
ranks returned by each subset A. MGR implicitly guarantees
confidence in lower ranks (the score function is more affected
by variations in a lower rank). The authors show that this is in
general a desirable feature. However, such technique needs a
training phase for weight estimation and to readapt the system
in a dynamic setting. On the other hand, the earlier findings
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support the suitability of our approach. Our technique not only
relies on confidence in lower ranks (SRR is computed from the
first and second retrieved identities), but also explicitly measures it, allowing the system to adjust the weights without any
training phase.
The second work is a study by Veeramachaneni et al. [43]
that addresses the choice of the best fusion rule for the final
decision process in a binary hypotheses-testing problem. The
number of explored rules grows exponentially with the number
of subsystems, and, if performances of one subsystem change,
the best rule must be searched again. However, two interesting
observations stem from the study. AND and OR rules are a very
important set (out of 16 possible ones) for fusing the results of
two classifiers. Second, as the number of classifiers increases,
the optimal fusion rules are constructed from AND and OR [29].
This suggests that, despite the variety of fusion policies, we can
assume that AND and OR are generally a suitable choice. We will
then rely on them.
Assume to have a system S composed by N subsystems
T1 , . . . , TN . Each Tk uses a gallery Gk , k = 1, 2, . . . N , of
acquisitions for the same set of identities. However, sizes of
the galleries might be different, as each biometry may require
a different number of acquisitions per identity. Each subsystem
can order its gallery according to the distance from the probe
image p and produce a numeric value SRRk for its response reliability.
A consistent data fusion requires normalization to obtain

SRR
k = 1. The thresholds thk discussed earlier are normalk
ized too and used to classify the responses as reliable/unreliable.
They are also used for integration.
Our OR and AND integration policies follow a twofold schema,
to better integrate reliability estimate within an identification
problem. To determine global system reliability, a decision fusion under binary hypotheses (classes are reliable/not reliable)
is performed first, using the OR or the AND operator (at least one
or all the subsystems are reliable). Afterward, a different score
fusion is used to determine the returned identity, depending on
the previously used operator (the first identity of the most reliable subsystem, or the identity with the minimum weighted
sum of distances from the probe, where weights are the subsystem reliabilities). SRR can also be used within more articulated
schemes, such as the earlier NCTP or fuzzy fusion schemes.
V. EXPERIMENTAL RESULTS
A. Set of Biometries
The presented multibiometric systems exploit face, ear, and
fingerprint subsystems. The single-mode modules, making up
the core building blocks of NABS architectures, are implemented using known segmentation and classification techniques. We use open source software to detect specific interest regions in face and ear, which is a research issue in itself.
Location of regions is performed using an object detector based
on Haar features [44], implemented in the OpenCV library [52],
[53] and exploiting, in particular, Haar Cascades provided in
[47]. We think that using effective, yet “second-hand” material
for the basic operation of single subsystems (modules) does not
diminish the obtained results, since this paper rather focuses
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TABLE I
PERFORMANCES OF DIFFERENT FACE IDENTIFICATION METHODS ON SETS 2
AND 4 FROM THE AR-FACES DATABASE

TABLE II
CMS PERFORMANCES OF THE EAR IDENTIFICATION WHEN OCCLUSIONS
OCCUR: PIFS VERSUS PCA ON 100 SUBJECTS FROM
THE FERET DATABASE (PROFILE FACES)

on the effective and suitable combination of responses. Algorithms for both face and ear recognition rely on fractal theory,
in particular on partitioned iterated function system (PIFS) [8],
[10], which have been adapted here to the problems at hand [2],
[3], [7]. In particular, the division of the face and ear images
in regions improves robustness to local variations and lighting
or to occlusions. In order to validate our choice, we compared
PIFS recognition performances with different widely exploited
techniques: Neighborhood preserving embedding [16], locality preserving projection (LPP) [13], weighted fractal neighbor
distance [39]. Further candidates included kernel-based techniques (see the recent work by Li et al. [24], [25]). However,
our goal was not to identify the single optimal classifier, but
to demonstrate that a multibiometric approach can improve the
performances of a quite good classifier. We applied the chosen methods to a gallery and a probe of 100 subjects from the
AR-Faces database [26]: set 1(normal) was the gallery, while
sets 2 (smile), and 4 (angry) were the probes. The comparison
relies on cumulative match score (CMS) and cumulative match
characteristic (CMC) curve. Tables I and II give a tabular representation of the CMS values for some ranks with the different
techniques. Table I shows that PIFS generally provided higher
face recognition performances. Only LPP sometimes obtained
comparable results on set 4.
We also compared our PIFS algorithm for ear recognition to
principal component analysis (PCA) [20]. A subset of 100 subjects in profile from the facial recognition technology (FERET)
database [30] was used: the gallery included images in neutral
conditions, while images with little occlusions (hair or earrings)
were used as probe. Data in Table II confirm the superiority
of PIFS even in this case. Most present fingerprint recognition
systems rely on minutiae matching. In general, minutiae-based
algorithms suffer from image distortion. Different approaches
for fingerprint matching include the one by Bioscrypt, which
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has been exploited here [48]. It uses the whole fingerprint,
rather than selecting a limited number of minutiae points. Pattern
recognition is therefore more robust to lack of information, e.g.,
a damaged or dirty finger. This methodology has proven very effective during FVC 2002 (International Fingerprint Verification
Competition) [50]. In fact, the Bioscrypt algorithm provided the
lowest equal error rate (EER).

TABLE III
COMPARISON AMONG THE PERFORMANCES OF THE BIOMETRIC SYSTEMS FOR
DIFFERENT NORMALIZATION FUNCTIONS

B. Databases, Measures, and Evaluation Criteria
We first describe the benchmark data and the criteria to
highlight the obtained performance improvements. We created
a multimodal database with each subject having corresponding images for face, ear, and fingerprints. We alternately used
FERET [30] and AR-Faces [26] databases for the face, NotreDame [11], [51] for the ear and a proprietary database for
fingerprints. Since Notre-Dame contains about 100 subjects,
subsets were also selected from FERET and AR-Faces containing 100 subjects each, i.e., the first 100 labeled ones. The
choice of a well-identifiable subset will facilitate future comparisons. In detail, three subsets of 100 subjects each came from
FERET, respectively, from FAFB (changes in facial expression
from gallery to probe sets), FAFC (changes in illumination),
and DUP I (elapsed time between one minute and 1031 days)
sets. As for AR-Faces, selection was from sets left light, sad,
scarf, scream, sun glasses, using neutral as gallery. Different data
were alternatively used during experiments. Fingerprints of 100
subjects were acquired using a DSP Starter Kit by Texas Instruments. TMS320C6713 DSK is based on DSP C6713 processor;
it is also provided with a fingerprint authentication development
tools (FADTs) module, connected to the device as an expansion
board. FADT module is equipped with an AFS8600 sensor by
Authentec, for fingerprints acquisition, and with a demo software for algorithms evaluation [49]. The assignment of different
biometric data to the same virtual user was consistent throughout
the experiment.
It is worth making a digression about the use of chimeric
(virtual) users, which is often found in literature. There is an
open debate about the equivalence between chimeric and true
users in authentication experiments (e.g., [33] and [13]). Some
results, briefly presented here, encouraged us in our choice. Poh
and Bengio [33] use the XM2VTS multimodal database [27],
to build 1000 samples of random identity match (chimeric).
In brief, they check if half total error rate (HTER), i.e., the
mean of FAR and FRR, of true identity match falls within the
HTER range of the 1000 samples of random identity match.
Only about two thirds of the data indicate suitability of chimeric
users. However, in the other cases, computed differences are
very small. More objections come from Dorizzi et al. [9]: a bias
in the experiments could also derive from particular distributions
of the chosen training and test sets. Their results suggest that
experimental evaluations, using EER as a performance measure,
would not be significantly affected by the use of chimeric users.
This is the main reason for exploiting EER in this paper.
System performances were analyzed using RR and EER. Besides the earlier considerations about EER, these two measures
provide a sufficiently complete system analysis and well repre-

sent two categories. RR mainly evaluates the ability to retrieve
the correct subject of 1:m identification systems. On the other
hand, measures such as EER (and FAR/FRR from which it is
derived) evaluate the ability to recognize the right subject, but
also to refuse impostors with a high certainty degree, so proving
more suited for 1:1 verification systems. Our use of EER for
identification might then be criticized in favor of more suited
measures such as CMC curve. However, [5] demonstrates that
there is a precise relation between CMC and FAR/FRR, given
that a 1:1 matcher is used for sorting identification scores. In this
case, CMC can be computed from FAR and FRR, so that the
latter can be used to evaluate an identification system as well.
In our experiments, we estimated them from the matrix of distances between each probe and each gallery subject; false acceptances and false rejections were detected according to a fixed
a threshold for a positive match. The thresholds used for each
subsystem are the same that will be mentioned shortly for the
rest of the experiments. We will first report the separate effects
introduced by the QLS function, the SRR measures, and the fusion approaches, and then account for the performances of the
proposed architectures.
C. How Much the QLS Function Affects Performances?
We compared the use of the functions in Section III in setting up the hierarchical multibiometric system presented in
Section II-B (HP in the following tables). In Table III numerical performances, when minimum and maximum values are
correctly estimated. The results show that performances of the
multibiometric system are more widely affected by score normalization than single subsystems. Face/ear RR remains unchanged across different methods, while the ERR undergoes
significant variations, probably due to an increment of the FAR.
The worst performance is given by the z-scores, with EER always above 0.22. Table III highlights that, when minimum and
maximum are correctly estimated, our QLS function is able
to obtain results comparable to the optimal ones of min–max
function.
In addition, QLS provided even better results in further tests
when the maximum value is wrongly estimated. This definitely
justifies its introduction as an alternative to min–max. Let us
further detail this point. The facial recognition subsystem guarantees, on FAFB, FAFC, and DUP I databases, an RR of, respectively, 93%, 16%, and 47%, and an EER of 0.03, 0.29,
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TABLE IV
COMPARISON BETWEEN THE MAPPING FUNCTION AND MIN–MAX, FOR
WRONG ESTIMATION OF THE MAXIMUM SCORE

0.19; the ear module provides an RR of 72% and an EER of
0.15 on Notre-Dame database. Assume a multimodal system
composed by the simple sum of face and ear. Assume also that
any score out of the [0, 1] interval, i.e., higher that one, is set
to one. In two distinct experiments, ear scores were normalized
using their correct maximum. In the first experiment, face scores
were normalized by overestimating their maximum (ten times
larger); in the second experiment it was underestimated (five
times smaller).Table IV shows the results obtained for min–
max and QLS. When maximum is overestimated, face scores
tend to vanish, so EER of the final system is very close to that
of ear subsystem. However, significant differences can be noticed when the maximum is underestimated. Scores given by
min–max are mostly out of the [0,1] interval, so that, according
to the aforementioned assumption, they are leveled toward the
1 extreme. On the contrary, scores produced by QLS function
all lie in the [0,1] interval and maintain a precise distribution,
so giving higher values for both RR and EER.

Fig. 3. RR, EER, and NRR variations with respect to the threshold (th) when
SRR II is used.
TABLE V
COMPARISON BETWEEN THE PERFORMANCES OF SOME FUSION RULES

D. Experimental Measure of the SRR Index Contribution
We tested the ability of the SRR index to discriminate between reliable and unreliable system responses for both face
and ear. Notice that an SRR index for our fingerprint module
would be redundant since such biometry is highly reliable in
itself. In the first place, we had to determine the optimal value
ϕj , j = 1,2, for computing SRRj . To this aim, we made it vary
within the interval [0,1], each time computing the percentage of
responses for which the relation between the value of ϕj (p) and
ϕj was consistent with the correct result: correctly identified
genuine subjects with ϕj (p) higher than ϕj , and impostors or
unsurely identified subjects with ϕj (p) lower than ϕj . The chosen value maximizes the aforementioned percentage, somehow
representing the reliability of the SRRj index. Let us remind
that, according to (17), SRRj will get higher values either for
ϕj (p) much higher than ϕj (genuine subjects) or for ϕj (p) much
lower than ϕj (impostors), also depending on the position of ϕj
within the [0,1] interval.
Once a system returns an SRR value, we have to decide if the
response is reliable enough to be accepted. The next tests studied
the relation between system performances and variations of the
threshold thk . For each subset (probe/gallery) from FERET, and
from Notre-Dame, the RR, EER, and the NRRs were computed
while varying thk . Results are in Fig. 3. As expected, for all
experimented datasets, system performances change with the
SRR threshold. In all cases, the higher the threshold, the lower

the NRR value. However, RR tends to improve. Fig. 3 also shows
that a threshold (th) computed according to (9) (red line), though
not optimal, guarantees a good compromise between NRR and
RR. Of course, such choice can be further refined according to
the security requirements of the system at hand.
In order to evaluate the contribution of a reliability index
within a multimodal system, we compared performances with
those obtained by introducing it. We tested SRR I and SRR II and
the related OR and AND integration policies. This experiment was
performed for the datasets from FERET, combined with NotreDame ears. We remind that the facial recognition provides, on
FAFB, FAFC, and DUP I respectively, an RR of 93%, 16%,
and 47%, and an EER of 0.03, 0.29, 0.19; the ear recognition
on Notre-Dame provides an RR of 72% and an EER of 0.15.
Table V reports results, in terms of RR, EER, and NRRs, for
the multimodal system face/ear using each of the integration
policies; performances of Poh and Bengio’s margin are also
reported. Moreover, fuzzy decision described in [16] was tested.
In the original work, external quality indexes were used as values
over which to apply fuzzy rules. Indexes were related to the
lighting level and to the amount of pose distortion, which might
be difficult to compute. We used SRR I and SRR II instead.
For reader’s convenience, we once more remind that the facial

490

IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS—PART C: APPLICATIONS AND REVIEWS, VOL. 41, NO. 4, JULY 2011

TABLE VI
COMPARISON BETWEEN THE PERFORMANCES OF SRR I AND SRR II

recognition subsystem guarantees, on FAFB, FAFC, and DUP
I databases, an RR of, respectively, 93%, 16%, and 47%, and
an EER of 0.03, 0.29, 0.19; the ear module provides an RR
of 72% and an EER of 0.15 on Notre-Dame database. Let us
observe that, on the whole, all the integration policies guarantee
a higher RR than face or ear alone (see 87% for DUP I with
OR/SRR II instead of 47% and 72%), and at the same time they
considerably reduce EER (see 0.015 for FAFB with OR/SRR II
instead of 0.030 and 0.150). The counterbalance with reliability
estimation is the number of unreliable responses. In the first two
columns all responses are considered as reliable, since fusion is
performed without filtering responses. We can notice that fuzzy
fusion outperforms simple sum in degraded conditions (in a
significant way for FAFC and less dramatically for DUP I), but
it is quite equivalent in good conditions like FAFB, were there is
very little difference only for EER. However, both RR and EER
in these columns are significantly worse, showing the ability of
SSR to discard little reliable responses.
When the SRR index is used, OR of course ensures a higher
number of responses considered as reliable; the minimum is
reached by the AND policy (see e.g., results on FAFC, where
no reliable response is obtained). As already underlined, an
unreliable response might just represent a valid reason to perform a further, possibly more expensive check, e.g., by using
fingerprints. Such check would only involve a limited number
of cases, so that the average computational cost of the multimodal system would be reduced anyway, with the advantage of
a higher security. We can further deduce that, if the input quality
is sufficient (see the FAFB subset), the combined system will
reach much higher performances than the single subsystems,
most of all in terms of EER. As for Poh and Bengio’s margin,
in general the NRRs are always very high, with an appreciable
worsening of RR and EER. Finally, the two reliability indexes
SRR I and SRR II as well as Poh and Bengio’s margin were
tested on subsets extracted from AR-Faces, combining face and
ear with the AND fusion policy. The database used for ear is
always the same. Results are reported in Table VI, where the

TABLE VII
PERFORMANCES OF THE CROSS TESTING PROTOCOL

first two columns report RR and EER of the single subsystems.
Results in Table VI further enforce some considerations. The
combined system always guarantees better performances (e.g.,
for distortion of the face equal to scream we pass from 47% and
72% to 100% for RR). However, when the single subsystems
are particularly stressed by input quality, the NRRs significantly
decrease, confirming the need for more biometries. Again, EER
with either SRR I or SRR II is better than that with Poh and
Bengio’s margin.
E. N -Cross Testing Protocol
We compared RR of the two-cross testing protocol with that
of face and ear alone. We considered two cases. In the former,
denoted as SIMPLE, the subject is recognized if both subsystems return the same identity or, in case of two different identities, if one subsystem returns an identity with a distance from
the probe lower than the other and under a given threshold.
In the second case, the used criterion is maximum reliability.
Results in Table VII show that the combined system in the SIMPLE case is more restrictive, so providing, on the average, a
lower RR. On the contrary, RR grows when a reliability index is used. We can observe that the two-cross testing protocol
generally outperforms both face and ear; when one subsystem
behaves significantly worse than the other, the combined system tends to retain the better performances (RR of 70%, 81%,
or 76% of the Face⊗Ear versus 16% and 72% of the face and
ear alone on FERET FAFC); SRR I and SRR II give very similar
improvements.
F. Hierarchical Schema
In the experimental implementation of the hierarchical system presented in this paper, face and ear work in parallel. Each
subsystem orders its own output list, according to the distance
from the probe, and then breaks it off at the first K subjects; K
is fixed in advance, and in our case K = 10. The two lists are
fused in a single-ordered one (see Section II-A and B), which
is inputted to the fingerprint subsystem. This module verifies
each subject in the received list and the one with the minimum
distance is returned as the probe identity. The measured RR of
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the whole system was 99%: a subject was lost because neither
face nor ear returned it among the first ten. The most interesting result from the tests was the reduction of the identification
time. Face and ear require 4 s to extract a candidate list, while
fingerprints spends 0.24 s to verify a subject. It is then possible
to estimate the speed up introduced by the hierarchical system,
yet maintaining RR comparable to the fingerprint subsystem
alone. Identifying a subject over a gallery of 100 persons would
require about 26 s, while the hierarchical system requires 8.8 s
to obtain the same recognition, since the fingerprint module
verifies at most only the first 20 subjects returned by the identification phase. The time spent by our hierarchical system can be
further reduced if we consider that the fingerprint recognition
algorithm, which is used in our case presents a very good ability
in discriminating between the correct identity and the remaining
gallery subjects. Only the gallery subject whose identity actually
corresponds to the probe reaches a score higher than 0.50 (the
score varies from 0 to 1); this suggests to maintain the whole
lists returned by face and ear, in order to reduce false negatives,
while relying on the aforementioned algorithm feature to reduce the number of subjects actually verified by the Fingerprint
module. The latter verifies the subjects starting from the head
of the received merged list. It halts as soon as a subject with
a score higher than 0.5 is found and returns its identity. Using
such policy, in some cases more than 20 subjects are verified;
this is the upper limit resulting from the previously adopted policy. On the other hand, in most cases, if face and ear worked
appropriately, the Fingerprint subsystem will halt much before.
However, this policy presents a limit when a probe subject is
not present in the gallery, because the fingerprint verification
module would go through all the subjects in its input list. If the
single face an ear lists were limited (to a length K), we would
still obtain reasonable times, though without a final recognition.
Otherwise, this would cause an unacceptable waste of time. To
solve this drawback, it is possible to force a maximum recognition time, after which a negative response is returned anyway
and the test can be repeated. The net result is that, on a high
number of queries, system times are significantly reduced with
respect to the base hierarchical protocol. This version of the
recognition process takes only about 560 s, in order to identify
all the 100 subjects in the probe set, instead of 880 s required
by the protocol with K forced to 10. In the hierarchical model
without K, RR is 100%, because in this case also the subjects
retrieved beyond the tenth position both from face and from ear
are verified by the fingerprint module.
VI. CONCLUSION
Recent research in the biometric field has been very intense,
and a high number of physical and behavioral features have been
studied. Some of them are more reliable than others, yet none
is free from limitations. For this reason, the present trend is to
combine more biometries in one system. We described two multimodal architectures: the hierarchical protocol, already known
in literature, and the NCTP, introduced here. We also addressed
the problem of data normalization and proposed the new QLS
function, which overcomes the limits of the present ones. A
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further original contribution was the introduction of a new reliability index that a system can associate to its own responses,
i.e., the SRR. We proposed two different indexes, also providing the conditions for their actual exploitability within the single
subsystems, e.g., the a priori identification of thresholds. More
studies will be performed to obtain further reliability measures,
and a way to compute the overall reliability of a multibiometric
system. Finally, we reported experimental results, which validate all our theoretical statements. We exploited three biometries, face, ear, and fingerprint. A number of experiments were
performed on different databases, among those commonly used.
The choice of subjects within each database aimed at facilitating
future comparisons.
In this paper, we only considered face, ear, and fingerprints.
Future developments will regard the extension to a higher number of biometries, so that a higher number of subsystems could
be involved in our analysis. In particular, more experiments
will aim at exploring different strategies for data fusion in the
NCTP.
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