










increases as� increases since it becomes harder to isolate as
� increases as explained in Fig. 24. Moreover, note that the
isolation time goes down as � increases further and it will
go to zero for higher � values. This is due to the decrease in
isolation probability which affects the average isolation
time. When the isolation probability goes to zero, the
number of isolated nodes is zero and therefore, average
isolation time is zero. Finally and most importantly, note
that SADEC has much lower isolation time compared to
BLM due to the efficiency of the detection in S ADEC.

The three most take away results that can be collected
from the results are: 1) SADEC has much better malicious
node isolation performance than BLM. For example, in
Fig. 15, the isolation probability of S ADEC is eight times
more than that of BLM with up to 15 percent malicious
nodes. 2) SADEC has much lower framing probability than
that of BLM. For example, in Fig. 18, framing in BLM with
20 malicious nodes is almost 20 times more than that in
SADEC. Framing is very dangerous since it takes legitimate
nodes off the network. 3) The delivery ration in S ADEC is
much better than that in BLM. For example, in Fig. 14, the
delivery ration in S ADEC with 20 malicious nodes is
almost six times more than that in BLM.

9 DISCUSSION

Here, we have described the design of SADEC, which
fundamentally relies on the ability of some guard nodes to
overhear the behavior of neighboring nodes. This basic
feature of wireless networks has been leveraged by many
researchers, for almost a decade now starting from [28].
Any technique that relies on this has the shortcoming that it
can be bypassed by a powerful adversary that can
accurately place malicious nodes or precisely control their
transmission power. Intrinsically, the placement or the
transmission power control can be used to hide the
behavior from the requisite number of guard nodes or
comparator nodes, e.g., the next-hop node does not get the
packet but the guards see it. In that case, no detection will
occur. SADEC suffers from this shortcoming as does all the
work that relies on the feature. However, it is less
susceptible to this than prior work since it increases the
number of nodes that are performing the verification.

10 CONCLUSION

We have introduced a new class of attacks called stealthy
packet droppingwhich disrupts a packet from reaching the
destination by malicious behavior at an intermediate node.
This can be achieved through misrouting, controlling
transmission power, malicious jamming at an opportune
time, or identity sharing among malicious nodes. However,
the malicious behavior cannot be detected by any behavior-
based detection scheme presented to date. Specifically, we
showed that BLM-based detection cannot detect these
attacks. Additionally, it will cause a legitimate node to be
accused. We then presented a protocol called SADEC that
successfully mitigates all the presented attacks. SADEC
builds on local monitoring and requires nodes to maintain
additional routing path information and adds some check-
ing responsibility to each neighbor. Additionally, S ADEC’s

new detection approach expands the set of neighbors that
are capable of monitoring in a neighborhood, thereby
making it more suitable than BLM in sparse networks. We
showed through analysis and simulation that BLM fails to
mitigate most of the presented attacks while SADEC

successfully mitigates them. The improvement is seen in
terms of increase in the probability of isolation of malicious
nodes and decrease in the probability of isolation of
legitimate nodes.

In future work, we are considering detection techniques
for multichannel multiradio wireless networks. The listen-
ing activity for detecting malicious behavior is more
complicated due to the presence of multiple channels and
multiple radios. We also plan to analyze the impact of the
detection technique on the network throughput under
different adversary models.
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