Protecting L ocation Privacy in Sensor Networks Against a
Global Eavesdropper

Abstract:

While many protocols for sensoretwork security provide
confidentiality for the content of messages, cotaxinformation usually remains
exposed. Such information can be critical to thesion of the se twork,
such as the location of a target object in a moinigoapplication,
Important to protect this information as well asssage content. have been

%et

several recent studies on providing location prvarcsensor s. We first
argue that a strong adversary model, glubal eavesdropper, is n realistic in

practice and can defeat existing techniques. We ize\the location privacy
Issues under this strong adversary model an communication
overhead is needed for achieving a given lev e also propose two

techniques that prevent the leakage of locati ‘periodic collection and
igh level of lboa privacy,

source simulation. Periodic collection provi
pawacy, communication cost,

while source simulation provides trad b
and latency. Through analysis and s@ , Waalestrate that the proposed

technigues are efficient and effe oteg:tlncatlon information from the

attacker. Q
Ar chitecture; Q
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Movement pattern leaks the location of the panda



Existing System:

However, these existagjutions can only be used to deal with
adversaries who have only a local view of netwagdfic. A highly motivated
adversary can easily eavesdrop on the entire nktarat defeat all these solutions.
For example, the adversary may decide to deploywis set of sensor nodes to
monitor the communication in the target network.wdwer, all these existing
methods assume that the adversary is a local eaygsd. If an adversary, has the
global knowledge of the network traffic, it can ibaslefeat these s. For
example, the adversary only needs to identify #ressr node thm s the first
move during the communication with the base statimtuitively, t nsor node
should be close to the location of adversariegrast.

sume a weak adversary

L Y
Disadvantages:

However, these existingp
model where the adversary sees only IocalQ‘

Proposed System: f§3

We sho perfanmoe of the proposed privacy-preserving
techniques in terms of e umption and ¢gtamd compare our methods
with the phantom 'ngle—Q’p thod, a methodithaffective only against local
eavesdroppers. Fo ose of simulation, wsunas that the network
application only needs tect the locationsasfdas and always wants to know
the most recent,locations. We thus have every semsite drop a new packet if it
has already ed a packet that was generatecheorsame event. In our
simulation, me that the adversary has degllaynetwork to monitor the
rget network.

Specifically, he is able to dabe every sensor node in the target
network and eavesdrop every packet this node dslive



M odules:
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Attackers Modules: :®

The appearance of an endangere( animal (Attackers)
a monitored area is survived by wireless sensothateach time the inside and

abkrwnE

=

outside sensors are sensing to find out the attadk nd the timing. This
information is passed to the server for analyzi g the commander
and Hunter they are also can participate this rk. In the commander
and hunter itself some intruders are there, ure the attackers before

attempting the network. g
L)
2. Privacy-Preserving Routing T [

This se '(b‘esents two techniques for privacy-

n

preserving routing in sensor, orkspasiodic collection method and &ource
simulation method. The p [ llection method achievesapemal location
privacy but can only be edito applicationd ttwlect data at a low rate and do
not have strict req n the data delivatgnicy. The source simulation
method provides ctical* trade-offs between pgiyammmunication cost, and
latency; it can be Ively applied to real-timpplications. In this paper, we
assume that mmunication between sensor nadé® network is protected
by pair wis that the contents of all paiekets appear random to the
Global ropper. This prevents the adversamy éorrelating different

Da& trace the real object.
3. versary Model:

For the kinds of wireless sensor networks that m@seon, we expect
highly-motivated and well-funded attackers whosgdive is to learn sensitive
location-based information. This information canlude the location of the events
detected by the target sensor network such asrdsemce of a panda. The Panda-
Hunter example application was introduced in, arel will also use it to help



describe and motivate our techniques. In this appbn, a sensor network is
deployed to track endangered giant pandas in a bardrest. Each panda has an
electronic tag that emits a signal that can beatledeby the sensors in the network.
A clever and motivated poacher could use the conwatian in the network to
help him discover the locations of pandas in thedbomore quickly and easily
than by traditional tracking techniques.

In any case, it should be feasiblenbnitor the communic atterns
and locations of events in a sensor network vidaleavesdroppi tacker
with this capability poses a significant threatdoation privacy i networks,

and we therefore focus our attention to this typatacker. Q'

4. Privacy Evaluation Model: N

this section, we
issues under the global eavesdropper mode
an attacking network to monitor the senso
consider a powerful adversary who can
Sensor node in the target network.

the location privacy
[, the adversary deploys
iles in the target rmekw We
pdimenunication of every
oe nad the target network is an
observation point, which produces ation (i, t, d) whenavaansmits a
packet d in the target network t% n thap@r, we assume that the attacker
only monitors the wireless channe the conteh&sy data packet will appear
random to him,

5. Security Anal%Q/
e generation numbkra packet can be hidden in the secure

routing sche ro link-to-link encryption. this way, attackers cannot find
the generati er of a packet for their furtaealysis. Notice that secure
routing p only required to be establishatieabeginning of each session;

et transmission, secure routingspatk not required to change or
ished for each new generation.



Algorithm:
L ocalization algorithm:

where “OT i®thet of all possible observations, i.e., "OT
={(i, t)}i [J1,0<t<T . This function returns the identity of the |ldoat of the object
at time T , if the set of observations is a candideace, and returns otherwise.
For simplicity, we assume that the pattern analyikies not retu
values, e.g. a probabilistic measure of the chémaea trace is a candidate trace or
not.We say that a pattern analysis functiopadect if it can iden andidate
traces without error, i.e. without false positivedalse negatives. IS paper, we

&y’on

consider a strong adversary who uses a perfe@rpahalysis
System Requirements: fb
Har dwar e Requirements: %

« System : Pentium IV Zé’S%Q

« Hard Disk : 40 GB. \

* Floppy Drive :1.44 (b

* Monitor 115 olour.

« Mouse :%c :

* Ram & b.
Software R ents:

system : - Windows XP.
ing Language : C#.net
. ta Base - SQL Server 2005






