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Abstract—Secure data transmission is a critical issue for wireless sensor networks (WSNs). Clustering is an effective and practical way to
enhance the system performance of WSNs. In this paper, we study a secure data transmission for cluster-based WSNs (CWSNSs), where the
clusters are formed dynamically and periodically. We propose two Secure and Efficient data Transmission (SET) protocols for CWSNSs, called
SET-IBS and SET-IBOOS, by using the Identity-Based digital Signature (IBS) scheme and the Identity-Based Online/Offline digital Signature
(IBOOS) scheme, respectively. In SET-IBS, security relies on the hardness of the Diffie-Hellman problem in the pairing domain. SET-IBOOS
further reduces the computational overhead for protocol security, which is crucial for WSNs, while its security relies on the hardness of the
discrete logarithm problem. We show the feasibility of the SET-IBS and SET-IBOOS protocols with respect to the security requirements and
security analysis against various attacks. The calculations and simulations are provided to illustrate the efficiency of the proposed protocols.
The results show that, the proposed protocols have better performance than the existing secure protocols for CWSNSs, in terms of security
overhead and energy consumption.

Index Terms—Cluster-based WSNs, ID-based digital signature, ID-based online/offline digital signature, secure data transmission protocol.
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1 INTRODUCTION LEACH randomly rotates CHs among all sensor nodes in
wIRELESs sensor network (WSN) is a network systerr‘ihe network, in rounds. LEACH achieves improvements in

comprised of spatially distributed devices using wireled§rms of network lifetime. Following the idea of LEACH, a
sensor nodes to monitor physical or environmental corritio "Umber of proto?ols have been presented such as APTEEN
such as sound, temperature, and motion. The individualsiod2] @d PEACH [5], which use similar concepts of LEACH. In
are capable of sensing their environments, processing thiS Paper, for convenience, we call this sort of clustesea
information data locally, and sending data to one or mofgotocols as LEACH-I|ke_pr0tocols. Resear(_:hers h_ave been
collection points in a WSN '1]. Ficient data transmission iswidely studying CWSNs in the last decade in the literature.

one of the most important issues for WSNs. Meanwhile, mafijPWeVver, the implementation of the cluster-based architec
WSNs are deployed in harsh, neglected and often adversaliafhe real world is rather complicated [7]. _
physical environments for certain applications, such as mj Adding security to LEACH-like protocols is challenging,
itary domains and sensing tasks with trustless surrousdirRfc@use they dynamically, randomly and periodically re-
[2]. Secure and fiicient data transmission is thus especiallTange the network’s clusters and data links [8]. Thesgfor

necessary and is demanded in many such practical WSNsProviding steady long-lasting node-to-node trust refztups
and common key distributions are inadequate for LEACH-like

1.1 Background and Motivations protocols (most existing solutions are provided for distted

Cluster-based data transmission in WSNs, has been invngiSNs'_ b‘_Jt not for CWSNs). There are Some secure data
gated by researchers in order to achieve the network Sﬁwabitransmlssmn protocols based on LEACH-like protocolshsuc
and management, which maximizes node lifetime and rediu@ SecLEACH [8], GS-LEACH (9] and_ RLEACH [10]. Most
bandwidth consumption by using local collaboration amo thgm, hoyvever, apply the symmetric key management for
sensor nodes [3]. In a cluster-based WSN (CWSN), eve:;,@cunty,.whlch stfers from a so-called orphan node problem
cluster has a leader sensor node, regarded as cIusterCBid)id([ﬂ_]' _Th's prob_lem oceurs yvhen a node does not share a
A CH aggregates the data collected by the leaf nodes (ndiirwise key with others in its preloaded key ring. In order
CH sensor nodes) in its cluster, and sends the aggregaﬁ%d“'t'gate_ the storage cost _Of symmetnc_ke_ys, the key ring
to the base station (BS). The LEACH (Low-Energy Adaptiv@ a none is not dticient fOI’.It to share pairwise symmetrlc_
Clustering Hierarchy) protocol presented by Heinzelnean K€yS With all of the nodes in a network. In such a case, it
al. [4] is a widely known and ective one to reduce andcannot participate in any cluster, and therefore, has tot ele
balance the total energy consumption for CWSNs. In ordife!f as @& CH. Furthermore, the orphan node problem reduces

to prevent quick energy consumption of the set of CHg?e possibility of a node joining with a CH, when the number
of alive nodes owning pairwise keys decreases after a long-

term operation of the network. Since the more CHs elected
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distant CH. . We show the feasibility of the proposed protocols with
The feasibility of the asymmetric key management has been respect to the security requirements and analysis against

shown in WSNs recently, which compensates the shortage three attack models. Moreover, we compare the proposed

from applying the symmetric key management for security protocols with the existing secure protocols féi@ency

[12]. Digital signature is one of the most critical secursr- by calculations and simulations respectively, with respec

vices dfered by cryptography in asymmetric key management to both computation and communication.

systems, where the binding between the public key and theThe remainder of this paper is organized as follows. Section
identification of the signer is obtained via a digital cecéfie 7 describes the network architecture, security vulneitas

[1Z]. The Identity-Based digital Signature (IBS) schemé][1 and objectives. Section 3 introduces the IBS and IBOOS
based on the diculty of factoring integers from Identity- schemes for CWSNSs. Section 4 arid 5 present the details of the
Based Cryptography (IBC), is to derive an entity’s publigroposed SET-IBS and SET-IBOOS, respectively, and Section
key from its identity information, e.g., from its name or ICg presents the protocol features and characteristicsioBect
number. Recently, the concept of IBS has been developec'qagnawzes and evaluates the proposed SET-IBS and SET-

a key management in WSNs for security. Carmari [15] firf800S. The last section concludes this work.
combined the benefits of IBS and key pre-distribution set int

WSNSs, and some papers appeared in recent years [16—%8].
The IBOOS scheme has been proposed in order to reduce
the computation and storage costs of signature processihfis section presents the network architecture, security v
A general method for constructing onljidline signature Nerabilities and protocol objectives.

schemes was introduced by Evet al. [1S]. The IBOOS )

scheme could befiective for the key management in wsNs2-1  Network Architecture
Specifically, the fline phase can be executed on a sensor nogensider a CWSN consisting of a fixed base station (BS)
or at the BS prior to communication, while the online phase &d a large number of wireless sensor nodes, which are
to be executed during communication. Some IBOOS schenfsgnogeneous in functionalities and capabilities. We assum
are designed for WSNs afterwards, such as [20] and [21]. THt the BS is always reliable, i.e., the BS is a trusted aitiho
offline signature in these schemes, however, is precomputedb4). Meanwhile, the sensor nodes may be compromised by
a third party and lacks reusability, thus they are not sigtatattackers, and the data transmission may be interruptel fro

SysTEM DESCRIPTION AND PROTOCOL OBJECTIVES

for CWSNSs. attacks on wireless channel. In a CWSN, sensor nodes are
- o grouped into clusters, and each cluster has a cluster-ia) (
1.2 Contributions and Organization sensor node, which is elected autonomously. Leaf (non-CH)

Recently, we have applied and evaluated the key managenssrisor nodes, join a cluster depending on the receivingkign
of IBS to routing in CWSNs [17]. In this paper, we extendtrength and transmit the sensed data to the BS via CHs
our previous work and focus on providinffieient secure data to save energy. The CHs perform data fusion, and transmit
communication for CWSNs. The contributions of this work ardata to the BS directly with comparatively high energy. In
as follows. addition, we assume that, all sensor nodes and the BS are
. We propose twdSecure andEfficient dataTransmission time synchronized with symmetric radio channels, nodes are
(SET) protocols for CWSNSs, calleBET-IBS and SET-  distributed randomly, and their energy is constrained.
IBOOS, by using thelBS scheme and thé BOOS In CWSNSs, data sensing, processing and transmission con-
scheme, respectively. The key idea of both SET-IBSume energy of sensor nodes. The cost of data transmission
and SET-IBOOS is to authenticate the encrypted sengédmuch more expensive than that of data processing. Thus,
data, by applying digital signatures to message packeifd¢ method that the intermediate node (e.g., a CH) aggregate
which are éficient in communication and applying thedata and sends it to the BS is preferred, than the method that
key management for security. In the proposed protocoRgch sensor node directly sends data to the 3S [1, 3]. A sensor
secret keys and pairing parameters are distributed amede switches into sleep mode for energy saving when it does
preloaded in all sensor nodes by the BS initially, whichot sense or transmit data, depending on the TDMA (time
overcomes the key escrow problem described in ID-bas@itision multiple access) control used for data transroissi
crypto-systems [22]. In this paper, the proposed SET-IBS and SET-IBOOS are both
. Secure communication in SET-IBS relies on the ID-basétesigned for the same scenarios of CWSNs above.
cryptography, in which, user public keys are their 1D _ o o
information. Thus, users can obtain the correspondifg? Security Vulnerabilities and Protocol Objectives
private keys without auxiliary data transmission, whicifhe data transmission protocols for WSNs, including cluste
is eficient in communication and saves energy. based protocols (LEACH-like protocols), are vulnerableato
« SET-IBOOS is proposed in order to further reduce theumber of security attacks [2. 23]. Especially, attacks ksC
computational overhead for security using the IBOOB CWSNs could result in serious damage to the network,
scheme, in which security relies on the hardness of thecause data transmission and data aggregation depend on th
discrete logarithmic problem. Both SET-IBS and SETEHs fundamentally. If an attacker manages to compromise or
IBOOS solve the orphan node problem in the secure dgteetend to be a CH, it can provoke attacks such as sinkhole
transmission with a symmetric key management. and selective forwarding attacks, hence disrupting thevordt
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On the other hand, an attacker may intend to inject bogus2) Non-degeneracyf P is a generator ofs;, thene(P, P)
sensing data into the WSN, e.g., pretend as a leaf node gendin  is a generator ofs,.

bogus information towards the CHs. Nevertheless, LEACH- 3) Computability There is an #ficient algorithm to com-
like protocols are more robust against insider attacks than putee(P,Q) in Gy, ¥ P,Q € G;.

other types of protocols in WSNs [23]. It is because CHs areéThe security in the IBS scheme is based on the bilinear
rotating from nodes to nodes in the network by rounds, whighiie-Hellman Problem (DHP) in the pairing doman [13],
makes it harder for intruders to identify the routing eletsengnq the hardness of DHP is defined in [22]. A bilinear neap
as the intermediary nodes and attack them. The chara@erisis secure if, giverg, G, H € Gy, it is hard to findh € G; such

of LEACH-like protocols reduce the risks of being attackeghate (h, H) = e(g, G) [27]. Weil pairing [22] and Tate pairing
on intermediary nodes, and make it harder for an adversary[$] are the examples of such bilinear mapping, which presen

identify and compromise important nodes (CH nodes).  comprehensive descriptions of how pairing parameters ean b
The goal of the proposed secure data transmission fQijected for security.

CWSNs is to guarantee a secure affiiceent data transmis-  The notations used in the following are listed in Table .

sion between leaf nodes and CHs, as well as transmission

between CHs and the BS. Meanwhile, most of existing secure TABLE I: List of notations in IBS and IBOOS procedure

transmission protocols for CWSNs in the literature [6-10], msk | master key

however, apply the symmetric key management for security, Param | public parameters for the PKG

which sufers from the orphan node problem that is introducgd ~ €% | Private key generated from an ID and the master key

. . . . . t | time-stamp indicating the current time

in Section 1. In this paper, we aim to solve this orphan node o | signing key used for signature signing and verification

problem by using the ID-based crypto-system that guarant@e  siG | digital signature generated from an IBS scheme

security requirements, and propose SET-IBS by using the IBS|Gomine | offline digital signature generated from an IBOOS scheme

scheme. Furthermore, SET-IBOOS is proposed to reduce th&Gonine | online digital signature generated using BkSofine

computational overhead in SET-IBS with the IBOOS scheme.
3.2 IBS Scheme for CWSNs

3 IBS anp IBOOS For CWSNs An IBS scheme implemented for CWSNs consists of the
In this section, we introduce the IBS scheme and IBOOSBIllowing operations, specifically, setup at the BS, key ex-
scheme used in the paper. Note that the conventional schemnastion and signature signing at the data sending nodek, an
are not specifically designed for CWSNs. We adapt the coverification at the data receiving nodes.
ventional IBS scheme for CWSNSs by distributing functions to « Setup The BS (as a trust authority) generates a master key
different kinds of sensor nodes, based on [24] at first. In ordaskand public parametearamfor the private key generator
to further reduce the computational overhead in the signitgKG), and gives them to all sensor nodes.
and verification process of the IBS scheme, we adapt the. Extraction Given an ID string, a sensor node generates a
conventional IBOOS scheme for CWSNs, based on [21]. private keyseky associated with the 1D usingisk

In a multiplicative finite cyclic groupG of prime orderq, « Signature signingGiven a messag®, time-stampt and
there exists an elemegtas the generator and elemegi€G, a signing keys, the sending node generates a signagi®.
such thatG=(g)={ g*| x€ Zg={1,2....,q-1}}, whereZsis . Verification Given the D, M and SIG, the receiving
a multiplicative group consisting @f-1 integers, in which the node outputs “accept” iSIG is valid, and outputs “reject”
multiplication operation in the group ends in the remaindetherwise.
on the division byq (mod q) [2E]. The Discrete Logarithm  The detailed description of the original IBS scheme iri [24]
Problem (DLP) [26] in the cyclic grouf is to computex, s given in Appendix Al
in which the computational complexity is believed to be hard
where the security in the IBOOS scheme is based on the DB |BOOS Scheme for CWSNs
in this work.

An IBOOS scheme implemented for CWSNs consists of
3.1 Pairing for IBS following four operations, specifically, setup at the BSy ke

xtraction and filine signing at the CHs, online signing at the

Bon_eh and Frankiin [22] !ntroduced the first func_t|_onal angata sending nodes, and verification at the receiving nodes.
efficient ID-based encryption scheme based on bilinear pair- Setup Same as that in the IBS scheme

ings on elliptic curves. Specifically, randomly select tvwaogle . Extraction Same as that in the IBS scheme.

primesp and g, and letE/F, indicate an elliptic curve? = . - _ . .

x3+ax+b (4a + 270 # 0) over a finite field?,. We denote by ) t'hof?;':e signing (Zlven pUb“tC p:}rmgmet_ers ?n(g:me-§tamp

G, ag-order subgroup of the additive group of pointsdyif,, € sensornode generates e signatur Cortine,
and transmit it to the leaf nodes in its cluster.

and G, a g-order subgroup of the multiplicative group in the
zaqg group P group « Online signing From the private keyelp, S1Gomine and

finite field F:. The pairing is a mapping : G; x G; — Gy, ) ,
which is a bpilinear map with the following properties. messageM, a sending node (leaf node) generates an online
signatureS|Gopjine-

1) Bilinear: ¥ P,Q,R,S € Gy, e(P+Q,R+S) =e(PR

e(R.S)e(Q.Re(Q.S). In the dsame wa;g;/ c.d e Z, 1. The appendices of this article are separated, which aiéble online:
e(cPdQ)=e(P,dQ)°=e(cP,Q)=e(P, Q), etc. httpy/doi.ieeecomputersociety. ¢i).1109TPDS.2013.43.
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« Verification GivenID, M andSIGgniine, the receiving node 4.2 Key management for security
(CH node) outputs “accept” iS1Goniine is valid, and outputs assume that a leaf sensor nojlransmits a messagé to its

‘reject” otherwise. o CHi, and encrypts the data using the encryptionkképm the
The detailed description of the original IBOOS scheme igygitively homomorphic encryption scheme [30]. We denote
[21] is given in Appendix B the ciphertext of the encrypted messageCasVe adapt the
algorithms of the IBS scheme from [24] to CWSNs practically
4 THe Proposebp SET-IBS ProtocoL and provide the full algorithm in the signature verification

In this paper, we propose two nov@cure ancEfficient data where security is based on the DHP in the multiplicative
Transmission (SET) protocols for CWSNs, calleET-IBS group. The IBS scheme in the proposed SET-IBS consists of
and SET-IBOOS, by using thel BS scheme and theéBOOS following three operations, extraction, signing and veaifion.
scheme, respectively. We first present SET-IBS in thissecti  EXtraction: Node j first obtains its private key asek =

The proposed SET-IBS has a protocol initialization prior t8H(IDjllt;) from mskand ID;, whereIDj is its ID, andt; is
the network deployment and operates in rounds during cofi€ time-stamp of nod¢'s time interval in the current round
munication, which consists of a setup phase and a steaty-st@at is generated by its CHfrom the TDMA (time division
phase in each round. We introduce the protocol initialati Multiple access) control.
describe the key management of the protocol by using the IBSSignature signing:The sensor nodg picks a random
scheme, and the protocol operations afterwards. numbera; € Z; and computes; =e(P, P)*/. The sensor node

further computes

4.1 Protocol initialization
| NI L c; = h(Cj||t; [|e)) - 1)
n SET-IBS, time is divided into successive time intervals
as other LEACH-like protocols. We denote time-stamps hyet
Ts for BS-to-node communication and Wy for leaf-to-CH oj = cjsek + ajP, (2
communication. Note that key pre-distribution is aficgent ) o ) ]
method to improve communication security, which has bedf1€re (cj.c;) is the digital signature of nodg on the
adapted in WSNs in the literature 810, 15-18, 29]. In thCrypted message;. The broadcast message is now con-
paper, we adoptD|it as users public key under an |Bscatenated in the form ofiDj, tj, Cj, o, ¢j).
scheme [24], and propose a novel secure data transmissioNe'ification:Upon receiving the message, each sensor node
protocol by using IBS specifically for CWSNs (SET-IBS). Thé(erlfles the authentlcny in _the following way. _It checks the
corresponding private pairing parameters are preloadgkin time-stamp of current time intervgl and dgtermlngs whether _
sensor nodes during the protocol initialization. In thisywan€ received message is fresh. Then, if the time-stamp is
when a sensor node wants to authenticate itself to anot@frect: the sensor node further computes,
node, it does not have to obtain its priv_ate key at the begmni g = e(a,—, P)e(H( IDj|| ), _Ppub)cj , 3)
of a new round. Upon node revocation, the BS broadcasts !
the compromised node IDs to all sensor nodes, each naggng the time-stamp of current time inter¢al We will have
then stores the revoked IDs within the current round. Wee formula below if the received message is authentic.
adopt the additively homomorphic encryption scheme: in [30]

c
to encrypt the plaintext of sensed data, in which a specific 0 = e(gi’P) e(H(IDi”ti)’_PPUb) I
ope_ration performed on th_e plaintext is_ equiyalent to the op _ e((r,-, P)e(H(IDj”t]‘),—TP)Ci
eration performed on the ciphertext. Using this schemavallo —¢j
efficient aggregation of encrypted data at the CHs and the - e(c,—selg +aiP, P)e(H(IDi”tJ’)’TP)
BS, which also guarantees data confidentiality. In the maito = e(c,— sek + a;P, p) e(TH(ID,-H t). p)‘ci 4)
initialization, the BS performs the following operationfskey N " g
pre-distribution to all the sensor nodes. = (e(selg, P)“e(P,P ’)e(TH('Di”ti)’ P)

. Generate an encryption kel for the homomorphic = e(sek, P)“ie(P, P)"ie(sek, P)~

encryption scheme to encrypt data messages, wkere =ePP)" =¢;.

[m-1], mis a large integer.
. Generate the pairing parameters, d, E/Fp, G1, G2, €), If h(Cj “t,— 0, ):h(C,— I1t; |6; ):c,—, which is equal to that in

as described in Secticn 3. Select a gener@af G; the received message, the sensor node considers the teceive

stochastically. message authentic, and propagates the message to the next
« Choose two cryptographic hash functiont$; for point hop or user. If the verification above fails, the sensor node

mapping hash function which maps strings to elemeng®nsiders the message as either bogus or a replaced one, even
in Gy, andh, for mapping arbitrary inputs to fixed-lengtha mistaken one, and ignores it.

outputs.
« Pick a random integer € Z; as the master kegnsk set 4.3 Protocol operation
Ppup=7P as network public key. After the protocol initialization, SET-IBS operates in rals

- Preload each sensor node with the system parametersjyring communication. Each round consists of a setup phase
param=(k, m, p,q, E/Fp, G1, G2, H,h, P, 7). and a steady-state phase. We suppose that, all sensor nodes
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TABLE II: Operations in SET-IBS

Setup phase

Step 1. BS=Gs : (IDps Ts,nONCE /* The BS broadcasts its information to all nodeg. *

Step 2. CH = Gs : (IDj,Tsadv,oi,c) /* The elected CHs broadcast their informatiori. *

Step 3. Lj — CHi . (IDj,IDj, Ts, join, oj, ¢j) /* A leaf node joins a cluster of the CH */

Step 4. CH =Gs : (ID;,Ts,sched...,IDj/tj,...),oi,¢) /% A CH i broadcasts the schedule message to its membgrs. *

Steady-state phase

Step 5. Lj —» CH : (b, Dj,t,Cj, o, ¢j) /* A leaf node j transmits the sensed data to its CH/

Step 6. CH, - BS : (IDps IDi, T, Fi, o, C) /* A CH i transmits the aggregated data to the BS. *

- Notations - =, : Broadcast and unicast transmission.

Lj,CH,Gs : A leaf node, a cluster head, and the set of sensor nodes inetiaerk.
Ts,tj :  Time-stamps denoting the time slot for transmission imetnd steady-state phases.
ID;,IDps : The IDs of a sensor nodeand the BS.
Cj,Fi : The encrypted sensed data of nodand the aggregated data of GH
adv,join,sched : Message string types which denote the advertisement,r@mjnest, and schedule messages.
(ci,¢) : The ID-based digital signature concatenated with data frodei.
Set-up Steady-state . . .
e 3 once), and the denotation of the starting tifneof the current
e e e round to all sensor nodes, which is used for the signature

p— E— signing and verification in the setup phase.

L [frame — . — In Step 2, a sensor node decides whether to become a CH

for the current round, based on the thresh®(c) compared
with numbers from 0 to 1, which is set as follows:

. - - T (n) - ,0 . Ecur (n) vn c Gn,
know the starting and ending time of each round, because of 1-px (r mod{%J) Einit () 5)

the time synchronization. T)=0 vn ¢ Gp.
The operation of SET-IBS is divided by rounds as shown Equation (5) of computing the thresholE(n) in node n

in Figure 1., \{vhich is similar to other LEACH-like p_rotocols.iS based on the LEACH protoccl [4]. Note that we improve
Each round includes a setup phase for constructing clustgrs dynamic clustering algorithm preferably with multiiply

from CHs, and a steady-state phase for transmlttlng d_% ratio of residual energy of the current sensor node, (i.e.
from sensor nodes to the BS. In each round, the tlmellnleu,(n)) to increase the energyfiiency in the clustering

. P . - . H Eini (n) . . e
is divided into consecutive time slots by the TDMA (timg,, ere,Ecur (n) is the current energy, arin: (n) is the initial

division multiple access) control [4]. Sensor nodes trainsnénergy of the sensor nodp. is a priori determined value

the sensed data tp the CHs in each frame of the steadyich stands for the desired percentage of CHs during one
state phase. For fair energy consumption, nodes are ragdopl,, 4 (e.g.p = 10%), r is the current round number, and
elected as CHs in each round, and other non-CH sensor noéﬁs-

o . T - is the set of sensor nodes that have not been CHs in
join clusters using one-hop transmission, depending on g, |as¢1/,| rounds. If the value of determined number is

highest received signal strength of CHs. In order to elecs Ciibgs than the threshold, the sensor node elects itself as.a CH
in a new round, each sensor node determines a random nu sensor node who decides to become a CH broadcasts the
and compares it with a threshold. If the value is less than tha, e rtisement messagadf) to the neighboring nodes in the
threshold, the sensor node becomes a CH for the currentro%work which is concatenated with the signatgre c;)
. ] 1/

In this way, the new CHs are .self—electec_j _based by the sensof, Step 3, the sensor node, which decides to be a leaf node,
nodes themselves only on their local decisions, there&#d: o 4 CH to join based on the largest received signal stieng
IBS functions without data transmission with each othehia t ¢ -, messages. Then, it communicates with (y sending
CH rotations. _ a join_request join) message, which is concatenated with the

Table 1l shows the full steps in one round of SET-IBSgestination CH's IDID;, its own ID ID;, time-stampTs, and
The setup phase consists of four steps, from Step 1 to 4, aAd digital signaturéo, ;).
the steady-state phase consists of the latter two step&eln t |n Step 4, a CHi broadcasts an allocation message to its
setup phase, the time-starifip and nodeDs are used for the cluster members for communication during the steady-state
signature generation. Whereas, in the steady-state ptfese phase, yet to be concatenated with the signature. The tiloca
time-stampy; is used for the signature generation securing thfessage include a time schedgehed. . ., ID/tj,...)) from
inner cluster communications, aifd is used for the signature the TDMA control, which allocates a time-stanip; /t; for a
generation securing the CHs-to-BS data transmission. leaf nodej.

In Step 1, at the beginning of the setup phase of a newOnce the setup phase is over, the network system turns into
round, the BS first broadcasts its ID,n@nce(number used the steady-state phase, in which sensed data is transmitted

Fig. 1. Operation in the proposed secure data transmission
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from sensor nodes to the BS. In Step 5, according to theExtraction: Before the signature process, nofldirst ex-
TDMA schedule from Step 4, each leaf sensor npttansmits tracts the private key from thenskr and its identitylD, as
the encrypted dat@; in a packe{IDj, t;,C;, o, cj) to its CH, sek=(R;,s;j), where

which is concatenated with a digital signature in a time slot
t;, where the sender IID; with t; is the destination identifier (6)
for the receiver CH. In this way, each CH collects messages sj = rj + H(R;, IDj)r modq.

from all members in its cluster, aggregates and fuses data. Offfine signing: At the offline stage, nodg generates the

In Step 6, CHs send the aggregated datto the BS, yet ofjine value (77;) with the time-stamp of its time slot;
to be concatenated with the digital signature. The steéat-s for transmission, and store the knowledge for signing @nlin
phase consists of multiple reporting cycles of data traﬁsmisignature when it sends the message. Notice that, tise
sions from leaf nodes to the CHs, and is exceedingly |0%nature can be done by the sensor node itself or by the
compared to the setup phase. trustful third party, e.g., the CH sensor node. Xetg", then,

g% = grng(RjJDj)TmOdq — RjXH(Rj,le)mOdq.

R] = grj’

5 THe Proprosep SET-IBOOS ProtocoL

We present th&ecure ancefficient dataTransmission (SET) . L _ . .

protocol for CWSNs by using IBOOS (SET-IBOOS) in this . Online signing:At this stage, nodg computes the online

section. The SET-IBOOS protocol is designed with the Sarﬁﬁnatur_e(a,—,zjz\based on the encrypted da@ and the

purpose and scenarios for CWSNs with highiceency. The offfine signaturer;.

proposed SET-IBOOS operates similarly to the previous SET- hj = H(C,|IIDj).

IBS, which has a protocol initialization prior to the netkor

deployment and operates in rounds during communication. We

first introduce the protocol initialization, then describe key 7i=9

management of the protocol by using the IBOOS scheme, aniden nodej sends the message to its destination wjthR;

the protocol operations afterwards. and the online signature, in the form @b, tj, R;, o}, zj, Cj).
Verification: Upon receiving the message, each sensor node

5.1 Protocol initialization verifies the authenticity in the following way. It checks the

In order to reduce the computation and storage costs .cd*rrent time-stamy; for freshness. Then, if the time-stamp
signature signing processing in the IBS scheme, we improk;ecorrect, the sensor node further computes the valugg of
SET-IBS by introducing IBOOS for security in SET-IBOOSand R} XH®:Pimodd, then check if

The operation of the protocol initialization in SET-IBOOS i , 2 i hiH(R D) mod

similar to that of SET-IBS, however, the operations of keg-pr gi = o Ry XN medd, 9)
distribution are revised for IBOOS. The BS does the follayvin
operations of key pre-distribution in the network:

. Generate an encryption kek for the homomorphic
encryption scheme to encrypt data messages, where

()

op=9g".

Zj = Ej + hij modd, (8)

For correctness, we will have the formula below if the
received message is authentic.

T th thH(Rj,le)mOdq

[m-1], mis a large integer. = g7 giMig™MiH(R;.Dj)modq 10
. Let G be a multiplicative finite cyclic group with order = g Ni(ri+(H(R;, D)7 moda)) (10)
g. The PKG selects a random generatpof group G _ g?’J’*hJSi modq _ N
generation, and chooses: Z; at random as the master
key msk . o If the value ofg? andoj R XNHR-P)modd gre equal from the
- For each nodg, randomly select;  Zg for its private received message, the noddeonsiders the received message
key generation, and led be a hash function. authentic, accepts it, and propagates the message to the nex
- Preload each sensor nogdewith the public parameters, hop or user. If the verification above fails, the sensor node
given by param=(k.m G, q,9,7,rj, H). considers the message as either bogus or a replaced one, even

a mistaken one, then rejects or ignores it.
5.2 Key management for security
Assume that a leaf sensor nofiransmits a messagd to its -3 Protocol operation
CH i, and we denote the ciphertext of the encrypted messaljee proposed SET-IBOOS operates similarly to that of SET-
asC;j, which is encrypted by the same encryption scheme IBS. SET-IBOOS works in rounds during communication, and
SET-IBS. We adapt the algorithms from [21] to construct atie self-elected CHs are decided based on their local desisi
IBOOS scheme for CWSNSs, where security is based on ttiaus it functions without data transmission in the CH ratasi.
DLP in the multiplicative group. The corresponding privatd&able 111 shows the full steps of SET-IBOOS in one round, in
pairing parameters are preloaded in the sensor nodes dusivigch the setup phase is from Step 1 to 4, and the steady-state
the protocol initialization. The IBOOS scheme in the pragbs phase consists of Step 5 and 6.
SET-IBOOS consists of following four operations, extranti Step 1 in Table Il is similar to that in Table Il. However,
offline signing, online signing and verification. the diferences in Steps 2, 3 and 4 are the digital signatures
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TABLE IIl: Operations in SET-IBOOS

Setup phase
Step 1. BS=Gs : (IDps Ts,noNCe /* The BS broadcasts its information to all nodeg. *
Step 2. CH =Gs : (IDj,Ts,advR,oi,z) /* The elected CHs broadcast their informatiort. *
Step 3. Lj —» CH . (ID;, D}, Ts, join, R, oy, Zj) /* A leaf node joins a cluster of CHL */
Step 4. CH =Gs : (IDj,Tsalloc(...,IDj/tj,...),R,0i,z) /* A CH i broadcasts the allocation message. *
Steady-state phase
Step 5. Li—-CH : (IDj,ID}.t,Cj,Rj,04,2) /* A leaf node j transmits the sensed data to its CH/
Step 6. CHi - BS : (IDpsIDi,Ts,Fi,Ri,0i,z) /¥ A CH i transmits the aggregated data to the BS. *
- Notations - =, : Broadcast and unicast transmission.
Lj,CH,Gs : Aleaf node, a cluster head, and the set of sensor nodes inetinerk.
Ts,tj :  Time-stamps denoting the time slot for transmission imsetnd steady-state phases.
IDi,IDps : The IDs of a sensor nodeand the BS.
Cj,Fi : The encrypted sensed data of nodand the aggregated data of GH
ady, join,alloc : Message string types which denote the advertisement,rggoest, and allocation messages.
(Ri,oi,z) :  The online signature of nodeconcatenated with data.

which are changed from the ID-based signatures to the onli®& Protocol Characteristics

S|ggature:o-i,zi> of thhe IB_OOS scEeme. K In this part, we summarize the characteristics of the pregos
hce the setup phase Is over, the network system Wrns 19y | and SET-IBOOS protocols. Table IV shows a general

the steady-state phase, in which data is transmitted to $ie Iéummary of comparison of the characteristics of SET-IBS
The steady-state operates similarly to that in steps 5 arfd 6

Table II. wh he ID-based si h di &iﬁd SET-IBOOS with prior ones, in which metrics are used
able 1, W ere the ID-based signatures are changed into i€ ¢, 51yate whether a security protocol is appropriate for
online signatures of the IBOOS scheme.

i CWSNs. We explain each metric as follows.
For convenience, we show a flowchart of the proposed

secure data transmission protocols in Appendi& C. TABLE IV: Comparison of characteristics of the proposed protocols with
other secure data transmission protocols

SET-IBS/ SET-IBOOS | Prior protocols [8-10]
6 ProtocoL FEATURES
Key . )
management Asymmetric Symmetric
The protocol characteristics and hierarchical clustegnty- Neighborhood Yes Limited
tions are presented in this section. We first summarize the aUtgte”t'Ca“O”
features of the proposed SET-IBS and SET-IBOOS protocols e Comparative low Comparative high
as follows.
sﬁglte\ifilrilt(y Comparative high Comparative low
. Both the proposed SET-IBS and SET-IBOOS protocols communication 5 — orobabiist
provide secure data transmission for CWSNs with con-| overhead eterministic robabilistic
crete ID-based settings, which use ID information and coglpet:;aggadnal Comparative high Low ~ high
digital signature for authentication. Thus, both SET-IBS Atiack : : :
and SET-IBOOS fully solve the orphan-node problem resilience Passive and active attacks on wireless channel

from using the symmetric key management for CWSNSs.

. The proposed secure data transmission protocols are with Key managementthe key cryptographies used in the
concrete ID-based settings, which use ID information anrfotocol to achieve secure data transmission, which consis
digital signature for verification. Comparing the SETof symmetric and asymmetric key based security.

IBS, SET-IBOOS requires less energy for computation « Neighborhood authenticatiomsed for secure access and
and storage. Moreover, the SET-IBOOS is more suitabdiata transmission to nearby sensor nodes, by authengjcatin
for node-to-node communications in CWSNs, since thegith each other. Here, “limited” means the probability of
computation is lighter to be executed. neighborhood authentication, where only the nodes with the

. In SET-IBOOS, the filine signature is executed by theshared pairwise key can authenticate each other.

CH sensor nodes, thus, sensor nodes do not have tQ Storage costrepresents the requirement of the security
execute the filine algorithm before it wants to sign onkeys stored in sensor node’s memory.

a new message. Furthermore, ti#tioe sign phase does . Network scalabilityindicates whether a security protocol
not use any sensed data or secret information for signing.able to scale without compromising the security require-
This is particularly useful for CWSNs, because leaf sensgfents. Here, “comparative low” means that, compared with
nodes do not need auxiliary communication for renewingeT-IBS and SET-IBOOS, in the secure data transmission
the dfline signature. with a symmetric key management, the larger network scale
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increases, the more orphan nodes appear in the network, ead undertake tfic analysis or statistical analysis based on

vice versa [2]. the monitored or eavesdropped messages.
« Communication overheadhe security overhead in the « Active attack on wireless channé\ctive attackers have
data packets during communication. greater ability than passive adversaries, which can tamjler

« Computational overheadhe energy cost and computatiorthe wireless channels. Therefore, the attackers can foeghy,
efficiency on the generation and verification of the certificatesid modify messages. Especially in WSNs, various types of

or signatures for security. active attacks can be triggered by attackers, such as bogus a
« Attack resiliencethe types of attacks that security protocoteplayed routing information attack, sinkhole and wornehol
can protect against. attack, selective forwarding attack, HELLO flood attackd an
Sybil attack [2, 23].
6.2 Secure Data Transmission with Hierarchical « Node compromising attachlode compromising Attack-
Clustering ers are the most powerful adversaries against the proposed

In large scale CWSNSs, multi-hop data transmission is usBfotocols as we considered. The attackers can physically
for transmission between the CHs to the BS, where the diré@&mpromise sensor nodes, by which they can access the
communication is not possible due to the distance or olestacpecret information stored in the compromised nodes, ég., t
between them. The version of the proposed SET-IBS and SESgcurity keys. The attackers also can change the inner state
IBOOS protocols for CWSNSs can be extended using multi-h@}i‘d behavior of the compromised sensor node, whose actions
routing algorithms, to form secure data transmission paito May be varied from the premier protocol specifications.

for hierarchical clusters. The solutions to this extensionold

be achieved by applying the following two routing models. 7.1.2 Solutions to Attacks and Adversaries

1) The multi-hop pIanar_modeI: A CH r_10de t_ransmits datpne proposed SET-IBS and SET-IBOOS providefetint
to the BS by forwarding its data to its neighbor nodegynes of security services to the communication for CWSNSs,
in turn the data is sent to the BS. We have proposggl hoth setup phase and steady-state phase. Both in SET-
an energy #icient routing algorithm for hierarchically |g5 and SET-IBOOS, the encryption of the message provides
clustered WSNs in [31], and it is suitable for thegnfigentiality, the hash function provides integrity, thence

proposed secure data transmission protocols. and time-stamps provide freshness, and the digital sigaatu
2) The cluster-based hierarchical method: The network BFovides authenticity and non-repudiation.

broken into clustered layers, and the data packages trave| Solutions to passive attacks on wireless channel

from a lower cluster head to a higher one, in turn to thﬂale proposed SET-IBS and SET-IBOOS, the sensed data is
BS, e.g., [32]. encrypted by the homomorphic encryption scheme from [30],
which deals with eavesdropping. Thus, the passive adver-

7 PRrotocoL EVALUATION saries cannot decrypt the eavesdropped message without the

In this section, we first introduce the three attack mode@cryptlon key. Furthermore, both SET-IBS and SET-IBOOS

of the adversaries, and provide the security analysis of tHa® the key management of concrete ID-based encryption.

proposed protocols against these attacks. We then preﬁ%ﬁed on the DHP assumption mentioned in Section 3, the

results obtained from calculations and simulations. Far tID-CEéSAe\d key managen;_ent in the pro_potsed pcrjotot(_:ols“-l;sdkl)ND-
network simulations, we use the network simulator OMMeT '~ secure (semantic secure against an adaptive ase

3.0 [33] to simulate SET-IBS and SET-IBOOS, and we focucshosen ciphertext attack) and IND-ID-CPA secure (semantic

on the energy consumption spent on message propagation Spgre against an .adaptlve ID-based chosen pIalntex.k)at.tac
computation. As aresult, properties of the proposed secure data tragiemis

for CWSNs settle the countermeasures to passive attacks.

7.1 Security Analysis « Solutions to active attacks on wireless chant@cusing
) on the resilience against certain attacks to CWSNs merdione

In order_to eva_lluate the security of the_ proposed pr_otow&s, in attack models, SET-IBS and SET-IBOOS work well against
have to investigate the attack models in WSNs which threats&ive attacks. Most kinds of attacks are pointed to CHs of
the propose(_j pr(_)tocols, and the cases when an ad.\’er%?t,rﬁ{ng as intermediary nodes, because of the limited func-
(attagker) exists in the network. Afterwards, we detall thlf?ons by the leaf nodes in a cluster-based architectureeSin
solu.'uons a_nd countermgasures of the proposed promc%lﬁackers do not have valid digital signature to concatenat
against various adversaries and attacks. with broadcast messages for authentication, attackensotan

pretend as the BS or CHSs to trigger attacks. Therefore, SET-
7.1.1 Attack Models IBS and SET-IBOOS are resilient, and robust to the sinkhole
In this paper, we group attack models into three categori@sd selective forwarding attacks, because the CHs being
according to their attacking means as follows, and study hattacked are capable to ignore all the communication packet
these attacks may be applied tbeat the proposed protocols.with bogus node IDs or bogus digital signatures. Togeth#r wi

« Passive attack on wireless channBhlssive attackers areround-rotating mechanism and digital signature schentes; S

able to perform eavesdropping at any point of the networlBS and SET-IBOOS are resilient to the hello flood attacks
or even the whole communication of the network. Thus, theégvolving CHs.
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« Solutions to node compromising attackscase of attacks  In SET-IBOOS, the message packet size on transmission for
from a node compromising attacker, the compromised sensade j is described in Section 5, which equals to
node cannot be trusted anymore to fulfil the security require
ments by key managements. In the case that the node has been [IDil + 11D + Itj] + 1Cjl + IRyl + ol + 12,
compromised but works normally, the WSN system needs g length ofiD andt are same to that of SET-IBS, ai@}| is
intrusion detection mechanism to detect the compromiseé NnQssumed as 2Bytes In the online signaturéR;, o-j.z), the
[34], and hqs tq replage the compromls_ed node _manually@hgth of|z=[; + (hsmoda)| depends on the size gf which is
abandon using it. In this part, we investigate the influerfce et 1o 160 bits long to achieve a similar security level of SET
the remaining sensor nodes, and evaluate the propertigs q@ls hecause thefftine signaturer; is a negative exponential
to that part of the network. value of the cyclic grougi’'s generatong (in Equation 7) that
Since each round in the protocol operations terminates insyery small. For the other parts of the signatyos;, zj),
pre-defined time, SET-IBS and SET-IBOOS satisfy the propy;| is the exponentiation to the powgt;, from the negative
erty of protocol execution termination, depending on thealo exponential function {t;, in Equation 8) of the generatay,
timer of the sensor nodes. The CH nodes are elected baggs its value is very small, which is assumed abyfesat
only on their local d_eC|S|0ns, _therefore,_both SET-IBS _a_r\‘ﬁost in this paper. Similarly, the length & is assumed as
SET-IBOOS operate if there exists an active or compromisigghytes Therefore, the total message size of a data packet is
attacker. In order to eliminate the compromised sensor flode4g pytesin SET-IBOOS.
the network, all the revoked IDs of compromised nodes will be we compare the proposed SET-IBS and SET-IBOOS with
broadcast by the BS at the beginning of the current round. dfher secure protocols which use a symmetric key manage-
this way, the compromised nodes can be prevented from eitigint, SecLEACH protocol[8] and multi-levelTesla based

electing as CHs or joining clusters in this round. Furthe®no protocol [37). We calculate the packet size in these prdtoco

using either the IBS scheme or the IBOOS scheme hasj@ihe same way, which equals to

least two advantages. First, it eliminates the utilizatércer-

tificates and auxiliary authentication information. THere,  [IDj| + [IDcu| + [nonce + |Cj| + [mag(ID |IDcn|nonceC))|,

\t,cithggsgge :l\;%rhgsgaffsresizllmty can be redgced, esV’e(;;;"lllISecLEACH protocol, wherenacis the message authenti-

. , y the compromised node IDS :

have to be stored, it requires very small storage space éor &atlon code. And it equals to

node revocation. Since the length of a user’s ID is usually IIDj| + Itj] + ICj| + |SigSK{h(|Dj|tj|Cj)}| + |PK| + Alj],

only 1~2 bytes the storage of compromised user’s IDs do not

require much storage space. in Multi-level uTesla based protocol, whe®gis the signature

based on the secret kegK/PK is the publig¢private key pair

7.2 Message Size of Data Transmission for signing and verification, andl is the auxiliary information
for security referred to the sensor node.

In this part, we do the quantitative calculation of the mgssa

packet size on data transmission in the steady-state (main

phase) of the dierent protocols for comparison. In the pro-

posed SET-IBS, the message packet size on transmission for

node j is described in Section 4, which equals to

160

140

120

—&— Multi-level uTesla based
—e— SET-IBS

—a— SecLEACH protocol
—v— SET-IBOOS

IDi| + IDj| + It} + [Cj + || + [cil. .
¢c; = |n(Cjlit;llo)l is a hash value, which is 2yteswhen SHA-

1 [35] is used. Although most of existing WSNs constructed
in real world use no more than 200 nod=s [1], a large scale
WSN could consist of hundreds of nodes or more in the ]
future. Thus in this paper, we set the length of node IDs as 40 —————————————

2 bytes In addition, the time-stamfij| is very small like 1 e
byte and|C;| is assumed as 20ytes The total message size
of a transmission packet is 44|oj| bytes whereas|oj| is
variable. For example, when using the Tate pairing [28] for Figure 2 shows the total message sizes ifedént protocols
elliptic curve cryptography (ECC), the ordgrof G; andG, for data transmission, which achieve a similar securityellev
could be a 160-bit prime, if the required security level ofEC to RSA-1024, by concerning the number of sensor nodes. We
is equivalent to RSA with 1024-bit keys (RSA-1024) [36]can see that the proposed SET-IBS has smaller message size
which provides the currently accepted security level. lis ththan multi-leveluTesla based protocol. At the same time, it
way, the total message size of a data packet iop#@sin generates larger message size as compared to SecLEACH.
SET-IBS. Moreoverp could be a 512-bit prime to achieveHowever, the orphan node problem is fully solved in SET-
higher level of security, wher& is a g-order multiplicative |BS. We can also see that the proposed SET-IBOOS has
subgroup of the finite field", [22]. the smallest message size than all the other protocols. We

®
S
1

p—o 00

Message size for transmission (byte)
2
1

A A
4 c 3

4 &

Number of sensor nodes

Fig. 2. Message size for transmission compared to the number of nodes
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. . . ABLE V: Parameter settings for the energy consumption in simulations
further do network simulations on energy consumption and’ 9 o P

computation cost in the next subsection. Node initial energyEinit 1J
. . Ener consumption on

7.3 Simulation Results dataggggregatio%aggr 5nJ/bit
Comprehending the extra energy consumption by the auxiliar traigf;?g’si%?]”z%”;ﬁggg on 100pJ/bit/m?
security overhead and prolonging the network lifetime ane—grergy consumption on Signature Signing T —
essential in the proposed SET-IBS and SET-IBOOS. In ordger and verification for SET-IBEsjg s
to evaluate the energy consumption of the computational Energy consumption onfitine signature i

head f it g.y p fi 3 thrde generation for SET-IBOOE gpine SuJ/signature
overhead for security in communication, we consider thréegrgre"csrsumption on online signature T Tep—
metrics for the performance evaluatiddetwork lifetime sys- and verification for SET-IBOO%oniine pJ/signature
tem energy consumpti@mdthe number of alive nodeBor the Hop-wise energy consumption on 59.2u/byte

. b sending messagdssend ’

performance evaluation, we compare the proposed SET-IBS

Hop-wise energy consumption on

and SET-IBOOS with LEACH protoco [4] and SecLEACH receiving messageBeceive 28.6uJ/byte
protocol [8].

o Network lifetime(the time of FND) - We use the most ) -~
general metric in this paper, the time of FND (first node dieg)ércentage of CH nodgs= 10% during one round. In addition,
which indicates the duration that the sensor network isyfulPn Simulating the SecLEACH protocol, we choose a security
functional [.]. Therefore, maximizing the time of FND in al€vel sI=0.98 for a fixed length of a key ring1=100. Thus,
WSN means to prolong the network lifetime. the_ prqbabmty that two nodes will share a keyRg=0.87,

« The number of alive nodesThe ability of sensing and which is also referred to as the expected orphan rate of the
collecting information in a WSN depends on the set of ali@Phan node problem.
nodes (nodes that have not failed). Therefore, we evalbate t
functionality of the WSN depending on counting the number

550

of alive nodes in the network. 500
« Total system energy consumptioh refers to the amount _ I
of energy consumed in a WSN. We evaluate the variation of % 4501 I
energy consumption in secure data transmission protocols. = a0
In the network simulation experiments, 100 nodes are & I
randomly distributed in a 100 x 100m area, with a fixed S 350
BS located near part of the area, as shown in Figure 3. All % - 1

the sensor nodes periodically sense events and transmit the =
data packet to the BS. We assume that the sensor CPU is a
low-power high-performance Intel PXA255 processer of 400
MHz, which has been widely used in many sensor products, 200
e.g., Crosshow Stargate [38].

250

SET-IBS SET-IBOOS  SecLEACH LEACH
Different protocols for communication

Fig. 4. Comparison of FND time in different protocols
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20

Total system energy consumption (J)
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Simulation time (round)

Fig. 5. Comparison of energy consumption in different protocols
Fig. 3. An illustration of simulation topology for CWSNs

Table V lists up the parameter settings for the energy Figure 4 illustrates the time of FND usingfidirent proto-
consumption in the network simulations. In the simulationsols. We apply confidence intervals to the simulation result
we use the same radio energy model in [4], and the othemd a certain percentage (confidence level) is set to 90%.
parameters are frorn [8, 21, 22, 24]. We assume that the BS kégure 6 shows the comparison of system lifetime using SET-
unlimited energy. For clustering, we properly set the aekir IBS and SET-IBOOS versus LEACH protocol and SecLEACH
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