Security Analysis of the SASI Protocol
Abstract:
The ultra lightweight RFID protocols only involve simple bitwise operations (like XOR, AND, OR, etc.) on tags. In this paper, we show that the ultra lightweight strong authentication and strong integrity (SASI) protocol has two security vulnerabilities, namely, denial-of-service and anonymity tracing based on a compromised tag. The former permanently disables the authentication capability of a RFID tag by destroying synchronization between the tag and the RFID reader. The latter links a compromised tag with past actions performed on this tag.
Algorithm / Technique used:
Strong Authentication and Strong Integrity.
Algorithm Description:
SASI is a highly efficient RFID authentication protocol using only bitwise

XOR, bitwise OR, bitwise AND, addition mod, and left rotate operations.  left rotates the value of x with y bits. Expensive operations, such as multiplications and hash functions, are not required at all by SASI, and random number generation is only executed by the reader. SASI assumes 

that the channel between the reader and the back-end database is secure, but the channel between the reader and the tag is susceptible to all the possible attacks.
Existing System:

Proxy meter reader which does not having any protocol like SASI, Veriphone (Proxy meter reader) are used to swipe the card which may cause damage to the card easily. The authentication of the card is done by entering the pin number which is static i.e., It cannot be changed. If the third person who knows about the key may use the card illegally. The cryptanalysis of this method will result in vulnerability over the network as well as the user.

Proposed System:

The severity of the attacks indicates the insecure design of the protocol. Our work shows that it may be quite dangerous using only simple bitwise operations to achieve RFID authentication under powerful adversarial model. The security of such protocols must be proved with careful cryptanalysis. How to design a secure protocol without strong cryptographic algorithms such as hash function and symmetric encryption is an open problem. We plan, as our next step, to design a secure (ultra) lightweight RFID mutual authentication protocol that keeps these attacks into account and to apply it to low-cost RFID tags.
Modules.

1. Tag Reader Module.

2. Vulnerabilities of the SASI Protocol.


3. Denial-of-service.
4. Trace Attack.

Module Description.
1. Tag Reader Module.

SASI assumes that the channel between the reader and the back-end database is secure, but the channel between the reader and the tag is susceptible to all the possible attacks. The specification of the SASI protocol.
2. Vulnerabilities of the SASI Protocol.

We assume that there is a completion message exchanged between the tag and the reader to indicate a successful completion of the protocol. This completion message will enable the update operations at both the reader and the tag.
3. Denial-of-service.
DoS attack results in loss of service to users. In other words, the attacker does not try to obtain information, but rather, it tries to prevent a legitimate reader from accessing data stored in tags. To assure untraceability for a RFID tag, the SASI protocol updates the database’s secret information, that is, IDS, K1, and K2 after a successful protocol run. The tag updates the secret information accordingly so that a reader can still authenticate the tag later on. Therefore, the synchronization of secret information between the database and the tag is crucial to resist to DoS attacks.

4. Trace Attack.

RFID tags are inexpensive devices that offer no tamper resistance. Hence, an attacker upon compromising a tag may be able to read its secret values and link this tag with past actions performed on the tag. With forward anonymity, the disclosure of current secret key material does not compromise the secrecy of earlier material. The SASI protocol does not provide forward anonymity
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