Evaluating the Vulnerability of Network Traffic Using Joint Security and Routing Analysis

Abstract—Joint analysis of security and routing protocols in wireless networks reveals vulnerabilities of secure network traffic that remain undetected when security and routing protocols are analyzed independently. We formulate a class of continuous metrics to evaluate the vulnerability of network traffic as a function of security and routing protocols used in wireless networks. We discuss the availability of security parameters to the adversary and show that unknown parameters can be estimated using probabilistic analysis. We demonstrate vulnerability evaluation using the proposed metrics and node capture attacks using the GNAVE algorithm through detailed examples.
Existing System:
Proposed System:
We develop two complementary vulnerability definitions using set theoretic and circuit theoretic interpretations of the security of network traffic, allowing a network analyst or an adversary to determine weaknesses in the secure network. 
We formalize node capture attacks using the vulnerability metric as a nonlinear integer programming minimization problem and propose the GNAVE algorithm, a Greedy Node capture Approximation using Vulnerability Evaluation.
Hardware Requirements  & Software Requirements:

Hardware Requirements

· SYSTEM

: Pentium IV 2.4 GHz 

· HARD DISK
: 40 GB

· FLOPPY DRIVE : 1.44 MB

· MONITOR
: 15 VGA colour

· MOUSE

: Logitech.

· RAM

: 256 MB
· KEYBOARD
: 110 keys enhanced.

Software Requirements
· Operating system :-  Windows XP Professional

· Front End  
: - Java Technology.         

