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A Faithful Distributed Mechanism for Sharing
the Cost of Multicast Transmissions

Nandan Garg, Student Member, IEEE, and Daniel Grosu, Senior Member, IEEE

Abstract—The problem of sharing the cost of multicast transmissions was studied in the past, and two mechanisms, Marginal Cost
(MC) and Shapley Value (SH), were proposed to solve it. Although both of them are strategyproof mechanisms, the distributed
protocols implementing them are susceptible to manipulation by autonomous nodes. We propose a distributed Shapley Value
mechanism in which the participating nodes do not have incentives to deviate from the mechanism specifications. We show that the
proposed mechanism is a faithful implementation of the Shapley Value mechanism. We experimentally investigate the performance of
the existing and the proposed cost-sharing mechanisms by implementing and deploying them on PlanetLab. We compare the
execution time of MC and SH mechanisms for the Tamper-Proof and Autonomous Node models. We also study the convergence and
scalability of the mechanisms by varying the number of nodes and the number of users per node. We show that the MC mechanisms
generate a smaller revenue compared to the SH mechanisms, and thus, they are not attractive to the content provider. We also show
that increasing the number of users per node is beneficial for the systems implementing the SH mechanisms from both computational

and economic perspectives.

Index Terms—Multicast, cost sharing, faithful implementation, algorithmic mechanism design.

1 INTRODUCTION

ECENTLY, the transmission of multimedia content has

become one of the most widely used applications on the
Internet. A very common model of multimedia content
distribution is the one in which the content provider
distributes the audio/video to the subscribers (e.g., on-
demand video) using multicast transmissions [1], [2], [3], [4].
Multicast transmissions are efficient as they minimize the
number of messages traversing a single link by creating a
multicast tree [5], [6], [7], [8]. We consider the overlay
multicast where pure application-level or hybrid techniques
are used to build overlays on the existing network
infrastructure such as the Internet [9], [10], [11]. Since the
multicast trees are overlays, they can be efficiently
constructed using spatial information [12], [13]. Not only
do approaches such as the Reliability-Oriented Switching
Tree (ROST) [5] construct multicast trees that are reliable,
but the tree construction algorithm also prevents cheating
and manipulation of bandwidth/time information.

In such multicast trees, the content provider is the root of
the tree, and the receivers are the other nodes in the tree. A
node in the multicast tree receives the transmission from the
parent node and forwards the content to its child nodes, if
any. We consider a model in which each node in the multicast
tree has multiple users. The node receives the content from
the content provider and delivers it to the users by using IP
Multicast or other techniques that are efficient in local scopes.
This model characterizes well the scenarios where smaller
Content Distribution Networks (CDNs) or Internet Service
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Providers (ISPs) pay bigger CDNs/ISPs to receive the
content, which is then distributed to their subscribers. The
subscribers are charged by the smaller content providers for
receiving the content. In our model, we refer to the smaller
CDNs as nodes and to their subscribers as users. This two-tier
architecture is highly scalable, efficient, and economic. We
describe examples of such architectures in the related work
section. The multicast transmissions used to distribute
content are mostly receiver initiated (e.g., Video on Demand)
[14]. In such systems, the users who receive the transmission
have the responsibility to pay for the cost incurred by data
flowing over the links [15]. In general, the content provider
provides the content and charges the receiver for the content.
This charge should cover the cost of the links used in the
multicast transmission. If the content distributors do not
charge the users, they may not be profitable [16].

In our model, the nodes are responsible for paying the
content provider for the received content. This model is
especially useful in scenarios where smaller CDNs sub-
scribe to bigger CDNs and pay them to receive the content
that they deliver to their subscribers (called users). The
benefit for each user e is quantified by a private single-
valued parameter u, known as the user’s utility. User e will
like to receive the transmission if her cost share X, is less
than her utility, i.e., if her welfare we ... U¢  Xe is positive.
Cost-sharing mechanisms determine who receives the
multicast and how much they have to pay for the service.
However, the calculation of cost shares is not a trivial task,
as the users may cheat by lying about their utility.

The users are assumed to be rational (i.e., they want to
maximize their profit). They have strong motivation to lie
about their private values in order to get extra benefits. The
task of the system designer is to design mechanisms that
achieve systemwide goals. These goals may be hampered if
the users lie about their private values. To prevent
manipulation and motivate users to participate honestly,
Mechanism Design (a subfield of Microeconomics) is used
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to model the behavior of the users. The standard Algo-
rithmic Mechanism Design (AMD) [17] and Distributed
AMD (DAMD) [18] study the mechanisms where the
outcome and the payment depend on the input provided
by the participants. Of importance are the strategyproof
mechanisms [19], in which the users obtain maximum profit
when they declare their private values truthfully. In the
standard AMD [17], a centralized trusted entity implements
the mechanism, i.e., collects the input from the participants,
calculates the outcome, and distributes the payment. When
the mechanism is implemented in a distributed fashion [20],
the participants themselves execute the mechanism and
collectively calculate the outcome and the payments.

Feigenbaum et al. [20] proposed two distributed mechan-
isms to calculate the cost shares of the participants in a
multicast transmission: the Marginal Cost (MC) mechanism
and the Shapley Value (SH) mechanism. MC is a two-phase
mechanism, whereas SH is an iterative mechanism.

The MC mechanism is strategyproof and efficient (i.e.,
maximizes the overall welfare) but not budget balanced. In
fact, it is known that it generally runs a budget deficit and, in
many cases, does not generate any revenue at all [21]. No
strategyproof mechanism can be both efficient and budget
balanced at the same time [22]. The MC mechanism is
recommended when the multicast delivery may be sub-
sidized if the mechanism runs a budget deficit [18]. Since the
MC mechanism does not generate sufficient revenue, it is not
a suitable mechanism from the content provider’s point of
view. The content provider will quickly go out of business,
especially when there exist competing content providers. In
addition, the MC mechanism is susceptible to collusion [23].

The SH mechanism is a better choice from these con-
siderations because it is budget balanced and group strategy-
proof. Mechanisms are characterized by standard properties
like No-Positive Transfers, Voluntary Participation, and
Consumer Sovereignty. No-Positive Transfers means that
the cost shares are nonnegative X, 0. A mechanism
satisfies the Voluntary Participation property when itensures
that users are not charged if they do not receive the
transmission. Consumer Sovereignty property guarantees
that if a user is willing to pay a high enough amount, he or she
will definitely get the transmission (i.e., users cannot be
excluded arbitrarily).

The SH mechanism satisfies the Consumer Sovereignty
property, in addition to No-Positive Transfers and Voluntary
Participation. The MC mechanism satisfies No-Positive
Transfers and Voluntary Participation properties but does
not satisfy Consumer Sovereignty [21]. Although the SH
mechanism is not efficient, for large user populations, it
approaches perfect efficiency. From the class of group-
strategyproof mechanisms that are budget balanced, the
SH mechanism minimizesthe worst case welfare loss [21]. The
only drawback of the SH mechanism is that it has a higher
network complexity [24]. However, we believe that the cost-
share calculation willinduce arelatively small overhead to the
overall multicast transmission. Thus, it is justifiable to prefer
the SH mechanism, given its good properties. The conver-
gence and scalability of these mechanisms have been studied
theoretically, but no experimental evaluation was performed.
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The MC and SH mechanisms proposed in [20] assume
that the participants may lie about their private values, but
they may not deviate from the specified distributed
algorithm. This model of distributed implementation is
known as the Tamper-Proof Model (TPM). Thus, we use
MC-TPM and SH-TPM to denote the mechanisms pro-
posed in [20]. However, the TPM assumption is weak
because the participants can easily manipulate the dis-
tributed mechanism in their favor, since they control it.
The more general model in which the participants may
deviate from the specified distributed mechanism is called
the Autonomous Node Model (ANM). When the distributed
mechanisms are implemented by the participants them-
selves, they may deviate from the specified algorithm if it
is beneficial to do so. These deviations are categorized into
three groups: information revelation, message passing, and
computation. A faithful implementation [25] is an imple-
mentation of a mechanism where the participants cannot
gain any benefit by deviating from the mechanism
specification. Different techniques to achieve faithfulness,
such as redundancy, catch and punish, and problem
partitioning, have been suggested in [25]. In this paper,
we employ the catch-and-punish technique, which as-
sumes the existence of a trusted party who audits the
participants randomly and punishes the ones who deviate
from the protocol specification. Our goal in this paper is to
design a faithful implementation of the SH mechanism and
to investigate its properties.

1.1 Related Work

We briefly review the existing research on multicast
architectures and show how they relate to the multicast
model we use in this paper. One example of a two-tier
architecture is the Two-tier Overlay Multicast Architecture
(TOMA), presented in [26]. In TOMA, the ISPs create a
Multicast Service Overlay Network (MSON) as the backbone
service domain. End users subscribe to the proxies advertised
by MSONs to receive the content. TOMA is shown to be
profitable for ISPs implementing it. The authors show
through simulations that such two-tiered approach is very
beneficial to reduce the cost of the multicast using overlay
provisioning methods. Another example of overlay architec-
ture, presented in [27], consists of Multicast Service Nodes
(MSNs), which are connected with the source of the content to
form the multicast backbone. When an MSN receives the
content, it delivers it to the users who have subscribed to it.
Thearchitecture is scalable and self-organizing. It adapts well
to the dynamic nature of the content delivery where usersjoin
and leave regularly. Scattercast [28] is another architecture
where ScatterCast proXies (SCXs) are strategically placed
nodes that create source-rooted distribution trees to deliver
content originating at the source (a user connected to the
source) to the other SCXs. This approach is useful in scenarios
where the content provider is not a fixed node. The nodes in
our model can represent the MSONs in TOMA [26] or SCXs in
Scattercast [28], which pay the content provider according to
the number of users receiving the content. To track the
number of copies of the multimedia content made by the
smaller CDNs, the content providers can use one of the
techniques surveyed in [29] and [30]. Considering specifica-
tions such as Protocol Independent Multicast (Sparse Mode),
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PIM-SM [31], our model can be extended to include any
Rendezvous Point (RP) as the root, as long as there is a valid
tree. The multicast tree does not have to be a binary tree to
provide efficient transmission. This model is also very useful
when the nodes are organizations that pay for the contentand
deliver it to multiple users within their organization. In some
cases, the nodes may not even charge their users for the
content. If they do, they can use our proposed mechanism for
calculating the cost share of each user within their local scope.

Distributed implementations of mechanisms have been
proposed for various problems such as multicast cost sharing
[20] and scheduling [32], [33]. Incentives have been employed
in distributed systems such as BitTorrent [34] to motivate
participants to follow the specified protocol. Game theory has
also been used to analyze the interactions of ISPs and to
design equilibrium strategies for network pricing [35].
Pricing the resources [36] provides the added advantage of
efficient and just use of available resources, which otherwise
have to face issues such as “free riding.” An axiomatic
approach to allocate the costs to the receiving users and the
mechanism that implements it were proposed in [37].

An MC mechanism for sharing the cost of multicast
transmissions assuming the ANM was proposed in [38].
The mechanism was designed by augmenting the original
MC-TPM mechanism proposed in [20] with asymmetric key
cryptographic primitives to prevent cheating. Specifically,
the authors used digital signatures to authenticate the sender
of the messages and auditing to verify that the agents
executed the mechanism correctly. The limitation of the MC
mechanism for ANM, proposed in [38], is that it assumes that
there is only one user per node. The paper was strictly limited
to the design of the mechanism, and no performance
evaluation was provided. Cryptographic methods like group
key distribution have also been used for designing protocols
that are robust against inflated subscriptions when content
distribution uses IP Multicast [39].

1.2 Contributions

In this paper, we propose a distributed SH mechanism for
sharing the cost of multicast transmissions for the ANM,
called SH-ANM. To design our mechanism, we rely on the
catch-and-punish technique to achieve faithfulness. This
technique assumes the existence of a trusted node (in our
case, the root of the multicast tree) that audits the nodes
randomly and punishes the nodes that deviate from the
specified mechanism. We use digital signatures to authen-
ticate the messages sent by the nodes and perform auditing
and verification to detect cheating by the nodes. Our
mechanism has provisions that prevent deviations in any
of the multiple iterations of the SH mechanism. We show
that our proposed distributed mechanism is a faithful
implementation of the SH mechanism.

The time overhead induced by our proposed faithful
mechanism to calculate cost shares is negligible compared
to the transmission time of the actual content. We show
this by implementing the mechanism and deploying it
on a distributed real-world environment provided by
PlanetLab [40]. Our experiments provide interesting in-
sights into the behavior of the SH mechanism from the
economic and computational perspectives. To compare
the performance of the proposed SH mechanism, we also
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implement the MC mechanisms (both ANM and TPM)
and SH-TPM and deploy them on PlanetLab. We compare
the performance of our proposed mechanism to that of
the other existing mechanisms (MC-TPM, MC-ANM, and
SH-TPM). We also study the convergence of the SH-ANM
mechanism. In addition, we investigate the effect of
varying the number of users per node and the effect of
varying the number of nodes in the multicast tree on the
number of users that receive the transmission and on the
payment the content provider receives in the proposed
mechanism.

1.3 Organization

The organization of the rest of the paper is given as follows:
In Section 2, we present the network model we use, the MC
and SH mechanisms for TPM, and the MC mechanism for
ANM. Section 3 begins with the description of how nodes
can cheat in the original implementation of the SH
mechanism for TPM. We then present our proposed
mechanism, implementing the SH mechanism for ANM.
In Section 4, we show that our mechanism is a faithful
implementation of the SH mechanism. Section 5 describes
the experimental setup and the results we obtained from the
experiments. Section 6 concludes the paper with a summary
and future research directions.

2 CoOST-SHARING MECHANISMS

In this section, we describe the network model we use
and present the MC and the SH mechanisms assuming
the TPM [20]. We describe the MC mechanism for the
ANM [38].

2.1 Model

We assume the following network model. The user popula-
tion Q resides at N nodes. Each user e 2 Q resides at some
node i 2 N. The nodes are connected by bidirectional links.
R Q is the set of users who receive the multicast
transmission. The transmission starts from a node root 2 N
and flows through a static multicasttree T R T Q ,where
T R andT Q denote the multicast tree connecting the nodes
in R and Q, respectively. The techniques used to create these
trees are described in [20], [41], and [42]. We denote the
subtree rooted at node i as T;. Each link connecting node i to
its parent node p has a cost ¢; associated with it. C; denotes the
setofall tchildrenk;;...;kiof node i, and r; denotes the set of
all the users at node i. The payment sent by node i to root is
denoted by payment;.

In the description of the mechanism in Fig. 1 (and the rest
of paper), we use the primitive send M;R to denote that
the node executing the mechanism sends message M to a
node R and recv M;R to denote that the node executing
the mechanism receives message M from a node R.

2.2 Marginal Cost Mechanism for the Tamper-Proof
Model (MC-TPM)

Let us assume that U; depgtes the sum of utilities of all

the users at node i Ui .. ;. Ue . The vector of utilities

of all users e 2 Q is denoted by u. If a user e receives the

transmission, then . ... 1; otherwise, ...0. T; denotes

the union of T; and the link from i to p. W u represents
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Node i executes
Phase 1 (Bottom-up)
for each child k € C;
recv(Wy, k);
Calculate W; = Ui + >, . Wi —ci;
if(W; > 0) '
seto. =1forallecr;
send(W;, p);

else
set o =0 foralleer;
send(0, p);

Phase 2 (Top-down)
if (node is root)
for each child & € Croot
send(W,o0t, k);
else
recv(A,, p);
if(ce =0 foralle € r; OR A, < 0)
ze =0,0.=0forall e € r;
for each child k € C;
send(—1, k);
else
Calculate A; = min(A,, W;);
for each child e € r;

if(ue < Wp)
ze. =0;
else
Te = Ue — Ap;

for each child k € C;
send(A;, k);

Calculate payment; =
send(payment;, root);

ecr; Les

Fig. 1. MC-TPM: Distributed MC mechanism for TPM.

the net worth of the system at utility vector u, and
W; u denotes the welfare (i.e., utilities minus cost) of
subtree T; . The mechanism is executed in two phases, a
bottom-up phase and a top-down phase, as shown in
Fig. 1. In the bottom-up phase, the welfare values W; u
are calculated by

(0] 1

>
u @ WeuA g 1
kZCijWk u 0

Wi u ..

Each node calculates the welfare value and sends it to its
parent. Finally, the root node receives the welfare values
from its children. In the top-down phase, the minimum
welfare value A; of a node i is calculated and propagated
down the tree. A; is the smallest welfare value Wy u of any
node i’ in the path from i to root. A; is used to decide which
users receive the transmission and what will be their cost
share. The details of how to calculate A; and X, are shown in
Fig. 1 and described in [20].

2.3 Shapley Value Mechanism for the Tamper-Proof
Model (SH-TPM)

The SH [43] mechanism is implemented using an iterative

algorithm consisting of two phases (bottom-up and top-

down). In the bottom-up traversal, each node i determines

the number of users ; in T; who choose to receive the

transmission. ; is the cost share of each of the resident
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Node i executes
j=0
do
{
Phase 1 (Bottom-up)
j=7+1
for each child k € C;
recv(oz{;7 k);
Calculate o = > ke, o +nl;

send(a?, p)

Phase 2 (Top-down)
if (node is root)
for each child &k € Croot
send(0, k);
else
recv(3), p);
Calculate 3/ = (¢;/ad) + B3;
for each child k € C;
send(ﬁf L k);
} while (3] # 511
Calculate payment; = [)'7] . nf ;
send(payment;, root);

Fig. 2. SH-TPM: Distributed SH mechanism for TPM.

users at node i who receive the transmission, i.e., Xe ... i,
8e 2 ri \ R. n; represents the number of users at node i who
choose to receive the transmission. The bottom-up traversal
starts from the leaf nodes. A leaf node k reports its  value
to its parent (for the leaf pgdes, ... n). Nodes other than
leaf nodes calculate .. o, « ni and send it to their
parent node. After root receives j, i 2 Cryt, it initiates the
top-down traversal, where it sends (ot ... 0 to each of its
children. Each node receives , from its parent and
computes ; as follows:
i & p- 2
1

i is then sent to all the children of node i (i.e., all nodes
k 2 Cj). All users e 2 r; are assigned the cost share Xg ... . If
the cost share X, of any user e is greater than its utility ue,
then user e declines to receive the transmission. In that case,
i decreases, and it needs to be updated in the next bottom-
up traversal. This increases the cost shares of the other users
sharing the links with e. Thus, in each iteration of the
bottom-up and the top-down traversal, users may be
removed from the receiver set R, and the cost shares are
updated. These iterations are repeated until no more users
are dropped and until the cost share of any user does not
change in two subsequent iterations. Initially, R ... Q, and in
the worst case, one user is dropped in each iteration. If we
assume that the algorithm converges in m iterations, the
number of messages required in thiscaseis n m . The
detailed analysis of the computational and communication

complexity is presented in [20]. ) )
The mechanism is shown in Fig. 2, where { and 1 refer
respectively tothe jand jvaluesin iteration j. Anexample
of the execution of one iteration of the SH mechanism is
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Fig. 3. SH mechanism with nodes executing the mechanism truthfully.

shown in Fig. 3. In this example, it is assumed that each node
has only one user. The 1 values propagate from child to
parent in the bottom-up phase (shown by solid arrows), and

Tvalues are sent from parent to child in the top-down phase

(shown by dashed arrows).

2.4 Marginal Cost Mechanism for the Autonomous
Nodes Model (MC-ANM)

The strategyproof MC mechanism prevents users from lying
about their utility, but it does not prevent the deviation of
nodes from the specified distributed mechanism. The authors
in [38] assume that the nodes are autonomous, and they can
deviate from the mechanism to increase their welfare. They
proposed the use of digital signatures to authenticate the
messages sent by a node and the use of auditing by the
content provider to detect cheating. The content provider
root is assumed to be the administrator of the mechanism.
However, this does not make the mechanism centralized
since the nodes themselves compute the outcome in a
distributed fashion. The administrator audits nodes with
certain probability and enforces payments in case of
discrepancies.

The modified mechanism (called protocol A) [38] is
described as follows: Assume that a message M signed
using the private key K; of node i is denoted by E,iM . The
bottom-up traversal is the same as in the MC mechanism for
TPM, except that the values sent by the children are signed
using their private keys and each node verifies the signature
after receiving the message. In the top-down phase, each
node i sends message E,iAi; Wk , where A; is the value in
the original MC mechanism, and Wy is the message that i
received from child k during the bottom-up phase. At the
end of the mechanism execution, the content provider
audits each node i with probability P,. It asks node i to send
a proof of paying, proof;, which consists of all the messages
received by node i from its children and parent during the
execution of the mechanism. To check the proof, the content
provider decrypts all the messages contained in proof;
(which are signed by the parent and the children of node i)
and calculates the utility and the payment expected from
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node i. If the actual payment received from node i is
different from the expected payment, node i has to pay a
high penalty. Thus, node i has no incentive to deviate from
the mechanism (for proof, refer to [38]).

3 SHAPLEY VALUE MECHANISM FOR THE
AuToNOoMouUs NODES MODEL (SH-ANM)

The distributed implementation of the SH mechanism in
[20] is vulnerable to deviations by the nodes. In this section,
we present our proposed mechanism that prevents such
deviations. We first present the notation used in describing
the proposed mechanism. Then, we describe the ways in
which a node can cheat in the original mechanism. Finally,
we describe SH-ANM, our proposed mechanism.

3.1 Notation

As described in Section 2.3, SH is an iterative mechanism.
It performs more than one iteration of the bottom-up and
top-down traversals. The number of users at node i, in
iteration j, who choose to receive the multicast transmis-
sion is denoted by nl. For iteration j the number of users
in the subtree rooted at i who receive the transmission is
1. The cost share of users at node i, calculated in
iteration j, is denoted by ;. During the top-down phase
of iteration j, node i receives cost share J from p. The
cost share { is calculated using the formula 1 ..
ci= 1 I (from (2)). The message M signed by node i
using its private key K; is denoted by Eg;iM .

3.2 Cheating in Tamper-Proof Model

In the following, we show how a node can cheat by
manipulating the values sent to other nodes. The scenario in
which no cheating occurs is shown in Fig. 3. For simplicity,
we assume that every node has only one user. The values of
1'and | are shown for iteration j. In Fig. 3, the user at
node 3 has to pay 4, and users at nodes 4 and 5, each pays 6.
By modifying the ! sent to its children, node i ensures
that the users at node i receive the transmission but pay
nothing. To maintain the budget balance, node i makes its
children and all the nodes in its subtree pay an extra
amount, to compensate for the cost of transmlssmn received
by the users at node i. Node i sends J to its children
instead of {. ' is calculated usmg the formula
.. Jnl=1 nl I Essentally, node i divides
the cost of link ¢j among the users in its subtree, excluding
users residing at i. The users at node i also have to share the
costs of links from p to root, which is i Node i distributes
the share of its users to its descendants by adding f) n! to
Ci _and dividing only by the number of descendants
! - Thus, node i assigns zero as the cost share to its
reS|dent users. The cost share { is calculated in such a way
that the budget remains balanced and the root cannot detect
the cheating. Fig. 4 shows how node 3 cheats. The user
residing at node 3 pays nothing, and the users at nodes 4
and 5 each pays 8. Thus, each of them pays an extra amount
of 2. The total amount overpaid collectively by the two
users at nodes 4 and 5 is 4, compensating for the payment of
the user at node 3.
Another way nodes can cheat is when a node i sends an

inflated value ‘, instead of 7 to its parent in the bottom-up



























