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Abstract—Joint analysis of security and routing protocols in wireless networks reveals vulnerabilities of secure network traffic that
remain undetected when security and routing protocols are analyzed independently. We formulate a class of continuous metrics to
evaluate the vulnerability of network traffic as a function of security and routing protocols used in wireless networks. We develop two
complementary vulnerability definitions using set theoretic and circuit theoretic interpretations of the security of network traffic, allowing
a network analyst or an adversary to determine weaknesses in the secure network. We formalize node capture attacks using the
vulnerability metric as a nonlinear integer programming minimization problem and propose the GNAVE algorithm, a Greedy Node
capture Approximation using Vulnerability Evaluation. We discuss the availability of security parameters to the adversary and show
that unknown parameters can be estimated using probabilistic analysis. We demonstrate vulnerability evaluation using the proposed
metrics and node capture attacks using the GNAVE algorithm through detailed examples and simulation.

Index Terms—Wireless networks, security, routing, node capture attacks, adversary models.

1 INTRODUCTION

ASSURANCE of secure applications and services in wireless
networks relies on the properties of confidentiality and
integrity, respectively defined as the ability to keep data
secret from unauthorized entities and the ability to verify that
data has not been maliciously or accidentally altered [2].
Eschenauer and Gligor recently demonstrated in [3] that
these properties can be efficiently compromised by physi-
cally capturing network nodes and extracting cryptographic
keys from their memories. These node capture attacks are
possible in most wireless networks due to the unattended
operation of wireless nodes and the prohibitive cost of
tamper-resistant hardware in portable devices [3]. Further-
more, as shown in [4], an intelligent adversary can improve
the efficiency of a node capture attack over that of approaches
in recent literature [3], [5], [6], [7] focusing on random node
capture using publicly available information leaked from the
key assignment protocol.

The aforementioned studies on node capture attacks have
all focused on the ability of an adversary to compromise the
security of single-hop wireless links. However, messages in
a wireless network traverse multiple links and paths
between a source and destination node, and a message
may be compromised by traversing a single insecure link.
The overall security of routed messages is thus dependent
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on the routing protocol implemented in the wireless
network, as well as the physical network topology and the
relative positions of the source and destination nodes in the
network. Moreover, the fact that a message is transmitted
over numerous links between a source and destination node
implies that the overall confidentiality and integrity of the
routed message may only be as secure as the least secure
link, implying that vulnerabilities arise due to the topology
of secure links in the wireless network. Hence, the impact of
a node capture attack is a function of both the cryptographic
protocol which provides link security and the routing
protocol which determines the set of links traversed by a
given message.

In this article, we introduce a class of metrics to measure
the effective security offered in a wireless network as a
function of the routing topology and the link security
provided by the key assignment protocol. This joint protocol
analysis allows a network analyst or an adversary to
evaluate the wvulnerability of network traffic and isolate
weakly secured connections. We approach the problem from
an adversarial perspective and show how an intelligent
adversary can mount a node capture attack using vulner-
ability evaluation to focus the attack on the nodes which
contribute maximally to the compromise of network traffic.
The necessary resource expenditure associated with the
node capture attack implies that the optimal attack with
minimum resource expenditure corresponds to a minimum
cost set of nodes, in contrast to wiretapping attacks in
routing or secure network coding [8], [9] which seek a
minimum cost set of links. As we show in this article, jointly
considering the information from routing and key assign-
ment protocols leads to a significant reduction in resource
expenditure in comparison to consideration of information
from either protocol separately.

Published by the IEEE Computer Society
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1.1 Our Contributions
We make the following contributions in this article:

We define a class of metrics for the vulnerability of
network traffic and formulate the minimum cost node
capture attack problem as a nonlinear integer pro-
gram using the defined vulnerability metrics. We
present the GNAVE algorithm, a Greedy Node
capture Approximation using Vulnerability Evalua-
tion, to approximate the minimum cost node capture
attack.

We provide two complementary realizations for the
vulnerability metric by interpreting the compromise
of messages using set theoretic and circuit theoretic
analogies to evaluate the message security.

We show that when information about the key
assignment protocol is hidden from the adversary
using privacy-preserving protocols, the indetermi-
nate quantities can be estimated probabilistically
without significant degradation in the attack
performance.

We demonstrate the impact of node capture attacks
using the GNAVE algorithm in wireless networks
with examples of both classical routing and net-
work coding protocols. Furthermore, we compare
the resource expenditure required for node capture
attacks using the GNAVE algorithm to previously
proposed strategies via simulation.

The remainder of this article is organized as follows: In
Section 2, we state the assumed wireless network, key
assignment, and adversary models. In Section 3, we define
the class of vulnerability metrics for routed traffic, for-
mulate the minimum cost node capture attack problem, and
propose the GNAVE algorithm using a greedy heuristic for
node capture. In Section 4, we provide two realizations of
the vulnerability metrics using set and circuit theoretic
formulations. In Section 5, we show how to estimate
parameters that are unknown due to the use of privacy-
preserving protocols. In Section 6, we provide examples
and simulation of node capture attacks using vulnerability
evaluation. In Section 7, we state our conclusions.

2 MODELS AND NOTATION

In this section, we state the assumed wireless network, key
assignment, and adversary models. We summarize the
notation used throughout this article in Table 1.

2.1 Network Model
The topology of the wireless network with a set of nodes N
is represented by the directed network graph G ... N;L . The
link set L contains all ordered pairs of one-hop commu-
nicating neighbors, equivalent to an asymmetric relation
[10], such that i;j isin L fori 6. j if and only if node i can
reliably send messages to node j without intermediate relay
nodes. The link set L is dependent on parameters such as
node location and configuration and properties of the
radios, transmission medium, and MAC layer protocols.
We denote the subsets of N of message source and
destination nodes in the network as S and D, respectively.
The set of source-destination pairs is denoted T S D
and is constructed based on the routing protocol decisions.
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TABLE 1
A Summary of Notation is Provided for Reference
Symbol Definition
N Set of N wireless nodes
L Set of ordered pairs of one-hop neighbor nodes
G Network graph (N, L)
K, L Set of keys, labels
Kiy Lg Set of keys, labels assigned to node i € N
Kij, Lij Set of keys, labels shared by nodes ¢ and j
S, D Set of source, destination nodes

T Subset of S x D of source-destination pairs

Rsd Set of paths forming the route from s to d
Gsq Route subgraph of G corresponding to R g4
fr Fraction of Rq traffic traversing =
KE, Set of keys securing the end-to-end link (s, d)
Ta Adversary’s target subset of 7
c Subset of N of captured nodes
Ke, Le Set of compromised keys, links when C captured
w; Weight or cost of capturing node i € N
Psd Weight representing adversary’s route preference
Vsa(C) Route vulnerability of R4 when C captured
vi(C) Incremental value of node ¢ when C captured
Re(3,5) Link resistance of (¢, ) when C captured
Re (Rsq) Route resistance of R4 when C captured

For a given source-destination pair s;d 2 T, the routing
protocol will construct one or more directed routing paths
through G, where a path is defined as a set of sequential
links in L. We define the route Rgy as the set of all paths
traversed by any message from s to d, and we let f denote
the fraction of traffic from s to d that traverses the given
path 2 Rgy. The route Rgy can be represented graphically
by the route subgraph Gg4 of G consisting of nodes and
directed links traversed by at least one routing path 2 Rg
from s to d.

We define the following classes of routing protocols,
partitioning the space of routing protocols based on the
dependence of messages routed along different (not
necessarily disjoint) paths, as follows:

Definition 1. The class of independent path routing protocols
consists of any protocol which uses one or more paths to route
separate messages such that messages traversing different
paths are independently coded and secured.

The class of independent path routing protocols con-
tains, for example, protocols using a single, fixed path such
as AODV [11] or DSR [12] as well as protocols using
multiple paths such as GBR [13] or GEAR [14]. The route
Rsg under independent path routing is equivalent to the
superposition of jRsyj single-path routes, where each single-
path route f gfor 2 Ry isweighted by the corresponding
traffic fraction f .

Definition 2. The class of dependent path routing protocols
consists of any protocol which uses multiple paths in which
packets traversing separate paths are jointly coded, fragmen-
ted, or secured.

The class of dependent path routing protocols contains,
for example, protocols based on threshold secret sharing
[15] and network coding [8], [9], [16] in which a set of coded
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packets must be jointly decoded in order to recover the
original set of messages.

2.2 Key Assignment Model

We assume the existence of a secure key assignment
mechanism as follows: Let K be a set of symmetric
cryptographic keys and L be a corresponding set of publicly
available key labels. Each node i 2 N is assigned a subset
Ki Kand the corresponding subset L; L. We denote the
subset of keys shared by nodes i and j as Kj; ... Kj \ Kj and
allow communication between i and j if and only if
Kij 6. .1 We assume that nodes i and J use the entire set
Kjj of shared keys to secure the link i;j , so the strength of
the link security is directly related to the number of shared
keys. We assume that nodes i and j compute the
intersection L;j ... Li \ L in order to determine the set of
shared keys Kjj using a protocol from one of the following
classes.

Definition 3. The class of public label exchange protocols
consists of any protocol which provides necessary information
for any node j 2 N to compute the set L; of key labels for any
node i 2 N.

The class of public label exchange protocols contains
such protocols as the public broadcast of L; by each
node i 2 N as in [3] or the use of a public identity-based
function to compute L; as a function of i as in [17].

Definition 4. The class of privacy-preserving set intersection
protocols consists of any protocol which provides necessary
information for any node j 2 N to only compute the set L;; of
key labels shared with any node i 2 N without giving any
information to j about the remaining key labels in L nL;.

The class of privacy-preserving set intersection protocols
contains such protocols as the challenge-response protocol
proposed in [3] in which each node i 2 N computes a
random nonce and broadcasts and the challenge Ey
for each k 2 K;.

In addition to the link security provided by the set of
shared keys Kj; for each link i;j, we consider the
incorporation of an additional end-to-end security mechan-
ism for each route Ry which depends only on the source s
and destination d. If it is physically possible and allowed by
policy, the source node s can compute the set Kgy of keys
shared with the destination node d and additionally secure
messages in the route Rgy using the shared keys Kgq. We
denote the set of keys securing the end-to-end connection
between s and d as K&, noting that Kg, ... Kgq if s and d are
able and allowed to use end-to-end security and Kg; ... ;
otherwise. We include the additional end-to-end secure link

s;d in the route subgraph Gg4 with the corresponding link
security depending only on de.

2.3 Adversarial Model

We consider a polynomial-time adversary with the ability
and resources to eavesdrop on and record messages
throughout the network, capture nodes, and extract
cryptographic keys from the memory of captured nodes.

1. This requirement can be strengthened as in [5] to require jKj;j g fora
fixed integer ¢ 1, though we do not explicitly address this requirement.

We assume that the adversary has knowledge of the key
assignment and routing protocols, including protocol
parameters, and can participate actively in any network
protocols by assuming the roles of captured, replicated, or
fabricated nodes. We further assume that the route
subgraph Ggy for each s;d 2T is available to the
adversary or is computable using traffic analysis and
estimation [18].

The primary goal of the adversary is to compromise
the confidentiality and integrity of all messages routed
between a target set of source-destination pairs denoted
Ta T by extracting cryptographic keys from the
memory of captured nodes C N with minimum
resource expenditure. The adversary thus captures nodes
intelligently by associating an individual weight or cost w;
with the resource expenditure required to capture each
node i 2 N, as in [4]. We do not address further attacks
on network protocols and services that can be performed
as a result of message compromise.

3 ROUTE VULNERABILITY METRICS UNDER NODE
CAPTURE ATTACKS

In this section, we define a class of route vulnerability
metrics (RVMSs) to quantify the effective security of traffic
traversing a given route Rgy. Using the RVM definition, we
formulate the minimum cost node capture attack problem
as a nonlinear integer programming minimization pro-
blem. Since determining the optimal node capture attack is
likely infeasible, we propose the GNAVE algorithm using a
greedy heuristic to iteratively capture nodes which max-
imize the increase in route vulnerability.

3.1 Route Vulnerability Metric (RVM)

In order to evaluate the effect of a node capture attack on
the effective security of traffic traversing a route Rgy, we
formally define link, path, and route compromise due to the
capture of a subset C N of network nodes. We denote
the set of keys recogered by the adversary in capturing the
subset C as K¢ .. jon Ki. If a message traverses a link
which is secured by keys in K¢, the security of the message
is compromised. The compromise of individual links in the
network, with respect to the network and routing models in
Section 2, is defined as follows:

Definition 5. The link i;j 2 Lor s;d 2T iscompromised if
and only if Kij  Kc or KE  Kc, respectively, and the set of
all compromised links is denoted L L[ T.

Using Definition 5, we further define the compromise of
paths and message routes as follows:

Definition 6. The path 2 Rgq is compromised if and only if
s;d 2 L and there is at least one link i;j in for which
I,J 2 L.

Note that the inclusion of the end-to-end link s;d in the
requirement for path compromise indicates that any
message traversing a compromised path can be eaves-
dropped or modified by the adversary.
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Definition 7. The route Rgq for s;d 2 T is compromised if and
only if every path 2 Rgq is compromised.

Using Definition 7, an adversary can compute the
fraction of target routes compromised due to the capture
of a set of nodes C. However, this evaluation does not
provide the adversary with a method for selection of the
set C. Furthermore, the fraction of compromised target
routes does not provide any indication of the contribution
of nodes in C toward the future compromise of additional
routes, as the compromise of a route is a binary event.

To adequately capture the progression toward the
compromise of additional routes, we introduce the metric
of route vulnerability Vsq4 C as defined by the following
RVM class.

Definition 8. The route vulnerability Vsg C of the route Rgy
due to the capture of nodes in C is defined as any of the class of
functions mapping into the unit interval %0; 1 such that

1. Vs ; ... 0, where ; is the empty set,

2. Vg C ... 1lifandonly if Reg is compromised when C is
captured, and

3. 0<Vgq C <1lifandonly if Ry is not compromised
when C is captured but C contributes to the weakening
of the security of at least one link in the route Rgq.

The class of RVMs thus relaxes the binary notion of route
compromise to a continuous measure of the progress of the
attack and allows for comparison of partial compromise by
different sets C; and C, of captured nodes.

3.2 Node Capture Attack Formulation

For any RVM realization satisfying the conditions of
Definition 8, we devise a node capture strategy that
maximizes the progression toward the goal of compromis-
ing all routes Rgy for s;d 2T . The choice of subset C
requiring the minimum resource expenditure is thus given
by the following minimum cost node capture problem.

Problem: Minimum Cost Node Capture Attack

Given: Li,wjfori 2N, Rgq for s;d 2T a
Find: C N
such that w; is minimized
i2C
and Veg C ... 1forall s;d 2T a.

In general, based on Definition 6 of path compromise, the
metric Vsqg C is nonlinear in the entries of C. Hence, the
minimum cost node capture attack above is a nonlinear
integer programming minimization problem, known to be
NP-hard [10], [19]. We thus propose the use of a greedy
heuristic that iteratively adds nodes to C based on
maximizing the increase in route vulnerability Vg C at
each step. The heuristic is thus similar to a known greedy
heuristic for set covering [20] and linear integer program-
ming [19]. However, due to the nonlinearity in Vg C , the
worst-case performance of the greedy heuristic cannot be
analyzed using the ratio-bound analysis in [10], [19], [20]
and is left as an open problem.

To maximize the route vulnerability V¢g C with mini-
mum resource expenditure, it is beneficial to the adversary
to attempt to maximize the vulnerability resulting from the
capture of each individual node using the information
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recovered from previously captured nodes. The contribu-
tion of a node i is thus given by the increase in route
vulnerability Vgg C [ fig Vs C due to the addition of i
to C. Allowing for an additional weight ¢ to indicate the
adversary’s preference to compromise the route Rgy over
other routes, the value of each node i is defined as follows:

Definition 9. The individual incremental node value of
adding node i 2 N to C is defined as

x -
i c .. sd Vsd C [flg
s;d 2T A

Vsg C

for any route vulnerability function Vgy C satisfying the
conditions in Definition 8.

To maximize the cost effectiveness of the node capture
attack at each iteration, the adversary chooses to capture the
node with maximum incremental value per unit cost

i C =w;. Based on this greedy approach, we propose the
GNAVE algorithm as follows:

GNAVE Algorithm
Given: Lj, wjfori 2N, Ry for s;d 2T a
c
while there exists s;d 2T 5 withVgg C <1 do
i argmax i C =w;
i2N
C C[fig
end while

We note that the GNAVE algorithm being greedy implies
that the attack performance depends only on the order of
the weighted node values ; C =w; for the nodes N nC. In
order to illustrate the effect of node capture attacks using
the GNAVE algorithm, we next provide candidate realiza-
tions of the RVM Vg C .

4 RVM REALIZATIONS

In this section, we propose two RVM realizations satisfying
the conditions in Definition 8, noting that there is a high
degree of freedom in the given conditions. We present each
RVM realization for each of the routing protocol classes
discussed in Section 2.1, hereafter denoting the route
vulnerability for independent and dependent path routing
protocols as V), C and VE C , respectively. The definitions
presented in this section are derived using the following
necessary and sufficient condition for the compromise of a
route Rgy with respect to the edge cuts [10] of the route
subgraph Ggg.

Theorem 1. The route Rgy is compromised if and only if the set
L¢ of compromised links contains at least one s;d edge cut of
the route subgraph Ggqy as a subset.

Proof. To prove the forward implication, suppose that
Rsg is compromised. By Definitions 6 and 7, there is
at least one compromised link i ;j in each path

2 Ry and the end-to-end link s;d is compromised.
Let Loyt ... Fi;j 2 Rg4g L¢. Since each path
traverses at least one edge in Lgyt, Lewe [ S;d g is an
edge cut of Gg.

To prove the reverse implication, let Ly be an edge
cut of Ggg. By the definition of an edge cut, s;d 2 Lcyt
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and each path from s to d in Ggg traverses at least one
link in L¢y. Hence, by Definition 6, every path  in Ry is
compromised, implying by Definition 7 that the route
itself is compromised. u

Theorem 1 thus implies that the task of compromising
each route s;d 2T is equivalent to capturing a set of
nodes C leading to the compromise of an edge cut of Ggg.
We thus formulate two RVM realizations using the proper-
ties of edge cuts of Ggy.

4.1 Set Theoretic Version of RVM

We formulate a set theoretic RVM realization Vgg C o1 by
interpreting the properties of edge cuts of Gg set
theoretically. From Theorem 1, the existence of a compro-
mised edge cut set Ly Lc of the route subgraph Ggy
implies that the route Ryy is compromised. In terms of the
set K¢ of compromised keys, a necessary and sufficient
condition for L to contain an edge cut set of Ggq is

Ksd Kc and8 2 de;g I,_| 2 ;Kij Kc:

Letting 1  denote the binary indicator function of a
specified event, Theorem 1 thus implies that the first two
conditions of Definition 8 can be satisfied by defining a
binary RVM equal to

(@) 1

Y
Ke @1 1 Ke A 1

2Ry ij2

1 Ky 1 Kjj
However, this function does not satisfy the third condition
of Definition 8 as the resulting function does not take
continuous values between 0 and 1.

The above formulation provides insight into the route
vulnerability, however, suggesting that a valid RVM can be
obtained with minor modifications. First, to ensure that any
compromised path is accounted for in the vulnerability
evaluation, the product over all paths in Rsq can be replaced
by a weighted summation over the corresponding paths,
including the secure end-to-end link s;d as a single-hop
path. We denote the relative weight assigned to the secure
end-to-end link s;d as fsg with the assumption that fg > 0
is allowed to vary arbitrarily when the additional end-to-
end secure link is used and that fy ... 0 otherwise, thus
impacting the choice of captured nodes. We relax the binary
condition imposed by the indicator function 1 Kj; K¢ by
the function j; C equal to the fraction of keys in Kj; that
are contained in K¢, given by

iKij\NKej .+ . ..
i C o JJK—JJ if Kjj 6._ i 2
1; otherwise
for links in L and
KENKei. e /E o ..
WC o ko Kb 3
1; otherwise

for the secure end-to-end link s;d . Applying this relaxa-
tion to the right-hand side of (1) thus yields the following
RVMs for independent and dependent path routing

protocols, which vary only in the weighting of individual
paths in Rgg.

For independent path routing protocols, the compromise
of an individual path 2 Rgy is sufficient to allow the
adversary to recover a fraction ¥ of the traffic from s to d.
Applying the continuous relaxation to the right-hand side
of (1) for each single path route in Rgg and summing over
the single path routes with corresponding weights f ,
including the end-to-end link s;d with weight fy, yields
the RVM for independent path routing protocols as

fd d C 1
Vea C ser - Sfifsd
X F Y 4
—_— 1 ij C :
2R, b Tsd ij2

For dependent path routing protocols, even though the
compromise of an individual path does not reveal any
information to the adversary, it brings the adversary closer
to compromising the route. Hence, we obtain the corre-
sponding RVM by applying the continuous relaxation to the
right-hand side of (1) and summing over the equally
weighted single path routes, including the end-to-end link

s;d with weight fy, yielding

fsd sd C 1
1 fsd
1 X Y 5
Y 1 ij C :
JdeJ 1 fsd

D
Vs C ser o

2Ry ijj 2

The set theoretic formulation of the RVM Vg C o1 in
this section is derived by explicitly analyzing the necessary
condition for the existence of an edge cut of Ggy. In what
follows, we provide an alternate approach which jointly
considers all edge cuts of Ggg.

4.2 Circuit Theoretic Version of RVM

We formulate a circuit theoretic RVM realization Vsg C o5
which jointly considers all edge cuts of Ggg using duality
properties of planar graphs and electric circuits. As a basis
of the formulation, we first outline a mapping between edge
cuts of Ggg and current flowing through a corresponding
electric circuit Egg.

4.2.1 Mapping Edge Cuts to Current Flow When Gg Is a
Planar Graph

We provide a mapping between the joint evaluation of all
edge cuts of the route subgraph Gsyq and the resistance of an
electric circuit when Ggy is a planar graph [21], i.e., it is
possible to draw Gg with no edges intersecting. The
mapping is formulated by mapping a single edge cut Lyt
of G to a single current path through an electric circuit Eg.
Fig. 1 provides an illustration of each step of the mapping.

Step 1. The edge cut L. is mapped to a continuous,
directed curve z, which crosses Ggq [21], crossing the edges
in L¢ye in a direction perpendicular to each edge. Since the
graph Ggq is directed, the edge i;j only appears in the
edge cut L if i is on the source-side of the cut and j is on
the destination-side of the cut. As an example, consider the
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Fig. 1. The mapping from an edge cut L, of the route subgraph G4 to a current path through the electric circuit Egq is illustrated. (a) An edge cut Lyt
of the route subgraph Gy is illustrated. (b) The edge cut is mapped to curve z,_ directed from pg to p; and crossing the edges in L. (¢) The curve z;_
is replaced by a wire, and a resistor-diode pair is inserted at each point where the curve z|_ crosses an edge in Ggy. (d) The circuit Egq is illustrated by
combining the wires and resistors for each possible edge cut L. The diode in parallel with each resistor accounts for the orientation of edges in Ggq.

edge cut L ... fs;d; s;1; 4;d g of Ggy in Fig. la. If the
direction of the edge (1, 4) is ignored, L is no longer an edge
cut, as the path fs;2; 2;4; 4;1; 1;3; 3;dg is not
compromised. The edge cut L in Fig. 1a is thus mapped
to the curve z._ in Fig. 1b.

Step 2. The curve z; crossing Gsg is mapped to a wire
carrying electric current from the starting point py to the
ending point p;. To represent the cost associated with the
capture of nodes in C to compromise the edge cut Ly, a
resistor of resistance R¢ i;J is inserted at the point in the
wire where the curve z; crosses the edge i;j 2 Lcy. TO
maintain edge directionality, an ideal diode is inserted in
parallel with the resistor to zero the resistance in the
opposite direction. The curve z,_ in Fig. 1b is thus mapped to
the resistive current path from pg to p; in Fig. 1c.

Step 3. The resistive current paths corresponding to the
edge cuts L of the graph Ggy are then combined into an
electric circuit Egg with a resistor of resistance R¢ i;j and
the corresponding diode corresponding to each edge i;j
in Ggq. The route subgraph Gy in Fig. 1a is thus mapped to
the circuit Egy in Fig. 1d, consisting of the composition of all
current paths from pg to p; that cross Ggy. The resistance to
the current along each current path in Esy corresponds to
the difficulty faced in compromising the corresponding
edge cut, so the equivalent resistance of Egq is proportional
to the strength of the message security for the route Rg.

By construction, the underlying graph structure of the
circuit Egq is related to the graph Ggq using the planar dual
[21], with an auxiliary edge d;s to close the directed
network flow. Hence, the mapping provides a one-to-one
correspondence between the directed edges in Ggq and the
resistor-diode pairs in Egg, implying that the circuit Esg can
be constructed from the route subgraph Ggy without
explicitly computing the edge cuts of Ggg.

4.2.2 Mapping Edge Cuts to Current Flow When Gg Is a
Nonplanar Graph

We provide a mapping between the joint evaluation of all

edge cuts of the route subgraph Ggyq and the resistance of an

electric circuit when Gy is not a planar graph.

We construct a second electric circuit Eg; using duality
properties of electric circuits [22] which state that the
behavior of circuit elements in one circuit mirror that of the
corresponding elements of the dual circuit. The dual
circuit Egy is constructed from Esqy by replacing series

connections with parallel connections, replacing current
loops with voltage nodes, replacing impedance quantities
with admittance quantities, and vice versa. As shown in [22],
oncethe dual circuit E; is constructed, properties of Esq can be
observed by transforming the corresponding properties of
the dual circuit Ey. In particular, the effective resistance of
Esq is equal to the inverse of the effective resistance of E .

We note that the aforementioned interchange of current
loops and voltage nodes implies that the underlying graphs
of the dual circuits Esg and Ey are planar duals of each
other. Since the planar dual of the graph corresponding to
Esq is the route subgraph, Gy, the dual circuit Eg; can be
constructed directly from Ggy by replacing each directed
edge in Ggy with a resistor and diode in series. Using circuit
duality, the resistance of the resistor in E., corresponding to
the edge i;j in Ggq is labeled with the resistance R¢ i;j .
Moreover, the inverse of the equivalent resistance of the
dual circuit E 4 is equal to the equivalent resistance of the
circuit Esg. To illustrate the dual circuit construction, we
provide Fig. 2 as the dual Eg corresponding to the
nonplanar graph obtained by adding the edge (2, 3) to the
graph Ggq in Fig. la.

Since E is constructed directly from Ggq, this technique
does not rely on the planarity of Ggy, thus providing an
extension to nonplanar route subgraphs. Given the above
mapping, we next show how the equivalent resistances of
the circuit Esq and the dual circuit Eg; can be used to define
the route vulnerability Vsg C o5

Fig. 2. The route subgraph G4 in Fig. 1a is made nonplanar by adding
the edge (2, 3). The dual circuit Egy corresponding to Ggq is illustrated.
Note that the parallel resistor-diode pair in Egq is transformed to a series
resistor-diode pair in Eg.
























