Hiding binary data in HTML documents

Find a Hiding Place

We cannot insert anything into an HTML document. Whatever we insert would be either visible in the browser, or visible in the source text as useless stuff. But the order of attributes can be changed, without changing the visible document or the file's size.

<span class="bigText" style="color:#0088ff">

         Text with a CSS class and special color

</span>

<span style="color:#0088ff" class="bigText">

         Do you see the difference?

</span>

The example above shows two variations of the same content. Let's define a very simple key from it.

	Key Attribute
	Corresponding Attribute

	class
	style


if( class-attribute before style-attribute ){

    the tag encodes a "1"-bit

}

else{

    the tag encodes a "0"-bit

}

With this key, every combination of class and style stands for one bit. We need 80 text spans to hide 10 characters of a secret text. That's very much carrier text, for a little bit of secret text. Fortunately, HTML documents have more common attribute combinations, especially if we use old HTML with inline formatting instead of CSS. Here are a few examples. Key attribute first may mean "1", corresponding attribute first may mean "0".

	Key Attribute
	Corresponding Attribute

	width
	height

	src
	alt

	align
	valign

	href
	target


A Short Example

The carrier documents must be quite long, because every tag can only hide a few bits. The home page of pc-errors.de contains just enough attributes to hide 16 ASCII characters. Anyway, a short example document with hiding places for three bytes should be enough. Would you expect secrets in that page?


Above, you see a typical homepage of a bird fanatic, who has never heard about HTML 4 and uses a WYSIWYG editor he found on an old magazine CD. The page begins like that:

<html>

<head>

      <title>Canary Birds</title>

      <meta name="author" content="Peter Miller">

      <style>

             .bigText{ font-size:14px; font-weight:bold; }

      </style>

</head>

<body text="#000000" bgcolor="#FFFFFF" link="#FF0000" 

                       alink="#FF0000" vlink="#FF0000">

      <div align="center" width="50%">

           <h1>Canaries</h1>

           <span class="bigText" style="color:#0088ff">

             The Finches who got their Name from Islands 

             which got their Name from Dogs

           </span>

      </div>

There are five useful attribute couples:

	Key Attribute
	Corresponding Attribute

	name
	content

	text
	bgcolor

	alink
	vlink

	align
	width

	class
	style


Each couple occurs only once, so the first part of the document can hide only five bits. Let's go on with the rest of the page:
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      <table width="60%" height="100" cellpadding="4" cellspacing="0"

                bgcolor="white" align="center">

             <tr>

                 <td align="right" valign="middle">

                     <img src="exampleImage.jpg" width="164" height="116"

                             alt="Yellow Bird" title="Yellow Bird" border="0">

                 </td>

                 <td align="left" valign="top">

                     The most canaries are yellow, even though they can have

                     all thinkable patterns of

                     <span class="bigText"

                            style="color:#ffffff; background:#000000">white</span>,

                     <span class="bigText" style="color:#bb0000">red</span> and

                     <span class="bigText" style="color:#888888">grey</span>.

                     <a href="#" target="_blank">click here to see photos.</a>

                 </td>

             </tr>

             <tr>

                 <td align="right" valign="top">

                     Male birds are great singers.

                     <a href="#" target="_blank">click here to listen to a sample.</a>

                 </td>

                 <td align="left" valign="middle">

                     <img src="exampleImage2.jpg" width="164" height="176"

                         alt="Singing Bird" title="A Canary is singing" border="0">

                 </td>

             </tr>

             <tr>

                 <td align="left" valign="top">

                     You cannot keep canaries in a cage all day long.

                     They can get sick, if you don't let them fly.

                 </td>

                 <td align="left" valign="top">

                     Another big mistake is to keep one canary alone.

                     Every birds need at least one partner,

                     loneliness can lead to bad disorders.

                 </td>

             </tr>

             <tr>

                 <td colspan="2">

                     <img src="exampleImage3.jpg" width="194" height="35"

                             alt="Feather" title="A Canary Feather" border="0">

                 </td>

             </tr>

      </table>

</body>

</html>

In this part of the document, additional attribute couples are possible:

	Key Attribute
	Corresponding Attribute

	width
	height

	src
	alt

	title
	border

	cellspacing
	cellpadding

	bgcolor
	align

	align
	valign

	href
	target


The combination of width and height occurs four times, that's a capacity of four bits. src and alt appear three times, that's a capacity for three bits. Three more bits from title and border. cellpadding/cellspacing occurs only once, just as bgcolor/align, that's another two bits. align/valign adds capacity for six bits, href/target adds three bits. Together with the five bits from above, the document has enough capacity to hide 26 bits, that's three characters and two unused bits.

Three characters are not enough for a long letter, but enough to say "no!", or, in ASCII values, "110 111 033" ("01101110 01101111 00100001"). Let's go through the document and find the first tag with a useable attribute couple...

<meta name="author" content="Peter Miller">

name/content is "1", content/name is "0".

We have to re-order the attributes, to hide a value of "0":

<meta content="Peter Miller" name="author">
One bit is done. Next bit...

<body text="#000000" bgcolor="#FFFFFF" link="#FF0000" 

       alink="#FF0000" vlink="#FF0000">

text/bgcolor is "1", bgcolor/text is "0".

alink/vlink is "1", vlink/alink is "0".

We want to hie "1" and "1", no changes to this line are required.

<body text="#000000" bgcolor="#FFFFFF" link="#FF0000" 

       alink="#FF0000" vlink="#FF0000">
... and so on... for every bit, we need to swap two attributes. Image tags can carry up to three bits, if also the deprecated attributes are there:
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<img src="exampleImage.jpg" width="164" height="116" alt="Yellow Bird"

       title="Yellow Bird" border="0">

We want to hide "010".

The first key attribute in this tag is "src", 

so we take the corresponding attribute "alt".

The bit to hide is "0", the combination for "0" is alt/src,

so we place the "alt"-attribute before the "src"-attribute.

<img alt="Yellow Bird" src="exampleImage.jpg" width="164" height="116"

        title="Yellow Bird" border="0">

The next key attribute is "width", the corresponding attribute is "height".

Now, the bit to hide is "1", so we put "height" after "width".

The third key attribute is "title", and its corresponding attribute is "border".

To hide a "0", we move "title" behind "border".

<img alt="Yellow Bird" src="exampleImage.jpg" width="164" height="116"

           border="0" title="Yellow Bird">
No more Examples, Show the Implementation!

Alright, first we need two classes to store HTML tags and their attributes. Attributes don't have many properties, they only have a name and a value. Each attribute in a tag can be used for only one message bit. The program has to mark it as already handled.

public class HtmlAttribute {

        private String name;

        private String value;

        private bool handled;

        public String Name {

            get { return name; }

        }

        public String Value {

            get { return this.value; }

            set { this.value = value; }

        }

        public bool Handled {

            get { return handled; }

            set { this.handled = value; }

        }

        public HtmlAttribute(String name) {

            this.name = name.ToLower();

            this.value = String.Empty;

            handled = false;

        }

}

An HTML tag has a name and a number of attributes. The constructor searches the tag's text for attributes and their values.
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public class HtmlTag {

        public int beginPosition;

        public int endPosition;

        private String name;

        public int BeginPosition {

            get { return beginPosition; }

            set { beginPosition = value; }

        }

        public int EndPosition {

            get { return endPosition; }

            set { endPosition = value; }

        }

        public String Name {

            get { return name; }

        }

        private HtmlAttributeCollection attributes;

        public HtmlAttributeCollection Attributes{

            get{ return attributes; }

        }

        public HtmlTag(String text, int beginPosition, int endPosition) {

            //... complicated lines for splitting tags into attributes ...
            //... you better read it in the full source code ...
        }

}

The Hide method lists all HTML tags, and then loops over the tags and their attributes. Attributes that have already been handled are being ignored. If an attribute is still fresh and unused, the method looks it up in the key table...

[image: image4.png]


Collapse

/// <summary>Hide a message in an HTML document</summary>
/// <param name="sourceFileName">Path and name of the HTML document</param>
/// <param name="destinationFileName">Path
///         and name to save the resulting HTML document</param>
/// <param name="message">The message to hide</param>
/// <param name="keyTable">DataTable with the key attributes</param>
public void Hide(String sourceFileName,

       String destinationFileName,

       Stream message,

       DataTable keyTable)

{

    //read the carrier document
    StreamReader reader = new StreamReader(sourceFileName, Encoding.Default);

    String htmlDocument = reader.ReadToEnd();

    reader.Close();

    message.Position = 0;

    //list the HTML tags
    HtmlTagCollection tags = FindTags(htmlDocument);

    StringBuilder insertTextBuilder = new StringBuilder();

    DataRow[] rows;

    HtmlAttribute secondAttribute;

    int offset = 0;

    int bitIndex = 7;

    int messageByte = 0;

    foreach (HtmlTag tag in tags) {

        insertTextBuilder.Remove(0, insertTextBuilder.Length);

        insertTextBuilder.AppendFormat("<{0}", tag.Name);

        foreach (HtmlAttribute attribute in tag.Attributes) {

            if (!attribute.Handled) { //attribute has not been used, yet
                //find key row for this attribute
                rows = 

                  keyTable.Select(String.Format("firstAttribute = '{0}'", 

                  attribute.Name));

...If the program finds the attribute's name in the first key column, it is a primary key attribute and its secondary key attribute is looked up in the attribute collection of the current tag. If the secondary key attribute exists, we have found a key attribute couple and are able to hide one bit.
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                if (rows.Length > 0) {

                    //find corresponding attribute
                    secondAttribute = FindAttribute(

                                    rows[0]["secondAttribute"].ToString(),

                                    tag.Attributes);

                    if (secondAttribute != null) {

                        if (bitIndex == 7) {

                            //get next message byte
                            bitIndex = 0;

                            messageByte = message.ReadByte();

                        } else {

                            //next bit
                            bitIndex++;

                        }

                        //change the attributes' order
                        HideBit(messageByte,

                                bitIndex,

                                attribute,

                                secondAttribute,

                                insertTextBuilder);

                        //mark both attributes as handled
                        attribute.Handled = true;

                        secondAttribute.Handled = true;

                    }

                }

If the attribute was not a primary key attribute, it can be a secondary key attribute. That means, it will be handled later on, together with its primary key attribute. If the attribute is not found in any key column, it is not meant to be used and must be copied into the new tag as it is.
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                if (!attribute.Handled) {

                    //The attribute is not a primary key attribute.
                    //Is it a secondary key attribute?
                    bool copyAttribute = false;

                    rows = 

                      keyTable.Select(String.Format("secondAttribute = '{0}'", 

                      attribute.Name));

                    if(rows.Length > 0){

                        //if the corresponding first attribute 
                        //does not exist in
                        //this tag or has already been used,
                        //this attribute will not be used and must be copied.
                        HtmlAttribute firstAttribute = FindAttribute(

                                      rows[0]["firstAttribute"].ToString(),

                                      tag.Attributes);

                        if (firstAttribute == null) {

                            copyAttribute = true;

                        }else{

                            copyAttribute = firstAttribute.Handled;

                        }

                    }

                    else if (rows.Length == 0) {

                        //this attribute is not part 
                        //of the key and must be copied.
                        copyAttribute = true;

                    }

                    if (copyAttribute) {

                        //copy unused attribute
                        insertTextBuilder.AppendFormat(

                            @" {0}={1}",

                            attribute.Name, attribute.Value);

                        attribute.Handled = true;

                    }

                }

            }

        }

At this point, you see the reason why we saved the start and end positions with every tag. When we're finished with a tag's attributes, we have to replace the old tag with the new one. Just for the case that a few white spaces got lost on the way, we compare old length and new length. If there is a difference, all following tags will still be found, even though they have been moved.
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        //replace old tag with new tag
        tag.BeginPosition += offset;

        tag.EndPosition += offset;

        String insertText = insertTextBuilder.ToString();

        int newLength = insertText.Length;

        if (newLength > 0) {

            int oldLength = tag.EndPosition - tag.BeginPosition;

            htmlDocument = htmlDocument.Remove(tag.BeginPosition, oldLength);

            htmlDocument = htmlDocument.Insert(tag.BeginPosition, insertText);

            offset += (newLength - oldLength);

        }

        if (messageByte < 0) {

            break; //finished
        }

    }

    //save the new document
    StreamWriter writer = new StreamWriter(destinationFileName);

    writer.Write(htmlDocument);

    writer.Close();

}

How to Reconstruct the Message

Extracting a message is much easier, because we need not care about unused attributes. Loop through the tags and attributes, find a primary key attribute, get its corresponding attribute, and compare the positions, that's all.
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/// <summary>Extract a hidden message from an HTML document</summary>
/// <param name="sourceFileName">Path and name of the HTML document</param>
/// <param name="message">Empty stream for the message</param>
/// <param name="keyTable">DataTable with the key attributes</param>
public void Extract(String sourceFileName, Stream message, DataTable keyTable) {

    // ... read the carrier document ...
    // ... list the HTML tags ...
    // ... declarations ...
    foreach (HtmlTag tag in tags) {

        foreach (HtmlAttribute attribute in tag.Attributes) {

            if (!attribute.Handled) { //attribute has not been used, yet
                //find key row for this attribute
                rows = 

                   keyTable.Select(String.Format("firstAttribute = '{0}'", 

                   attribute.Name));

                if (rows.Length > 0) {

                    //find corresponding attribute
                    secondAttribute = FindAttribute(

                                    rows[0]["secondAttribute"].ToString(),

                                    tag.Attributes);

                    if (secondAttribute != null) {

                        attributePosition = htmlDocument.IndexOf(

                                          attribute.Name,

                                          tag.BeginPosition);

                        secondAttributePosition = htmlDocument.IndexOf(

                                                secondAttribute.Name,

                                                tag.BeginPosition);

                        //compare the attributes' positions
                        messageByte = ExtractBit(

                                    attributePosition,

                                    secondAttributePosition,

                                    messageByte,

                                    bitIndex,

                                    message);

Like in the previous articles, the Extract methods expect to find the message's length, before the actual message begins. Because of a document's limited capacity, the length value is only one byte long, not four.
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                        //next bit
                        if (bitIndex == 7) {

                            bitIndex = 0;

                            if ((message.Length == 1) && (messageLength == 0)) {

                                //read length
                                message.Position = 0;

                                BinaryReader binaryReader = 

                                              new BinaryReader(message);

                                messageLength = binaryReader.ReadByte();

                                reader = null;

                                message.SetLength(0);

                                message.Position = 0;

                            }

                            else if ((messageLength > 0) && 

                                     (message.Length == messageLength)) {

                                break; //finished
                            }

                        } else {

                            bitIndex++;

                        }

                        //mark both attributes as handled
                        attribute.Handled = true;

                        secondAttribute.Handled = true;

                    }

                }

     // ... skip attributes, exit when finished, and so on ...
}

Building a key
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The key is not any binary file anymore, it is a table of attributes. You should build your key with the key editor, and save it to an XML file. The .zip archive contains two example files, maybe they are useful as key templates.

             SYSTEM  IMPLEMENTATION

5.1  REQUIREMENT ANALYSIS

The completion of this thesis requires the following Software & Hardware
Software Requirements

Hardware Requirements
PROCESSOR


-
Pentium IV

RAM




-
32 MB 

SECONDARY STORAGE
-
1 MB 

MOUSE



-
Logitech 

5.2 SOFTWARE DESCRIPTION

Microsoft.NET Framework


Microsoft made the specifications for .net development platform freely available for the compiler vendors in the form of common language specification (CLS). The common language specifications provide the specifications for a language to compile into a common platform. The compiler vendors must design the compiler in such a way that the compiled code conforms these specifications. These compilers compile the programs written in the high level language into a format called intermediate language format.



Common Language Function


This IL code format is not the machine language code. So, in order to execute the program we need to compile it again into machine language.This is done by the Common Language Functions(CLR). The Just-in-time compiler(JIT compiler) of th CLR takes the IL code as input and Compiles it and executes it.





A Sample view of .NET Framework



C#.NET framework

Microsoft .NET 


The Microsoft .NET software developers list can br downloaded from Microsoft official website. It contains the following:-

· Compiler for C#

· Common Language Runtime

· CLR Debugger

· .Net base classes

· Some utilities

C#  Base Classes :


A significant part of the power of the .Net framework comes from the base classes supplied by microsoft as part of the .NET framework. These classes are all callable from C# and provide the bind of basic functionality that is needed by many applications to perform, amongst other things, basic system, windows, and                  . The types of purposes you can use the base classes to do include

· String handling

· Arrays, lists,maps etc.,

· Accessing files and the file system

· Accessing the registry

· Security

· Windowing

· Windows messages

· Database access [14]

Visual C# .NET 2003 is the modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With syntax that resembles C++, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual C# .NET builds on a strong C++ heritage. Immediately familiar to C++ and Java developers, C# is a modern and intuitive object-oriented programming language that offers significant improvements, including a unified type system, "unsafe" code for maximum developer control, and powerful new language constructs easily understood by most developers. 

Developers can take advantage of an innovative component-oriented language with inherent support for properties, indexers, delegates, versioning, operator overloading, and custom attributes. With XML comments, C# developers can produce useful source code documentation. An advanced inheritance model enables developers to reuse their code from within any programming language that supports .NET. 

C# developers can join the newest, fastest-growing developer community, in which they can exchange code and resources, leverage skills across multiple computing environments, and contribute to the standardization process that ensures vibrant and active community participation. 

With a superior IDE, Visual C# .NET provides users with the ultimate developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. New custom build rules make developing robust and powerful software easier than ever. 

Using the Web Forms Designer and XML Designer, developers can use IntelliSense features and tag completion or the WYSIWYG editor for drag-and-drop authoring to build interactive Web applications. With a few simple steps, programmers can design, develop, debug, and deploy powerful XML Web services that reduce development time by encapsulating business processes accessible from any platform. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 

Developers can also use the tested and proven .NET Framework class library to gain powerful built-in functionality, including a rich set of collection classes, networking support, multithreading support, string and regular expression classes, and broad support for XML, XML schemas, XML namespaces, XSLT, XPath, and SOAP. And, with the Java Language Conversion Assistant (JLCA), programmers can begin migrating their Java-based projects to the Microsoft .NET environment. 

Using Visual C# .NET 2003, developers can construct powerful Web services that encapsulate business processes and make them available to applications running on any platform. Developers can easily incorporate any number of Web services that are catalogued and available in many independent Universal Description, Discovery, and Integration (UDDI) directories, providing a strong foundation of services and business logic for their applications. 

Visual C# .NET 2003 also enables developers to build the next generation of Windows-based applications. With visual inheritance, developers can greatly simplify the creation of Windows-based applications by centralizing in parent forms the common logic and user interface for their entire solution. Using control anchoring and docking, programmers can build resizable forms automatically, while the in-place menu editor enables developers to visually author menus directly from within the Forms Designer. 

Visual C# .NET 2003 is a modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With familiar C++-like syntax, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual 
C# .NET provides users with a superior developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 
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