Hiding Messages in the Noise of a Picture


The hide a message, open a bitmap file, then enter a password or select a key file. The key file can be any file, another bitmap for example. This password or key will be treated as a stream of bytes specifying the space between two changed pixels. I don't recommend text files, because they may result in a quite regular noise pattern. The longer your key file or password is, the less regular the noise will appear.

Next step, enter the secret message or choose a file, and click the Hide button. The application writes the length of the message in bytes into the first pixel. After that it reads a byte from the message, reads another byte from the key, and calculates the coordinates of the pixel to use for the message-byte. It increments or resets the color component index, to switch between the R, G and B component. Then it replaces the R, G or B component of the pixel (according to the color component index) with the message-byte, and repeats the procedure with the next byte of the message. At last, the new bitmap is displayed. Save the bitmap by clicking the Save button. If the grayscale flag is set, all components of the color are changed. Grayscale noise is less visible in most images.

To extract a hidden message from a bitmap, open the bitmap file and specify the password or key you used when hiding the message. Then choose a file to store the extracted message in (or leave the field blank, if you only want to view hidden Unicode text), and click the Extract button. The application steps through the pattern specified by the key and extracts the bytes from the pixels. At last, it stores the extracted stream in the file and tries to display the message. Don't bother about the character chaos, if your message is not a Unicode text. The data in the file will be all right. This works with every kind of data, you can even hide a small bitmap inside a larger bitmap. If you are really paranoid, you can encrypt your files with PGP or GnuPG before hiding them in bitmaps.

How it works

To see how the application works, you should view the source. I've commented every block, because otherwise I'd have to post nearly all the code here to explain it.

Here is a summary about hiding:
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And about extracting:
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The process starts with writing the length of the entire message into the first pixel. We'll need this value before extracting the message later on.

messageLength = (Int32)messageStream.Length;

//do some length conflict checking here
//...
String colorValue = messageLength.ToString("x");

colorValue = UnTrimColorString(colorValue, 6);

int red = Int16.Parse(colorValue.Substring(0,2), NumberStyles.HexNumber);

int green = Int16.Parse(colorValue.Substring(2,2), NumberStyles.HexNumber);

int blue = Int16.Parse(colorValue.Substring(4,2), NumberStyles.HexNumber);

pixelColor = Color.FromArgb(red, green, blue);

bitmap.SetPixel(0,0, pixelColor);

Then it reads a byte from the key stream to calculate the next position:
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//start with second pixel
Point pixelPosition = new Point(1,0);

//Loop over the message
for(int messageIndex=0; messageIndex<messageLength; messageIndex++){

 //repeat the key, if it is shorter than the message
 if(keyStream.Position == keyStream.Length){

  keyStream.Seek(0, SeekOrigin.Begin);

 }

 //Get the next pixel-count from the key, use "1" if it's 0
 currentKeyByte = (byte)keyStream.ReadByte();

 currentStepWidth = (currentKeyByte==0) ? (byte)1 : currentKeyByte;

 //jump to reverse-read position and read from the end of the stream
 keyPosition = keyStream.Position;

 keyStream.Seek(keyPosition, SeekOrigin.End);

 currentReverseKeyByte = (byte)keyStream.ReadByte();

 //jump back to normal read position
 keyStream.Seek(keyPosition, SeekOrigin.Begin);

 //Perform line breaks, if current step is wider than the image
 while(currentStepWidth > bitmapWidth){

  currentStepWidth -= bitmapWidth;

  pixelPosition.Y++;

 }

 //Move X-position
 if((bitmapWidth - pixelPosition.X) < currentStepWidth){

  pixelPosition.X = currentStepWidth - (bitmapWidth - pixelPosition.X); 

  pixelPosition.Y++;

 }else{

  pixelPosition.X += currentStepWidth;

 }

Now, get the pixel and put the message-byte into one color component (or all components, if the grayscale flag is set):

 //Get color of the "clean" pixel
 pixelColor = bitmap.GetPixel(pixelPosition.X, pixelPosition.Y);

 //To add a bit of confusion, xor the byte with 
 //a byte read from the keyStream
 int currentByte = messageStream.ReadByte() ^ currentReverseKeyByte;

 if(useGrayscale){

  pixelColor = Color.FromArgb(currentByte, currentByte, currentByte);

 }else{

  //Change one component of the color to the message-byte
  SetColorComponent(ref pixelColor, currentColorComponent, currentByte);

  //Rotate color components
  currentColorComponent = 

   (currentColorComponent==2) ? 0 : (currentColorComponent+1);

 }

} //end of for - proceed to next byte
If the method runs in extraction mode, it reads the message's length and the color components instead of setting it. Here is how to get the length from the first pixel:

pixelColor = bitmap.GetPixel(0,0);

//UnTrimColorString fill the String with '0'-chars 
//to match the specified length
String colorString = UnTrimColorString(pixelColor.R.ToString("x"), 2)

 + UnTrimColorString(pixelColor.G.ToString("x"), 2)

 + UnTrimColorString(pixelColor.B.ToString("x"), 2);

 messageLength = Int32.Parse(colorString, NumberStyles.HexNumber);

 messageStream = new MemoryStream(messageLength);

The pixel coordinates are calculated the same way as described above. Then the hidden byte is extracted from the color value:

 //Get color of the modified pixel
 pixelColor = bitmap.GetPixel(pixelPosition.X, pixelPosition.Y);

 //Extract the hidden message-byte from the color
 byte foundByte = (byte)(currentReverseKeyByte ^ 

   GetColorComponent(pixelColor, currentColorComponent));

 messageStream.WriteByte(foundByte);

 //Rotate color components
 currentColorComponent = 

   (currentColorComponent==2) ? 0 : (currentColorComponent+1);

} //end of for - proceed to next byte
             SYSTEM  IMPLEMENTATION

5.1  REQUIREMENT ANALYSIS

The completion of this thesis requires the following Software & Hardware
Software Requirements

Hardware Requirements
PROCESSOR


-
Pentium IV

RAM




-
32 MB 

SECONDARY STORAGE
-
1 MB 

MOUSE



-
Logitech 

5.2 SOFTWARE DESCRIPTION

Microsoft.NET Framework


Microsoft made the specifications for .net development platform freely available for the compiler vendors in the form of common language specification (CLS). The common language specifications provide the specifications for a language to compile into a common platform. The compiler vendors must design the compiler in such a way that the compiled code conforms these specifications. These compilers compile the programs written in the high level language into a format called intermediate language format.



Common Language Function


This IL code format is not the machine language code. So, in order to execute the program we need to compile it again into machine language.This is done by the Common Language Functions(CLR). The Just-in-time compiler(JIT compiler) of th CLR takes the IL code as input and Compiles it and executes it.





A Sample view of .NET Framework



C#.NET framework

Microsoft .NET 


The Microsoft .NET software developers list can br downloaded from Microsoft official website. It contains the following:-

· Compiler for C#

· Common Language Runtime

· CLR Debugger

· .Net base classes

· Some utilities

C#  Base Classes :


A significant part of the power of the .Net framework comes from the base classes supplied by microsoft as part of the .NET framework. These classes are all callable from C# and provide the bind of basic functionality that is needed by many applications to perform, amongst other things, basic system, windows, and                  . The types of purposes you can use the base classes to do include

· String handling

· Arrays, lists,maps etc.,

· Accessing files and the file system

· Accessing the registry

· Security

· Windowing

· Windows messages

· Database access [14]

Visual C# .NET 2003 is the modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With syntax that resembles C++, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual C# .NET builds on a strong C++ heritage. Immediately familiar to C++ and Java developers, C# is a modern and intuitive object-oriented programming language that offers significant improvements, including a unified type system, "unsafe" code for maximum developer control, and powerful new language constructs easily understood by most developers. 

Developers can take advantage of an innovative component-oriented language with inherent support for properties, indexers, delegates, versioning, operator overloading, and custom attributes. With XML comments, C# developers can produce useful source code documentation. An advanced inheritance model enables developers to reuse their code from within any programming language that supports .NET. 

C# developers can join the newest, fastest-growing developer community, in which they can exchange code and resources, leverage skills across multiple computing environments, and contribute to the standardization process that ensures vibrant and active community participation. 

With a superior IDE, Visual C# .NET provides users with the ultimate developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. New custom build rules make developing robust and powerful software easier than ever. 

Using the Web Forms Designer and XML Designer, developers can use IntelliSense features and tag completion or the WYSIWYG editor for drag-and-drop authoring to build interactive Web applications. With a few simple steps, programmers can design, develop, debug, and deploy powerful XML Web services that reduce development time by encapsulating business processes accessible from any platform. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 

Developers can also use the tested and proven .NET Framework class library to gain powerful built-in functionality, including a rich set of collection classes, networking support, multithreading support, string and regular expression classes, and broad support for XML, XML schemas, XML namespaces, XSLT, XPath, and SOAP. And, with the Java Language Conversion Assistant (JLCA), programmers can begin migrating their Java-based projects to the Microsoft .NET environment. 

Using Visual C# .NET 2003, developers can construct powerful Web services that encapsulate business processes and make them available to applications running on any platform. Developers can easily incorporate any number of Web services that are catalogued and available in many independent Universal Description, Discovery, and Integration (UDDI) directories, providing a strong foundation of services and business logic for their applications. 

Visual C# .NET 2003 also enables developers to build the next generation of Windows-based applications. With visual inheritance, developers can greatly simplify the creation of Windows-based applications by centralizing in parent forms the common logic and user interface for their entire solution. Using control anchoring and docking, programmers can build resizable forms automatically, while the in-place menu editor enables developers to visually author menus directly from within the Forms Designer. 

Visual C# .NET 2003 is a modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With familiar C++-like syntax, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual 
C# .NET provides users with a superior developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 
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