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Abstract

Social networking and online dating web sites are amongst the most popular forms of web use amongst web users aged 16-25. This article makes a detailed analysis of existing systems and through this a new mobile device system will be designed which allows users to host a Bluetooth client/server that matches other users in the near proximity when going about daily activities. Matched users are then able to log onto a central web server to view and chat to others who were matched when doing similar activities in the same places at the same time. 

This mobile matching system improves on existing social networking by creating a fun and interactive way of meeting people who live and work the same area. The system creates a more personal way of meeting new people than the traditional method of searching large databases of members using keywords and locality options.

The final device application has been designed for Windows Mobile 2003 and uses a custom built secure binary protocol for Bluetooth communications. Users running the application as a background service can normally be within a 10M proximity of each other for around 3 seconds before both devices communicate and decide whether to match. This is fast enough to match people walking past each other in the street. 
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Profiles and match filters that are set by individual users are traded to then decipher if each users meets basic criteria such as age and gender. Upon a successful match users are stored locally on the device in XML along with device configuration settings. With a single click users can synchronise their devices with the central server via a binary protocol over HTTP over WAP. Once this have been invoked matches will appear in their account instantaneously where they are given the ability to send messages back and forth allowing personal communication 

. 

1 Introduction 

Dating systems have been around for years. Paper profiles were kept on file and allowed agents to cross reference a client's criteria to find what they hope to be their "perfect" partner. The Internet changed the face of this forever; companies like date.com [figure 1.1] have emerged and hold literally millions of profiles that allow people to accurately search through the database themselves. Over the last few years this has brought rise to an unexpected result. Not only has it dropped the notion that dating systems are taboo but has turned what once used to be a slightly seedy medium into virtual communities enabling people of all ages and types to chat online about anything and even meet up in the real world. 
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Figure 1.1 Date.com matches its members through criteria such as age and locality.

It is no longer out of the ordinary to explain that you met a friend through the Internet. Buddy finding networks such as friendster.com [2] or myspace.com [3] allow people to discover and chat with new friends via the links of their friends in the real world. This is achieved with an online system which creates a map of who is friends with who and allows users to drill down and meet people through the people they already know. 

These "networking" web sites may seem just a novel way of meeting new people online but its more than that. The very fact that they are meeting new people that know friends of theirs could be immediately appealing as they instantly gain a level of credible trust. It is also likely that the members who appear in their network live in the same town. This makes it more practical to actually meet members in person and bridge the gap between online and real world.

Online friend networking systems are no longer considered a last resort for people who have difficulty making friends in the real world but instead a powerful, safe and easy way to contact other people with whom they share similar interests.

The system is not perfect however and one such problem with online systems is users don't necessarily want to sit down and detail every part of their life in their "about me" section. It could be considered a laborious task for users to constantly detail their interests, so their profile is found when certain keywords are used.

In some instances a site may offer options on physical locality that is not concise enough. Eight million people live in New York City [4] and most sites do not offer the facility to pinpoint which county or suburb members reside thus making some searches yield ambiguous results.

There could be activities that users carry out but to which they do not necessarily want to draw attention; for example a member may be looking to involve others in activities of an adult nature but not want to publicise this in their profile in case friends or family were to view it. The possibility would have to be conceived that a user would sign up to the service and not return. This would mean that members would be awaiting a message from a user that would never log back onto the system and would therefore be a redundant profile. The searcher may not realise this and repeatedly attempt to contact that person.

Imagine a system where users never needed to update their activities in order for them to be matched by keyword. So consider a situation where a user wanted to meet new people with similar interests and who visit the same localities (local book shops, bars, clubs, gigs, gym, sports games). Users who are in the same proximity could be digitally tagged by a central system in order for them to be contacted online later in a safe and secure environment where a user has complete control over who is allowed to contact them.

Users would have the freedom to reply to or ignore messages. Furthermore they could have control over future communication with that user. This could be achieved with a mobile Bluetooth [5] device that sits on a keychain and stores a list of matches of other people with the same device so it can be viewed later online. However, a purpose build device would be expensive to produce, tedious for users to charge the battery and a nuisance to carry around and operate.

There is another solution; almost all mobile phones on the market today have an API for software development. The symbian [6] operating system is a joint collaboration between Ericsson, Nokia, Panasonic, Samsung, Siemens and Sony and is responsible for vast coverage of the market. The platform executes native code written C++ and supports J2ME, the java micro edition virtual machine. Microsoft have their adaptation of windows in their smart phone edition of Windows mobile [7] which will also execute intermediate code (written in languages such as C#) for the .NET compact framework [8]. 

Bluetooth chips are small, low voltage, short range radios and provide a communication services such as object transfer and audio streaming between other Bluetooth devices. Bluetooth chips are becoming more common amongst hand held devices.

Antero Taivalsaari, a core designer for the j2ME platform speaks about the growth of J2ME embedded mobile devices and says "It is fairly safe to forecast that there will be at least 500 million J2ME-enabled devices in the world by the end of 2006" [9].

The concept

The system will consist of a central web server holding all the users and their details including password, photos, personal profile (inputted textual information on themselves) and phone configuration settings. All users will host a small service on their mobile device which will implement the Bluetooth protocol and listen for incoming connections whilst searching for other devices running the same client/server. Once users enter the same proximity the devices will swap profiles and make the decision whether to create a match. This is based on simple criteria the users have selected such as age and gender. If a match is made it is flagged and stored to the device. The user can then choose to update their account by selecting to synchronise the device with the central server. HTTPS over their cellular network carrier will be used for this.

Once the device has been synchronised with the central server all the member's matches will appear when they log in through their web browser. Users will also be able to view more detailed information on the match and even send messages. All configurations for the device will be set online and are applied to the device every time a synchronisation is completed, which would be invoked by the user through the device. This way the user has full control over the whole system via the easy to use web interface instead of fiddling around with the smaller screen and buttons on the mobile device.

The system could be used as a replacement to a keyword search based social networking system. Another application could be for events such as night clubs, bars or specialist events. If upon leaving a user could theoretically view the people that were at the event with capabilities to chat to others about the event in a private and secure environment.

Obviously, security is a concern and one of the main aspects of this project is to implement a layer of security through designing a well engineered system that makes the user as visible or as transparent as they wish to be. The system will give complete control to the user on what information is transmitted and who is able to contact them. All Bluetooth devices have a unique MAC address [10], this will help prevent bogus users creating multiple or dishonest accounts as they can be tracked and banned from the system.

The device client/server needs to be abstracted from the user should and not get in the way of the user's day to day phone operations. However, both the .NET compact framework & j2ME [11], the two competing platforms for the mobile market, do not currently support behind the scene services. Some new phones however do allow you to run Java programs in the background as a feature of that particular device.

This article will first examine existing software packages for mobile devices that have similar functionality and then move on to a detailed design for the proposed system. After the design has been outlined it will then detail the implementation of the system, evaluation and conclusion. Further to that, this article will cover any professional consideration such as privacy and data security. 

Requirements 

Basic objectives:

1. Create a system consisting of:

· A. A central web server for users to view matches, edit their profile and configure their device 

· B. A central database storing all web server transactions 

· C. A mobile phone Bluetooth application that matches users through the Bluetooth protocol, stores Member ID's and synchronises matches and device configuration via HTTPS. 

2. The web interface will allow users to log on, view new matches and chat to them online, secure in the knowledge that the other user does not have any contact details other than the messaging service in the system. From here a user will be able to update and change their profile and edit their personal photo. Figure 4.1 shows the lifecycle of the system user.

3. The profile section will allow users to write an introduction about themselves. The system shall allow a user to block another user from making further contact should they so desire. From the web site a user will also be able to configure their phone. These will include options such as real-time matching and alert mode (silent, vibrate only or vibrate and sound).

4. This program will allow a user to go about their day-to-day activities whilst harvesting contacts that visit the same physical places. The user will opt to synchronise the phone with the central server and this will reconfigure the phone settings made online, update the match preferences in the phone and update all matches to the online system so they can be 

viewed later.

3 user life cycle of the system 
User life cycle can is displayed in figure 3.1
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Figure 3.1 the lifecycle of a user from "sign up" to system reuse

3.6.1 Privacy
Giving strangers the ability to contact them could be daunting for some. The system will be easily configurable so a user can manage what information is sent out and what your device is doing in response. Therefore functionality to allow a user to not only switch the service on and off but to be able to administer levels of security in between. It may not be comfortable for some people to have their phone bleep at them when a match is made and it could be embarrassing if two people sat on a bus next to each other, the software yielded a match and sounded an alert. 

Another issue of concern is the ability to not allow others to view your photo from the phone. In this way the match would be anonymous until the user logs in to the system via their PC. Its is absolutely paramount that the users are made to feel like they are well hidden and not exposed to potential risk, after all, the whole concept of this idea is to socially network and not to encourage and modernise stalking.

If the device software has capabilities to send and receive messages as the main web server will, it is critical that the user receiving the message has the power to block messages from another user. This way members can feel safe and secure that in the knowledge that if someone they have been chatting to is not to their liking, they can be blocked from making any future contact. 

Configurable security features will include
· Silent alert

· Do not send photo

· Block incoming messages

It is likely that some users will upload unsuitable photos such as cartoons or photos that are not really themselves or obscene material. As with profiles, it is also likely that some users may enter profound information. It would also be possible for a user to enter contact details such as their email address into the content of the profile or even rendered onto a photo giving communication access to users who are not subscribers to the network. In a real world live environment the system would need to implement a screening service for administrators to promote profile content and photos to live once they have been deemed suitable. Since the project is concentrating more on the concept of the application rather than building a product that can be commercially launched the system shall not include these features.

When a user visits the central server and signs up as a new member, password boxes will hide the character so onlookers cannot view what has been entered. However, in the device application, password characters will not be hidden as most users rely on the screen to tell them what character they have entered. This feature does not compromise security a great deal as a device can be held out of view of prying eyes.

4 Design

4.1 The system 
The system consists of three sub-systems

1. Central server database

2. Central web server

3. Device software

The following diagram [Figure 4.1] depicts the network model for the system
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Figure 4.1 - Connectivity of the system

A member must first sign up to the service via the web site to create MemberID & password

And upload a photo of themselves. This is done through the web interface. 

The Member then downloads and installs the software onto their mobile device and enters their login credentials that were assigned on signup. Once the user has logged in to the device it searches for other Bluetooth devices running the protocol. Upon a successful discovery, both devices will trade profiles and decide whether to match on a basis of filters that can be applied on the web site. 

When the user wishes to view the new matches online they must invoke the device to be synchronised. This sends an HTTP request over the cellular network and contacts the main server with all new matches. If the member's authorisation credentials are correct the new matches will be inserted into the data base. A response will be returned along with any configuration changes to the device. 
The user is now able to log onto the central server web site to view and chat to new matches.

4.2 The database
The SQL server database consists of 6 tables [Figure 5.1] and serves the following purposes:

· Member–Holds all the users, their security & phone settings and profile criteria.

· Match – Holds primary keys for two member when a match occurs

· Message – Holds all the messages and details of messages that are sent internally by other users

· Block – The block table holds a list of any users that have been blocked by other users. This disallows users from contacting others should the situation ever arise.

· Hotspot – Holds all hotspots and details thereof. This table is cross referenced with the Match table to dynamically produce hotspot Members according to match date & time.

· HotspotPost - Holds all forum Postings for a Hotspot
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Figure 4.2 - The database design

A detailed breakdown of database tables and stored procedures can be found in the appendix under section A.3.0

4.3.0 Central web server core overview
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Figure 4.3 UML for the central server

4.3.2 Member class
Similar in functionality to the Member class in the device system. The Member [figure 4.3] class serves a dual purpose. Firstly it manages device synchronisation. This is achieved by authorising the user's credentials in the database and then updating the system and returning a response. 

Secondly the Member class is used for authorisation and acts as a data structure for the Member. The class contains methods to return the user's current hotspots, Messages, Matches and settings. Although Hotspot and Message functionality have their own classes, calling them in the Member class automatically provides arguments such as Member ID for the current user member acts as a wrapper around this functionality in these other classes.

Originally it was planned to create the Member class as a base class and then inherit the basic properties. This was intended for modularity so both the main server and client device both ran the same base code. This was changed however as it was difficult to keep changing the code of both systems and did not really create any advantage.

The Member class takes care of the following functionalit

· Web interface authorisation 

· Returns matches from the database 

· Returns array of message objects from the database 

· Wrapper around send message 

· Updates profile to the database 

· Manage matches 

· Synchronise device with server 

A detailed breakdown of Methods and properties for the central server Member class can be found in the appendix under section A.5.2.3

4.3.4 Hotspot class overview
Hotspots allow users to select a time span in which an event can take place. It might be a gig venue, a trade fair or anything that entails people congregating together. If a member is matched by another member that is hosting a particular hotspot at that time they are automatically added to the hotspot. 

A member may select to automatically send a message to all members that were at the hotspot and invite them to the hotspot page that has been setup by the hotspot host. The page acts as a temporary portal for the event. Hotspot members are able to view other hotspot members and send messages. This allows members to chat about the event. Members are also able to post public messages on the hotspot.

Hotspot matches are created by checking if a match occurred at the time where each of the matches is hosting a hotspot. Users are able to opt out of the hotspot by deleting it and a host may delete a hotspot at any time.

A detailed breakdown of Methods and properties for the Hotspot class can be found in the appendix under section A.5.1

4.3.5 Message class overview
The message class acts as a wrapper around the database and contains functionality to send, read and delete messages. The class also acts as a data structure, holding information on the message such as the content, sender's Member ID and the date it was sent.

A detailed breakdown of methods and properties for the Message class can be found in the appendix under section A.5.3

4.4 The device software
4.4.1 Overview
The device consists of three classes and a main form. Windows XP (SP2) has built in support for Bluetooth [20] however, it requires extensive coding. For this reason the system shall implement a library that wraps this functionality and allows simpler calls to the API. The package is called Smart Device Framework [21] and is available for free and is only 68kb in size 

Visual studio.NET has a built in device emulator to run the device programs in windows. However, it takes a minute or so on each compile to run the program and the emulator is less than reliable. For this reason this prototype will be developed for Windows XP. Since the code will be the same and the end program will only need a few minor changes to run on the mobile device then this route has been selected as the optimal development path.

At present when the system is run on windows, it searches for other devices running the same GUID (a unique 128 bit identifier unique to every Bluetooth service). If the service is running then the two systems will match and display the usernames in the list box. When synchronisation is invoked, an HTTP request is sent to the central server. The server then authorises their credentials and the Bluetooth MAC address and stores the matches accordingly so they can be viewed later online. The server then returns either failed response ID or the user's device setting to be updated to the device application.

UML Model for mobile device
[image: image10.jpg]a5 Duetine
[ atamscasess: arng
ucissess oy

[icontmeyservr”sosi =
[nadtyproieboal= e
[ibhsaomagress: Buetoomaess
iHiname - ding)

Tosting): g

e
e

[tonrom)
[imosedspoan: oo via
insmComperart) wid
Ftang v
Fitonform_Closran

Fuserom oourt): id
[anom_Losa)  voa
[nensteni ciao
[erciBon ched Ssschangea)

[mensten cios 10

[Fensie

Slutooton

el GUD Gk

[tcren” Bumoancrere

[oecsioe e - 128

ttone - Boeoontisener

[oroeuces. Buetccroementy

[manterson ot <0
aperson. et =1

[macesa e ==

fn bt e

[anvemon - vt

suerson: e

e hcens sy

patauachaauss” aing
Devces: BustoonDevieintl]

lcresecdT  Duteine
ey
[t Amait

P roReR®T0 b ]

fitenterg

fstmeueocasenien: vor
At ke i

farace vz

Loseriom i) comstste

Foimieptucres) e

smeroriLo: vas

[ s e

fasatar ) aioa
nchonzeF omDeucs() it

SenBoctProtet) v
[uetsarcon)
[oiscowitoop0: via
Fitentoon0 - vid
[RecawsToota0: et





Figure 4.4 UML model for the mobile device

4.4.2 BluetoothCom class overview
The Bluetooth class contains two threaded processes, one for listening for incoming connection and the other for device discovery and communication initialisation.

Once a device has been found the system will check to see if a match has already been made, it is then ignored if a match pre-exists. If the match is new and meets basic filter requirements it will be added to the members list of matches.

The incoming thread handles matching when a remote user initiates the connection first.

A detailed breakdown of Methods and properties for the BluetoothCom class can be found in the appendix under section A.6.1.

4.4.3 Match class overview
The Match [figure 4.3] class stores all relevant information on a match. An array of matches is stored in the Member class and contains all the matches the current user has made. The MAC address of a Member is checked against the array of existing matches before it is added. The array of matches is also used when reading and writing to the XML document on the device and when a synchronisation takes place.

A detailed breakdown of methods and properties for the device match class can be found in the appendix under section A.6.2

4.4.4 Member class overview
The Member class is primarily a data structure, holding information on the user device user. The class also contains methods to synchronise the device with the central server, read and write current system state to XML and add new matches to the match array.

This class will also contain functionality to synchronise the device with the central server as well via a binary protocol and reading and writing to the XML storage document.

A detailed breakdown of Methods and properties for the device Member class can be found in the appendix under section A.6.3

4.4.5 MainForm class overview
The MainForm class handles all user interface functionality and calls and holds instances of the Member and BluetoothCom class.

A detailed breakdown of Methods and properties for the device Member class can be found in the appendix under section A.6.4

4.4.6 Invoking Bluetooth communications
The .NET framework provides a low level Bluetooth API that can be implemented with C++. This allows developers to create applications from the ground up but can be very time consuming, not only because C++ is a more complex language but the actual implementation requires more code. 

A disadvantage of using the opennetcf framework is that it is essentially a wrapper around the Microsoft Bluetooth stack that is integrated in all Windows OS's since Windows XP SP2. Not all hardware Bluetooth devices are compatible with the framework. Fortunately, it is unlikely that a manufacturer would design a Microsoft Windows device and incorporate a Bluetooth radio that was incompatible.

The Bluetooth protocol implemented in the system will be binary based. SOAP (Simple Object Application protocol) [26] is a protocol XML based protocol specifically designed to pass application data across networks and is fully supported in the .NET framework. The SOAP approach would be much simpler to implement but Bluetooth connections can be slow at times. Therefore it is important to only transmit critical data and not additional XML metadata as SOAP does. The binary protocol will be harder to implement but will run faster and more reliably in the system than SOAP.

4.4.7 Device Storage
The application stores all settings and matches in an XML storage document on disk [Figure 5.7]. This way when the application loads it can reload the state from the last boot or server update. The .NET framework has built in XML reader and writer classes to handle XML. 

In all stages of development it is important when writing to the XML document that the document is validated against an XML schema. This ensures that the data has been written correctly. The schema has also allowed the XML document to set conditions on what elements are mandatory and limitations of which possible values and types there can be.

4.4.7.1 Read/write events
	Event
	Action

	Application load
	Load from XML

	Application unload
	Save to XML

	Pre-server synchronisation
	Load from XML

	Post-server synchronisation
	Save to XML


Table 5.5 – Read and write events inform the software to read or write to XML storage file

4.4.7.2 XML document storage breakdown
The following Member information is stored in the XML file

MemberID
· The Members MemberID 


Password
· the users password 


Options
· Option1 – Allow Bluetooth messaging 

· Option2 – Send photo via Bluetooth 

· Option3 – Return match inreal-time 

· Option4 – Alert mode. This numeric value is mapped to Table 5.6 


Profile
· Age – The users age 

· Gender – The user gender 

· Seekage – gender to match for (if any) This numeric value is mapped to Table 5.7 

· Seekgender – age range to match for (if any). This numeric value is mapped to Table 5.8 


Match
· MatchName – Username of the match 

· MatchTime – The date and time the match occured 

· MatchConfirmedByServer – true if the match has been confirmed by the central server 

· MACAddress – The Bluetooth MAC address of the match 

XML Schema is a language for describing the structure, and constraining the contents, of XML documents. It allows documents to be parsed by a set of validation rules to decipher if the XML is valid. This will also aid development and act an XML debugger should the file become corrupt. 

4.4.7.3 Storing Matches
When the server is successfully synchronised all matches are stored in the XML storage file with their node MatchConfirmedByServer set to true. This value tells the system to ignore it for future synchronisation requests and not to match the same device again. This ensures that if two matched persons enter the same proximity again, they don't appear as a new match.

The XML schema has been designed such that it can hold numeric values for all of the user's settings and filter settings [Figure 4.7]. The current system design has 4 options for device configuration. Allow Bluetooth messaging, send photo, match in real time and alert mode.
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  <?xml

    version="1.0" encoding="utf-8"?>

   <Member>

<Name>lawrence</Name>   

<Password>password</Password>

        <Options>

                        <Option1>0</Option1>

                        <Option2>1</Option2>

                        <Option3>0</Option3>

                        <Option4>0</Option4>

        </Options>

<Profile>

        <Age>18</Age>

        <Gender>1</Gender>

        <AgeSeek>2</AgeSeek>

        <GenderSeek>0</GenderSeek>

</Profile>

<Matches>

        <Match>

                        <MatchName>MatchA</MatchName>

                        <MatchTime>10/4/2006 10:56:25</MatchTime>

                        <MatchConfirmedByServer>false</MatchConfirmedByServer>

                        <MACAddress >E555A0FF06</MACAddress>

        </Match>

        <Match>

                        <MatchName>MatchB</MatchName>

                        <MatchTime>11:4/2006 12:34:52</MatchTime>

                        <MatchConfirmedByServer>false</MatchConfirmedByServer>

                        <MACAddress>EEAAE4D412</MACAddress>

        </Match>

        <Match>

                        <MatchName>MatchC</MatchName>

                        <MatchTime>12:4/2006  17:41:28</MatchTime>

                        <MatchConfirmedByServer>false</MatchConfirmedByServer>

                        <MACAddress >124EDDA25F</MACAddress> 

        </Match>

</Matches>

    </Member>

Figure 4.7 – Unencrypted example XML document for device storage

5 Interfaces

5.1 Overview
This section details the interface for the device and the central server. Heuristic evaluations and C.R.A.P framework evaluation are applied for all web pages. Heuristic evaluations are applied to the device interface. These can been seen in the appendix under section A.1. From this the interface will be re-evaluated and changes made to the system.

5.2 The device interface
Early interface designs of the system were all created for Windows XP [Figure 5.1]. This allowed speedier development of the application as the visual studio emulator is bulky in memory and CPU and takes a minute to run the application. The Windows XP interface is designed for a keyboard and mouse so this makes usability faster, clearer and easier.

Since the application logic in the system has been componentised it is quick and easy to prototype design. All windows GUI controls can be easily drawn onto a form in Visual Studio and then mapped to the appropriate component method.
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Figure 5.1 - The prototype program for windows showing current phone settings, profile and any new matches found by Bluetooth discovery

The first Smart Phone version of the interface was similar to the Windows XP prototype in that it displayed the settings on screen all the time and contained a list of matches [Figure 5.2]. This design was not created to be a first test case for the users but rather a test implementation that invokes the system functionality
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Figure 5.2 – first Smartphone device prototype displaying options and matches on screen

Web interface

5.2.1 Site overview
The front end of the site is relatively simple and contains only 8 pages [Figure 5.3]. Although giving a good range of features increases usability, developing a site with minimal pages allows users to easily comprehend the system.

[image: image14.jpg]Web page map for web interface:

%

View Hotspot




Figure 5.3 - Site map for the central server

5.2.2 Home page
After the user has logged in with their credentials they are greeted with a control panel and are shown new matches and messages [figure 5.5]. This gives the user quick access to the status of their account and allows them to view the current settings on their phone and when it was synchronised with the server last. 

From here a user will be able to visit a single page to decipher if any changes in the account have occurred and if the user wishes to action anything.
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Figure 5.4 -The user's home page displays new matches, message and current settings

5.2.3 The console
The console is located in the top left of the screen and contains the option to allow or disallow incoming Internet messages through the site. A status is also displayed to show when the phone was last synchronised and if it is up to date with the online system. Finally, the console contains a logout hyper-link. If no user is logged in then the console will display a Member ID and password text box with a login link.

5.2.4 Messages
The top left box displays any new messages that the user has received. From this they will be able to click the message to read the content.

5.2.5 New Matches
The top right box presents the user with a list of the last 5 new matches. These can be clicked individually to view matches profile. This section is only supposed to be a brief overview of any new matches and not the main point of viewing. To view a list of more than five the user would visit the matches page.

5.2.6 Phone settings
These are setting that the device is currently configured to or at least what the system will set the device to when the phone is synchronised. These include, Allow incoming Bluetooth messages, send photo with profile, match in real time and the alert mode for the device (vibrate, vibrate and ring or silent). 

5.2.7 Match filter
The match filter box allows the user a brief overview of their match criteria settings and displays their current main photo.

5.2.8 Messages
The Messages section allows a central point for members to view and reply to messages [Figure 5.5]. All messages sent within the system are displayed on the page. Clicking on a message allows members to view the whole message and reply if they wish. 

Messages can be deleted by checking the box next to the message and clicking delete. This permanently removes the message from the system.
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Figure 5.5 – Message section allows members to view their messages and reply to other members

5.2.9 Matches
The matches section allows users to view their list of current matches. From here they can view more details about the match with a description of themselves and a photo. A user may send a message across the system from here or even delete the match from their account. The page also shows if they are online now or when they were last online. 
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Figure 5.5 - A user opts to send a message to another use. This is stored within the system and read at the receiver's request

From the Matches page a user will be able to contact a user through the messaging service in the system [Figure 5.6]. When a user has a new message this will be reflected on the home page. There will be an additional page to specifically manage and send messages.

5.2.10 Hotspots
Hotspots allow users to set a time span in which an event takes place. All users within the proximity of the host's device will automatically become a member of the hotspot for the duration of its life (terminated when the user deletes the hotspot).

The idea behind this is that a member can be at a particular event; a gig for example and all other member who visit the gig will become a member of the Hotspot allowing all to chat online later. Hotspots are only accessible if the user's device tagged the hotspot and cannot gain access via an invite from other users, creating exclusivity.

The Hotspots section allows users to view all hotspots that they are hosting and of which they are a member. From this section it is also possible to create a hotspot and customize the look of its home page. Other page functionality will include:

· View list of hosted hotspots 

· Delete hosted hotspots 

· Visit hosted hotspots 

· View list of joined hotspots 

· Delete joined hotspots 

· Visit joined hotspots 
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Figure 5.6 – hotspots page allows users to view their hosted and joined hotspots as well as create a new hotspot

5.2.10.1 Viewing Hotspots
Once a user has been tagged as a member of the hotspot then a link to it will appear in the hotspot section. Within a hotspot members are able to view all other members on the left hand side of the page. This number will grow as more members synchronise their device or in the case of the host synchronizing his device, all of the users tagged will all appear on the page for that Hotspot instantly. Members are able to send messages to other members of the hotspot and post public messages to the hotspot page much like a blog.
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Figure 5.7 – Hotspot page displaying member's profiles on the left and the main content to the right.

Hotspots can be visually customised via CSS to change characteristics of the page. Figure 5.7 displays a hotspot that has been customised with the css in figure 5.8.

5.2.11 Profile
The profile section allows members to view and edit their current profile settings. This section was an addition to the system created after user evaluation testing and was not included in the initial design. The profile can be view in the final design in section 10.2.8

5.2.12 View profile
The view profile section allows members to view other member's profiles. This section was an addition to the system created after user evaluation testing and was not included in the initial design. The view profile can be view in the final design in section 10.2.9

7 Implementation

7.1 Central web server 
The central server running ASP.NET and makes use of sessions to store client data.

Each page has a header and footer control embedded in the source. This allows changes to be made without making code changes in multiple places. The header control contains code to determine if the users Session["Member"] object is not null. In the event that it is null, a user has tried to access a page without logging into the system or the client's session has expired and the system requires that they login again.

7.1.1 Hotspot date handling
Hotspots dates are handled using a custom ASP.NET calendar control [xxx]. This allows a more compact (in terms of page layout space) way of allowing the user to select dates.

7.1.2 Handling uploaded images
When an image is uploaded to the server it is passed through a number of stages:

· 1. The uploaded file's mime type is checked to determine if the file is an image 

· 2. The Image is and resize copied to two image instances. MainImage and Thumbnail Image 

· 3. The graphics object for each image is obtained and "goAbout" is printed to the top left of the image. The text also contains a drop shadow. 

· 4. A random number is then generated and the both files are given disk storage names. EG 47874578.jpg & 47874578Thumb.jpg 

· 5. A check is then done to make sure files with the generated number do not already exist.If the files do exist the generator will keep creating new numbers until unique number is found. (See source class Global.asax.cs line 73 for optimisation for this stage) 

· 6. The files compression is set to jpeg with a compression value of 85% (medium-highquality). The file is then written to disk 

· 7. If the member has previously uploaded a photo, this is deleted. 

· 8. The Member object is then updated to reflect the new photo image file names and the is then returned. 

7.1.3 Formatting dates
Dates are displayed on a number of pages throughout the site and it is important to display them in such a way that they can be easily recognised. The PrettyDate() method in the Global class takes a date as an argument and returns a formatted string relative to the current date and time. 

For example:

· Today 18:45

· 6 days ago

· Yesterday 14:25

7.2 Device/Central server synchronisation
The synchronisation protocol relies upon the client initialising the connection with a Central server using an initialisation string [figure 8.2]. Once the central server receives the connection data the string is parsed and action is taken accordingly.

Communication with the central server is implemented via HTTP using the WebResponse and StreamReader classes. Once the server has authorised the user and confirmed any new matches a reponse is sent back.

This method creates a comma delimited string of the current state of the system and using the WebResponse class, posts the information to the central web server. The server will respond with an acknowledgement if the synchronisation is successful and returns the confirmed matches and any amendments of options and profile settings in the device. The device is able to access these amendments by using the StreamReader class. Once the response string has been deserialised, the current state of the device is updated and then written to the XML storage document.

It is important to order the parameters exactly or parsing the initialisation string will fail [table 8.2]. The first 6 parameters must be present with optional parameters 7,8 & 9 being repeated for every match the device has found.

Order of parameters
	Order 
	Parameter

	1
	MemberID

	2
	Password

	3
	Option 1 represented as an integer

	4
	Option 2 represented as an integer

	5
	Option 3 represented as an integer

	6
	Option 4 represented as an integer

	7
	Match Member ID

	8
	Match Bluetooth MAC Address

	9
	Date & Time of match


Table 7.1 – Synchronisation Initialisation string ordering

Mobile Device transmit
· Creates a comma delimited string [Figure 7.2] of items to send to the central server ordered according to Table 8.2.

· Convert the string to an array of bytes

· Push the byte array onto the Bluetooth client buffer

· flush the buffer and close the connection

Central server receive
· Receive the transmitted byte array

· Convert the byte array to string

· Split the string in the an array of strings via the comma delimiter

Central server response
· If the ResponseParameters[0] = "badlogin" then the user has provided bad login credentials.

· If the ResponseParameters [0] = "baddata" then synchronisation has failed due to corrupt data

· Otherwise the synchronisation was successful so set the ConfirmedByServer of the member object to true, retrieve all the device options (Alert mode, etc) that have been set server-side and call the system state to be saved to XML. Once ConfirmedByServer has been set to true the match is never called for synchronisation again.

7.3 Bluetooth communications
Bluetooth connectivity is handled by two threaded processes:

· Discovery & Send – Looks for new devices and sends the member's profile

· Listener – Handles incoming connections

The device to initialise connection first acts as the client with the remote device being the server. The client firstly requests connection from the server device using the unique 128 bit GUID. The GUID represents the system protocol identifier and is hard-coded into the device software. Once the client and server have defined that they are running the same protocol the client creates an initialisation string [Figure 8.2].

Order of Bluetooth initialisation string
	Order 
	Parameter

	1
	MemberID

	2
	Age represented as an integer

	3
	Gender represented as an integer (1:male 0:female)

	4
	Seek age band represented as an integer

	5
	Seek Gender represented as an integer (1:male 0:female)

	6
	Received profile as integer


Table 7.2 – Synchronisation Initialisation string ordering

	

	
	


This initialisation string is serialised and de-serialised in much the same way as the synchronisation protocol in section 7.2. After this the local user match filter is applied to the remote member age and gender and the system decides whether to match. 

Upon a succession of the filter process, a Match object is created and added to the member's match array (also it stored in the XML storage document). Should the device acting as a server implement a client connection whilst or after a match has been made, a check is done on the server to determine if the match already exists. If it does then the match is not added again. 

The last byte in the initialisation string is set to 1 if the device has already received the remote user's profile. This avoids the protocol to keep sending back and forth until the two devices move out of range.

Initially there was a problem with running the discovery agent and the listener at the same time, even in separate threads. However, after investigation, one of the Bluetooth devices used for development did not support multi-way connectivity [5]. This meant that the device could only listen or discover. Consequently, as soon as the code to listen for incoming connections is executed, the program stalls and does not allow Bluetooth discovery until another device moves into range and makes the connection first. This was resolved after installing another Bluetooth device supporting 7-way connectivity. This could mean that the application could be threaded for multiple outgoing and incoming connections at the same time in future releases. It would seem like good practice to leave a few of these channels free however so device users can still use Bluetooth for other scenarios such as headsets.

7.4 Device storage
Reading and writing of XML to the device's disk is achieved through the XmlTextWriter and XmlTextReader class in the System.Xml namespace of the .NET framework. 

XmlTextReader takes an XML document file location as a parameter and creates a tree structure of the document in memory. The tree can then be iterated through using the read() method and cascaded down to find the nodes containing information on the stored state of the system. Once the according node has been found it is loaded into memory setting the the device to the state when it was last closed.

The XmlTextWriter class writes XML back to the document with the current state of the server and all matches found. This is achieved with the WriteStartElement() method to create a new node and WriteElementString() to create an element inside the node.

When the application first loads it checks if there is an existing file named goAbout.config.xml. If no file is present then the user will be promted with a screen requesting their member ID and password. The XML storage document is then created and populated with the user's credentials. The subsequent times the application is loaded, the XML file contents will be automatically loaded with the members details.

7.3 System security
This section details the areas of the system which could potentially be exploited. Whilst it is always important to design a system with security in mind some security layers have been implemented after initial design stages. This speeds up development time by not needing to step through code, handling areas such as encryption through prototyping stages.

The following security procedures were implemented in the system

· Username and password verification on device and central server synchronisation

· Encryption of username and password in XML file

· Secure Socket Layer over HTTP for device and central server synchronization

· MAC address verification on device and central server synchronization

7.3.1 SQL Injection 
When dealing with SQL code it is important to make sure that any SQL code that is being dynamically generated via user input cannot be maliciously compromised. One such malicious technique is called SQL injection. This is where a hacker may place a string in a textbox with intent to "bleed" into the SQL code. For example:

The following code could obtain the requested password through the textbox value. If the value is not the correct password then the query will return a bad login request

	C# code

	SQL = "SELECT * FROM login WHERE password ' " = textbox.text + " ' ";

	Rendered SQL with 'GBN432JD' in textbox

	SELECT * FROM login where password = 'GBN432JD'


However, a malicious programmer could use a SQL injection technique to change the code to the following:

	A hackers enters the following text into the textbox:

	' or '' = '

	Rendered SQL with value from textbox

	SELECT * FROM login where password = '' OR '' = ''


Result from SQL injection
Since the OR keyword is used and a blank string is being compared to another blank string, the value will always return either true or all the values from the database.

Solution
To evade this problem, stored procedures are used. Apart from the obvious speed and maintainability optimizations, stored procedures are a far more secure way of transferring data between and application and database and also means that SQL code is never compiled into distributable source code.

8.3.2 Bluetooth MAC address
When a member synchronises their device with the central server the match MemberID and Bluetooth MAC address are sent. This stops those who have gained access to another member's ID and password from using the service on their device.

An account shall be temporarily suspended if:

· A user tries connecting using a device with a different MAC address

· A number of attempts are made to synchronise the server with matches that do not exist or have incorrect Mac address (a potential brute force match is taking place)


The Bluetooth MAC address of the mobile device will give power to secure the system in a number of ways: because the MAC address is hardwired into the device it cannot be changed. A malicious user would need to obtain a new mobile device and re-register with the new Bluetooth MAC address. The central system would need to make a number of checks to secure that the any updates to the server come from a device which has the correct member ID and password and has a MAC address paired with the data record on the central server. 

7.3.3 Exploiting stored XML data
If a handheld device with the system running falls into malicious hands it is important that files cannot be directly read or lifted off the system in their raw format for two reasons:

1. Member ID and password could be extracted and be used to log onto the central web server to take control over the account.

2. Personal settings such as match filter could be viewed.

Solution
All data stored in the XML file will be encrypted when written to disk and decrypted after being read. Triple DES [28] encryption is built into the .NET framework and has been used to encrypt and decrypt all XML data.

7.3.4 Packet sniffing for passwords
There are a number of ways an unencrypted password or private details can get into the wrong hands when communicating through the internet. One such method is to use packet sniffing software that literally reads the contents of a network packet where passwords can be extracted. EtherDetect Packet Sniffer [29] does exactly this and grabs packets that are transmitted over the same network.

Solution
Use 128bit Secure Socket Layer. This method allows communication with a high level of encryption that would be very hard to break

7.3.5 Bluetooth connection block
It could be possible if someone wrote a custom program to launch a denial of service attack on the goAbout client. A flood of data could be sent to the device tying up all its bandwidth and possibly crashing the device.

Solution
Keeps a history of all connections recording MAC address. When a connection is requested a check can be done to see if the device has had any previous connection attempts. If more than a set number exist (in this system's case 5) then the device drops the connection immediately.

10 Final system design

10.1 The device design
The device interface has had an almost complete resign from user testing [figure 10.1] and now has two screens: the login screen and the main screen.

The final device program has been compiled on a newer version of Microsoft Mobile device emulator to increase viewing experience

10.1.1 Login screen
When the device software is first loaded the user is prompted to enter their Member ID and password [Figure 10.1]. Once these credentials have been inputted the user clicks the right button (labelled login) and the user is logged in. It must be noted that at this stage they have not been authorised by the server. A member is authorised when they activate the synchronise command.

The password text box appears when the user clicks the down key and the focus is shifted. This is a default feature of Windows Mobile 2003.

[image: image20.jpg]



Figure 10.1 – The user is prompted to enter their Member

ID and password on initial boot

10.1.2 Main screen
The main screen now has two labels [figure 10.2] displaying the Member ID of the Current user and number of new matches that a member has. The goAbout logo has also been placed in the background of the form to add to visual experience.
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Figure 10.2 – The main screen of the device software showing the member ID and Number of Matches

10.1.3 Menu options
The menu system allows users to control the device application in the following ways:

Control menu
1. Synchronise – Synchronises the device with the central server

2. Exit – Shuts down all Bluetooth connections and discovery and exits the application

Settings
1. Silent mode – Sets the device alert to silent when the member match occurs

2. Vibrate Only – Sets the device to vibrate when the member match occurs

3. Vibrate and Sound – Sets the device to Vibrate and sound when the member match occurs

Once an option is selected in the settings menu a check box will reside to the left of the selection. This can be seen in Figure 10.3 where the device has been set to "Vibrate Only". This setting is overridden when the user clicks the synchronise command in the Control menu as all settings on the server are master command or the process of changing settings could be confusing. 

Once the member has clicked the synchronise command the devices communicates with the central server and transmits any new matches. If successful, the central server will return an "ok "command and the user settings and confirmation of matches are updated in the system. The "Number of Matches" label will display 0 new matches.
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Figure 10.3 – The control and settings menu options

10.2 The Web server 
10.2.1 Overview
The structure is very similar to the initial design. The introduction of profiles has added two additional pages.

· Edit profile – Allow members to edit their interests, photo & filter settings

· View profile – Allows members to get a detailed view of a Matches profile
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Figure 10.4– Web map for the final central server design

10.2.2 Root page
The root page [Figure 10.5] is the first page a client gets directed to. Members can log in through the top left login control or become a member by entering their details in the central control on the page.

The screenshot [Figure 10.5] displays a message informing the member to check their details. In this case the user has entered two different passwords.
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Figure 10.5 – The default page of the web system

10.2.3 Home page
The Home page displays Messages, Matches, phone settings and Filter options and is presented to a Member after they have logged in or just signed up. A friendly date formatting function has been applied to dates of hotspots also to allow for clearer viewing. This is applied throughout the site on all dates.
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Figure 10.6 – The home page allows Member to view any new activity in their account

10.2.4 Message
The Message page [Figure 10.7] has been updated and now allows members to instantly reply to members and to view which messages are unread. This is displayed with the blue envelope signifying a new message and a white envelope indicating that the message has been previously read. 

Messages expand when they are clicked on to display the full message as displayed in Figure 10.7.
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Figure 10.7 – Message page allows Members to view and reply to messages

10.2.5 Matches
The Matches page [Figure 10.8] has been updated so users are able to click on a member's photo and browse the profile of their Matches (section 10.2.7).

10.2.5 Matches 

The Matches page [Figure 10.8] has been updated so users are able to click on a member's photo and browse the profile of their Matches (section 10.2.7).

             SYSTEM  IMPLEMENTATION

5.1  REQUIREMENT ANALYSIS

The completion of this thesis requires the following Software & Hardware
Software Requirements

Hardware Requirements
PROCESSOR


-
Pentium IV

RAM




-
32 MB 

SECONDARY STORAGE
-
1 MB 

MOUSE



-
Logitech 

5.2 SOFTWARE DESCRIPTION

Microsoft.NET Framework


Microsoft made the specifications for .net development platform freely available for the compiler vendors in the form of common language specification (CLS). The common language specifications provide the specifications for a language to compile into a common platform. The compiler vendors must design the compiler in such a way that the compiled code conforms these specifications. These compilers compile the programs written in the high level language into a format called intermediate language format.



Common Language Function


This IL code format is not the machine language code. So, in order to execute the program we need to compile it again into machine language.This is done by the Common Language Functions(CLR). The Just-in-time compiler(JIT compiler) of th CLR takes the IL code as input and Compiles it and executes it.





A Sample view of .NET Framework



C#.NET framework

Microsoft .NET 


The Microsoft .NET software developers list can br downloaded from Microsoft official website. It contains the following:-

· Compiler for C#

· Common Language Runtime

· CLR Debugger

· .Net base classes

· Some utilities

C#  Base Classes :


A significant part of the power of the .Net framework comes from the base classes supplied by microsoft as part of the .NET framework. These classes are all callable from C# and provide the bind of basic functionality that is needed by many applications to perform, amongst other things, basic system, windows, and                  . The types of purposes you can use the base classes to do include

· String handling

· Arrays, lists,maps etc.,

· Accessing files and the file system

· Accessing the registry

· Security

· Windowing

· Windows messages

· Database access [14]

Visual C# .NET 2003 is the modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With syntax that resembles C++, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual C# .NET builds on a strong C++ heritage. Immediately familiar to C++ and Java developers, C# is a modern and intuitive object-oriented programming language that offers significant improvements, including a unified type system, "unsafe" code for maximum developer control, and powerful new language constructs easily understood by most developers. 

Developers can take advantage of an innovative component-oriented language with inherent support for properties, indexers, delegates, versioning, operator overloading, and custom attributes. With XML comments, C# developers can produce useful source code documentation. An advanced inheritance model enables developers to reuse their code from within any programming language that supports .NET. 

C# developers can join the newest, fastest-growing developer community, in which they can exchange code and resources, leverage skills across multiple computing environments, and contribute to the standardization process that ensures vibrant and active community participation. 

With a superior IDE, Visual C# .NET provides users with the ultimate developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. New custom build rules make developing robust and powerful software easier than ever. 

Using the Web Forms Designer and XML Designer, developers can use IntelliSense features and tag completion or the WYSIWYG editor for drag-and-drop authoring to build interactive Web applications. With a few simple steps, programmers can design, develop, debug, and deploy powerful XML Web services that reduce development time by encapsulating business processes accessible from any platform. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 

Developers can also use the tested and proven .NET Framework class library to gain powerful built-in functionality, including a rich set of collection classes, networking support, multithreading support, string and regular expression classes, and broad support for XML, XML schemas, XML namespaces, XSLT, XPath, and SOAP. And, with the Java Language Conversion Assistant (JLCA), programmers can begin migrating their Java-based projects to the Microsoft .NET environment. 

Using Visual C# .NET 2003, developers can construct powerful Web services that encapsulate business processes and make them available to applications running on any platform. Developers can easily incorporate any number of Web services that are catalogued and available in many independent Universal Description, Discovery, and Integration (UDDI) directories, providing a strong foundation of services and business logic for their applications. 

Visual C# .NET 2003 also enables developers to build the next generation of Windows-based applications. With visual inheritance, developers can greatly simplify the creation of Windows-based applications by centralizing in parent forms the common logic and user interface for their entire solution. Using control anchoring and docking, programmers can build resizable forms automatically, while the in-place menu editor enables developers to visually author menus directly from within the Forms Designer. 

Visual C# .NET 2003 is a modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With familiar C++-like syntax, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual 
C# .NET provides users with a superior developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 
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