Steganography for Data Hiding Messages in MIDI Songs
Introduction

Most MIDI messages are hearable, but others only control some settings on the MIDI device. This article describes how to abuse the message "Program Change", which changes the instrument4s sound, to hide a short message in the MIDI file.

What it is NOT about

The article is not about encryption, it is only about hiding. Secret messages should be encrypted before they are hidden in an unsuspicious media file, but that step is not a part of this text.

Short MIDI Overview

A MIDI file contains events. Every event consists of a time, a message type and a specific number of parameters (data bytes). There are eight possible types:

	Type
	Name
	Data
	Meaning

	80
	Note Off
	2 Bytes (Note, Velocity)
	The musician starts playing a note

	90
	Note On
	2 Bytes (Note, Velocity)
	The musician stops playing a note

	A0
	After Touch
	2 Bytes (Note, Pressure)
	The pressure on a key changes between 90 and 80

	B0
	Control Change
	2 Bytes (Control, Value)
	A device specific setting is changed

	C0
	Program change
	1 Byte (Program Number)
	Another program ("instrument") is selected

	D0
	Channel Pressure
	1 Byte (Pressure)
	After Touch for a whole channel 
 used by devices without sensors on every key

	E0
	Pitch Wheel
	2 Bytes (combined to a 14-bit value)
	The pitch wheel setting changes

	F0
	System Exclusive
	all Bytes to next 0xF7
	Device dependent messages


The lower four bits are reserved for the channel number. If you play a middle C on channel 5, your sequencer (the MIDI keyboard) sends a message like that:

02 94 3C B7

Two clocks from start, key on channel 4 (counted from 0), note 60 (middle C), velocity 92.

If you switch the "instrument" to "Piano" before you start playing, it sends a message like that:

00 C4 00

Before start of song, program change on channel 5, new program is number 0.

When the sequencer saves the recorded messages, it places a header at the beginning of the file, and headers at the beginning of each track. Every header contains two fields for type and length. 

struct ChunkHeader {

    char[] type; //char[4], MThd ot MTrk
    Int32 length; //length of the chunk
}

The type can be "MThd" for a file header, or MTrk for a track header. A file header looks like that:


After the file header, the first track header has to follow. A typical file header looks like that:
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The length of a track header specifies the count of bytes until the next track header begins. These bytes are system and MIDI messages. System messages have the type 0xFF, a subtype byte, and a length byte. The length specifies the count of data bytes:
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Usually a file starts with a couple of non-midi messages, followed by Control Change messages, and then Program Change and Note On/Off messages:
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The end of every track is marked by an End Of Track event:
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If you want to know everything about the MIDI specification, I recommend you visit the MIDI Technical Fanatic4s Brainwashing Center.

Silent Hiding Places

What happens, if a few Program Change messages follow in a row, without a Note On/Off message between them? The MIDI device changes from on program to another in no time, reaches the last one and then plays the next sound. You don't hear the Program Change itself, you just hear the notes played with the current program. That means we can hide a Program Change message BEFORE another Program Change message, and nobody is going to hear it. 

The data byte, which contains the program number to switch to, can be any value from 0 to 127. Note that bit #7 of each octet is reserved as a Start Of Message flag. All message types have bit #7 set to 1, all other bytes use only bits #0 to #6. Variable length fields (time fields and parameters of SysEx messages) don4t need a length field, because they end with the first byte >127 (this must be the start of the next message).

The Program Change messages are good for hiding a short message, but the bytes of an Unicode text may be >127. So we have to split the bytes. There are more than enough bits for hiding an half byte in one Program Change. Splitting a byte is easy:

private byte[] SplitByte(byte b){

    byte[] parts = new byte[2];

    parts[0] = (byte)(b >> 4); 

      //shift higher half into lower half
    parts[1] = (byte)((byte)(b << 4) >> 4); 

      //shift higher half outside, shift back
    return parts;

}

All we have to do is to step through the MIDI file until we reach a Program Change event, insert a copy of that event with the program number changed to the half byte we want to hide, and then look for the next Program Change event to hide the next half byte. An average MIDI file contains less Program Change events than an average sentence contains letters, so we have to place multiple fake events before the original one.

Before we begin, it is good to define a few structures. They will make things easier.
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/// <summary>Header of a MIDI file (MThd)</summary>
public struct MidiFileHeader {

    /// <summary>char[4] - must be "MThd" (beginning of file)</summary>
    public char[] HeaderType;

    ///<summary>Length of the header data - must be 6.
    ///This value is an Int32 in Big Endian format (reverse byte order)
    ///</summary>
    public byte[] DataLength;

    /// <summary>Format of the file
    /// 0 (one track)
    /// 1 (multiple simultaneous
    /// 2 (multiple independent tracks)</summary>
    public Int16 FileType;

    /// <summary>Number of tracks</summary>
    public Int16 CountTracks;

    /// <summary>Pulses Per Quarter Note</summary>
    public Int16 Division;

}

/// <summary>Header of a MIDI track (MTrk)</summary>
public struct MidiTrackHeader {

    /// <summary>char[4] - must be "MTrk" 
    /// (beginning of track)</summary>
    public char[] HeaderType;

    ///<summary>Length in bytes of all messages in the track
    ///This value is stored in Big Endian format 
    ///(reverse byte order)</summary>
    public Int32 DataLength;

}

/// <summary>Time, Type and Data of an event</summary>
public struct MidiMessage {

    /// <summary>Delta time - variable-length field</summary>
    public byte[] Time;

    /// <summary>//higher 4 bits type, lower 4 bits channel</summary>
    public byte MessageType;

    /// <summary>One or two data bytes
    /// SysEx (F0) messages can have more data bytes, 
    /// but we don't need them</summary>
    public byte[] MessageData;

    /// <summary>Creates a new message from a template message</summary>
    /// <param name="template">Template for Time and Type</param>
    /// <param name="messageData">Value for the data bytes</param>
    public MidiMessage(MidiMessage template, byte[] messageData){

        Time = template.Time;

        MessageType = template.MessageType;

        MessageData = messageData;

    }

}

Now we can start reading a MIDI file. All the security checks about if the file contains enough messages and its size won't increase too much are left out, you can view them in the complete source files.
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/// <summary>Read a MIDI file and hide or extract a message</summary>
/// <param name="srcFileName">Name of the clean MIDI file</param>
/// <param name="dstFileName">Name of a file to save the result in</param>
/// <param name="secretMessage">The message to hide,
///        or empty stream to retrieve the extracted message</param>
/// <param name="key">The key pattern specifies 
/// which ProgChg events to ignore</param>
/// <param name="extract">true: Extract a message from [srcFileName];
///        false: Hide a message in [srcFileName]</param>
public void HideOrExtract(String srcFileName, String dstFileName,

                          Stream secretMessage, Stream key, bool extract){

    //Open the source MIDI file
    FileStream srcFile = new FileStream(srcFileName, FileMode.Open);

    srcReader = new BinaryReader(srcFile);

    //Create a stream to store the resulting MIDI file
    dstWriter = null;

    if(dstFileName != null){

        FileStream dstFile = new FileStream(dstFileName, FileMode.Create);

        dstWriter = new BinaryWriter(dstFile);

    }

    //If the flag is true, the rest of the source 
    //file is copied without changes
    bool isMessageComplete = false;

    //stores the currently processed message
    MidiMessage midiMessage = new MidiMessage();

    //Read the file header
    MidiFileHeader header = new MidiFileHeader();

    //Read type
    header.HeaderType = CopyChars(4);

    header.DataLength = new byte[4];

    header.DataLength = CopyBytes(4);

    //Check type field
    if((new String(header.HeaderType) != "MThd")

        ||(header.DataLength[3] != 6)){

        MessageBox.Show("This is not a standard MIDI file!");

        srcReader.Close();

        dstWriter.Close();

        return;

    }

    //It is a Standard MIDI file - read the rest of the header
    //These values are Int16, stored in reverse byte order
    header.FileType = (Int16)(CopyByte()*16 + CopyByte());

    header.CountTracks = (Int16)(CopyByte()*16 + CopyByte());

    header.Division = (Int16)(CopyByte()*16 + CopyByte());

Now that we passed the file header, we expect to find the first track header. It is time to read the first pair of secret half-bytes, and then dive deep into the track.
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//Get the first secret byte, or clear initialize the byte for extraction
byte[] currentMessageByte = extract

    ? new byte[2]{0,0}

    : SplitByte((byte)secretMessage.ReadByte());

//Initialize index for the currentMessageByte array
byte currentMessageByteIndex = 0;

//Initialize counter for the bytes added to the track
Int32 countBytesAdded = 0;

//Get the first key byte (0 if no key used)
int countIgnoreMessages = GetKeyByte(key);

//Loop over all tracks
for(int track=0; track<header.CountTracks; track++){

    if(srcReader.BaseStream.Position == srcReader.BaseStream.Length){

        break; //no more tracks found
    }

    //Read track header
    MidiTrackHeader th = new MidiTrackHeader();

    th.HeaderType = CopyChars(4);

    if(new String(th.HeaderType) != "MTrk"){

        //not a standard track - search the next track
        while(srcReader.BaseStream.Position+4 < srcReader.BaseStream.Length){

            th.HeaderType = CopyChars(4);

            if(new String(th.HeaderType) == "MTrk"){

                break; //found a standard track
            }

        }

    }

    //Remember the position of the length field
    //We have to get back here and change the value
    //because the length is going to change
    int trackLengthPosition = (dstWriter == null) ? 0

        : (int)dstWriter.BaseStream.Position;    

    //Read the length field and convert it to Int32
    //srcReader.ReadInt32() returns a wrong value,
    //because of the reverse byte order
    byte[] trackLength = new byte[4];

    trackLength = CopyBytes(4);

    th.DataLength = trackLength[0] << 24;

    th.DataLength += trackLength[1] << 16;

    th.DataLength += trackLength[2] << 8;

    th.DataLength += trackLength[3];

The header is done, let's continue with the messages. Usually the first messages are non-MIDI information, like song name and lyrics. We can copy them into the destination file without looking at the content.
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bool isEndOfTrack = false; //start of new track
countBytesAdded = 0; //no bytes added yet
while( ! isEndOfTrack){

    /* Read the messages

     * 1st field: Time - variable length

     * 2nd field: Message type and channel - 1 byte

     *    The lower four bits contain the channel (0-15),

     *    the higher four bits contain the message type (8-F)

     * 3rd and 4th field: Message parameters - 1 byte each */
    ReadMidiMessageHeader(ref midiMessage);

    if(midiMessage.MessageType == 0xFF){ //non-MIDI event
        if(dstWriter != null){

            dstWriter.Write(midiMessage.Time);

            dstWriter.Write(midiMessage.MessageType);

        }

        byte name = CopyByte();

        int length = (int)CopyVariableLengthValue();

        CopyBytes(length);

        if((name == 0x2F)&&(length == 0)){ // End Of Track
            isEndOfTrack = true;

        }

    }

The MIDI messages are more interesting. We have to remove the channel number (lower four bits) to get the message type, then we can check if we have found a Program Change.
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else{        

    //remove channel information by resetting the 4 lower bits
    byte cleanMessageType = (byte)(((byte)(midiMessage.MessageType >> 4))

       << 4);

    if((cleanMessageType != 0xC0)&&(dstWriter != null)){

        //Not a "program change" message - Copy it
        dstWriter.Write(midiMessage.Time);

        dstWriter.Write(midiMessage.MessageType);

    }

    switch(cleanMessageType){

        case 0x80: //Note Off - Note and Velocity following
        case 0x90: //Note On - Note and Velocity following
        case 0xA0: //After Touch - Note and Pressure following
        case 0xB0: //Control Change - Control and Value following
        case 0xD0: //Channel Pressure - Value following
        case 0xE0:{ //Pitch Wheel - 14-bit value following
            CopyBytes(2); //Copy the data bytes
            break;

        }

        case 0xF0: { //SysEx - no length, read until end tag 0xF7 is found
            byte b=0;

            while(b != 0xF7){

                b = CopyByte();

            }

            break;

        }

        case 0xC0:{ //Program Change - Program number following
We have found a Program Change message. Depending on the total count of Program Changes, we have to hide one or more 4-bit-packets here ("block size"). Extracting the message later on we have to know that block size, so it4ll be the first information to hide, and the first information to extract.
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        //Get program number
        midiMessage.MessageData = srcReader.ReadBytes(1);

        if( ! isHalfBytesPerMidiMessageFinshed){

            //The count of half bytes per MIDI message has
            //not been written/read yet - do it now
            if(extract){

                //Read block size
                halfBytesPerMidiMessage = midiMessage.MessageData[0];

                countBytesAdded -= midiMessage.Time.Length + 2;

                //Get next message
                ReadMidiMessageHeader(ref midiMessage);

                //Get program number
                midiMessage.MessageData = srcReader.ReadBytes(1);

            }else{

                //Write block size
                MidiMessage msg = new MidiMessage(midiMessage,

                               new byte[1]{halfBytesPerMidiMessage});

                WriteMidiMessage(msg);

                countBytesAdded += midiMessage.Time.Length + 2;

            }

            isHalfBytesPerMidiMessageFinshed = true;

        }

        //hide a block of 4-bit-packets and copy
        //the original Program Change after them
        ProcessMidiMessage(midiMessage, secretMessage, key, extract,

            ref isMessageComplete, ref countIgnoreMessages,

            ref currentMessageByte, ref currentMessageByteIndex, 

            ref countBytesAdded);

        break;

    } //end of case
}}} //end of switch, else, while
Have we forgotten anything? Yes, we have added messages to the track, so the length field is incorrect now. We have to return to the header and overwrite the old length.

        if(dstWriter != null){

            //Change length field in track header
            th.DataLength += countBytesAdded;

            trackLength = IntToArray(th.DataLength);

            dstWriter.Seek(trackLengthPosition, SeekOrigin.Begin);

            dstWriter.Write(trackLength);

            dstWriter.Seek(0, SeekOrigin.End);

        }

    }//end of for() over tracks
} //end of method
Now it is really time to get to the point of hiding the secret message. The method ProcessMidiMessage only decides whether to hide or extract, and calls ProcessMidiMessageH for hiding or ProcessMidiMessageE for extracting data. ProcessMidiMessageH hides a couple of blocks and then copies the original MIDI event: 
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...

//Hide as many 4-bit-packets as specified
for(int n=0; n<halfBytesPerMidiMessage; n++){

    //Create a new message with the same content as the original, 
    //initialize data byte
    MidiMessage msg = new MidiMessage(midiMessage,

        new byte[midiMessage.MessageData.Length]);

    //Write the new message to the destination file
    isMessageComplete = HideHalfByte(msg, secretMessage,

        ref currentMessageByte, ref currentMessageByteIndex, 

        ref countBytesAdded);

    if(isMessageComplete){ break; }

}

...

//copy original message
WriteMidiMessage(midiMessage);

...

private bool HideHalfByte(MidiMessage midiMessage, Stream secretMessage,

        ref byte[] currentMessageByte, ref byte currentMessageByteIndex,

        ref int countBytesAdded){

    bool returnValue = false;

    //Place the current byte of the secret message 
    //in the MIDI message's data byte
    midiMessage.MessageData[0] = currentMessageByte[currentMessageByteIndex];

    //Write it to destination file
    WriteMidiMessage(midiMessage);

    //Count the added bytes
    countBytesAdded += midiMessage.Time.Length + 1 + 

       midiMessage.MessageData.Length;

    //Proceed to the next half-byte
    currentMessageByteIndex++;

    if(currentMessageByteIndex == 2){

        int nextValue = secretMessage.ReadByte();

        if(nextValue < 0){

            returnValue = true;

        }else{

            currentMessageByte = SplitByte( (byte)nextValue );

            currentMessageByteIndex = 0;

        }

    }

    return returnValue; //true if the secret message is finished
}

That4s all we need to hide information in a MIDI file. Quite simple, isn4t it? ProcessMidiMessageH reverses the process:
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...

for(int n=0; n<halfBytesPerMidiMessage; n++){

    ExtractHalfByte(midiMessage, secretMessage,

            ref currentMessageByte, ref currentMessageByteIndex,

            ref countBytesAdded);

    if((secretMessage.Length==8)&&(secretMessageLength==0)){

        //The original secret message stream contained the size of
        //the message in the first 8 bytes. Remove it from the message.
        secretMessage.Seek(0, SeekOrigin.Begin);

        byte[] bytes = new byte[8];

        secretMessage.Read(bytes, 0, 8);

        secretMessageLength = ArrayToInt(bytes);

        secretMessage.SetLength(0);

    }

    else if((secretMessageLength > 0)&&(secretMessage.Length==

            secretMessageLength)){

        //All bytes extracted - ignore following Program Change messages
        isMessageComplete = true;

        break;

    }

    if((n+1)<halfBytesPerMidiMessage){

        //There are more hidden packets following - read next header
        ReadMidiMessageHeader(ref midiMessage);

        midiMessage.MessageData = srcReader.ReadBytes(1);

    }

}

...

private void ExtractHalfByte(MidiMessage midiMessage, Stream secretMessage,

        ref byte[] currentMessageByte, ref byte currentMessageByteIndex,

        ref int countBytesAdded){

    //Copy the hidden half-byte
    currentMessageByte[currentMessageByteIndex] = midiMessage.MessageData[0];

    //Count removed (negativly added) bytes: time, type, data
    countBytesAdded -= midiMessage.Time.Length + 1 + 

         midiMessage.MessageData.Length;        

    //Proceed to the next half-byte
    currentMessageByteIndex++;

    if(currentMessageByteIndex == 2){

        //Write extracted byte
        byte completeMessageByte = (byte)((currentMessageByte[0]<<4) + 

           currentMessageByte[1]);

        secretMessage.WriteByte(completeMessageByte);

        currentMessageByte[0]=0;

        currentMessageByte[1]=0;

        currentMessageByteIndex = 0;

    }

}

Conversions between Big-Endian and Little-Endian

Maybe you have noticed the methods IntToArray and ArrayToInt. These two functions convert integers between the Little-Endian format used by C# and the Big-Endian byte arrays we read from and write to MIDI files. For example, in a MIDI file the Int16 value 12345 is stored as "0x30 0x39". The higher byte is stored left from the lower byte! C# expects the higher byte to be right from the lower byte, it stores integer values from low to high. That4s why you can not use functions like BinaryReader.ReadInt16. You can use ReadChars and ReadBytes, but everything else would turn the byte order upside down. No problem, you can read integer values byte by byte, and then shift all the bytes into one integer variable:

public static byte[] IntToArray(Int64 val){

    //Create 64 bits for the Int64
    byte[] bytes = new byte[8];

    for(int n=0; n<8; n++){

        //Shift the Int64 to the right and cut off the lowest byte
        bytes[n] = (byte)(val >> (n*8));

    }

    return bytes;

}

public Int64 ArrayToInt(byte[] bytes){

    //Create a Little-Endian Int64
    Int64 result = 0;

    for(int n=0; n<bytes.Length; n++){

        //Shift the bytes into the Int64
        result += (bytes[n] << (n*8));

    }

    return result;

}

             SYSTEM  IMPLEMENTATION

5.1  REQUIREMENT ANALYSIS

The completion of this thesis requires the following Software & Hardware
Software Requirements

Hardware Requirements
PROCESSOR


-
Pentium IV

RAM




-
32 MB 

SECONDARY STORAGE
-
1 MB 

MOUSE



-
Logitech 

5.2 SOFTWARE DESCRIPTION

Microsoft.NET Framework


Microsoft made the specifications for .net development platform freely available for the compiler vendors in the form of common language specification (CLS). The common language specifications provide the specifications for a language to compile into a common platform. The compiler vendors must design the compiler in such a way that the compiled code conforms these specifications. These compilers compile the programs written in the high level language into a format called intermediate language format.



Common Language Function


This IL code format is not the machine language code. So, in order to execute the program we need to compile it again into machine language.This is done by the Common Language Functions(CLR). The Just-in-time compiler(JIT compiler) of th CLR takes the IL code as input and Compiles it and executes it.





A Sample view of .NET Framework



C#.NET framework

Microsoft .NET 


The Microsoft .NET software developers list can br downloaded from Microsoft official website. It contains the following:-

· Compiler for C#

· Common Language Runtime

· CLR Debugger

· .Net base classes

· Some utilities

C#  Base Classes :


A significant part of the power of the .Net framework comes from the base classes supplied by microsoft as part of the .NET framework. These classes are all callable from C# and provide the bind of basic functionality that is needed by many applications to perform, amongst other things, basic system, windows, and                  . The types of purposes you can use the base classes to do include

· String handling

· Arrays, lists,maps etc.,

· Accessing files and the file system

· Accessing the registry

· Security

· Windowing

· Windows messages

· Database access [14]

Visual C# .NET 2003 is the modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With syntax that resembles C++, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual C# .NET builds on a strong C++ heritage. Immediately familiar to C++ and Java developers, C# is a modern and intuitive object-oriented programming language that offers significant improvements, including a unified type system, "unsafe" code for maximum developer control, and powerful new language constructs easily understood by most developers. 

Developers can take advantage of an innovative component-oriented language with inherent support for properties, indexers, delegates, versioning, operator overloading, and custom attributes. With XML comments, C# developers can produce useful source code documentation. An advanced inheritance model enables developers to reuse their code from within any programming language that supports .NET. 

C# developers can join the newest, fastest-growing developer community, in which they can exchange code and resources, leverage skills across multiple computing environments, and contribute to the standardization process that ensures vibrant and active community participation. 

With a superior IDE, Visual C# .NET provides users with the ultimate developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. New custom build rules make developing robust and powerful software easier than ever. 

Using the Web Forms Designer and XML Designer, developers can use IntelliSense features and tag completion or the WYSIWYG editor for drag-and-drop authoring to build interactive Web applications. With a few simple steps, programmers can design, develop, debug, and deploy powerful XML Web services that reduce development time by encapsulating business processes accessible from any platform. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 

Developers can also use the tested and proven .NET Framework class library to gain powerful built-in functionality, including a rich set of collection classes, networking support, multithreading support, string and regular expression classes, and broad support for XML, XML schemas, XML namespaces, XSLT, XPath, and SOAP. And, with the Java Language Conversion Assistant (JLCA), programmers can begin migrating their Java-based projects to the Microsoft .NET environment. 

Using Visual C# .NET 2003, developers can construct powerful Web services that encapsulate business processes and make them available to applications running on any platform. Developers can easily incorporate any number of Web services that are catalogued and available in many independent Universal Description, Discovery, and Integration (UDDI) directories, providing a strong foundation of services and business logic for their applications. 

Visual C# .NET 2003 also enables developers to build the next generation of Windows-based applications. With visual inheritance, developers can greatly simplify the creation of Windows-based applications by centralizing in parent forms the common logic and user interface for their entire solution. Using control anchoring and docking, programmers can build resizable forms automatically, while the in-place menu editor enables developers to visually author menus directly from within the Forms Designer. 

Visual C# .NET 2003 is a modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With familiar C++-like syntax, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual 
C# .NET provides users with a superior developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 
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