Steganography For Multiple Key and Carrier Files


Introduction

This article enhances the last article Steganography - Hiding messages in the Noise of a Picture. It adds three important features to the application:

· Multiple key files 

· Password protection for each key file 

· Multiple carrier images 

Background

Before reading this, you should have read part one, Steganography - Hiding messages in the Noise of a Picture. This article uses the application described in part one, and adds functionality to spread the message over multiple carrier images, use more than one key file, and protect each key with a password.

Multiple keys

Symmetric keys contain a central problem: how do you transfer the key? Anyone who gets his hands on the key is able to decrypt every message you send or receive. So we have to make it difficult to steal the key. One idea might be keeping the keys short and don’t save them at all. But a short key always leaves a footprint in the encrypted file. In our case, it wouldn't be visible as a regular noise pattern. Why not combine a short password with a long key? You can store a long key in a file, and encrypt that key using a short password which is stored only in your brain.

A password always belongs to its key file, just like that:

public struct FilePasswordPair{

    public String fileName;

    public String password;

    public FilePasswordPair(String fileName, String password){

        this.fileName = fileName;

        this.password = password;

    }

}

Before we can use the keys, the file/password pairs have to be combined. In this example, the key file contains the text "hello-world". Whenever you hide or extract a message with the "hello-world"-key, you type the password "nothing". The application XOR-combines the bytes of the key file with the bytes of the password, repeating the password again and again.
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Here is the same thing in C#:
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public static MemoryStream CreateKeyStream(FilePasswordPair key){

    FileStream fileStream = new FileStream(key.fileName, FileMode.Open);

    MemoryStream resultStream = new MemoryStream();

    int passwordIndex = 0;

    int currentByte = 0;

    while( (currentByte = fileStream.ReadByte()) >= 0 ){

        //combine the key-byte with the corresponding password-byte
        currentByte = currentByte ^ key.password[passwordIndex];

        //add the result to the key stream
        resultStream.WriteByte((byte)currentByte);

        //proceed to the next letter or repeat the password
        passwordIndex++;

        if(passwordIndex == key.password.Length){

            passwordIndex = 0;

        }

    }

    fileStream.Close();

    resultStream.Seek(0, SeekOrigin.Begin);

    return resultStream;

}

The resulting stream is as long as your key file, but never stored anywhere. Of course, this encryption is not really safe, so we’ll use more keys and more passwords. Before the recipient is able to extract the message, he must have all the keys and know all the passwords. If somebody manages to copy one key or guess two passwords, there's no need to panic as long as the other key files are still safe. That means, before hiding or extracting data, we create each key stream as shown above, and then combine all streams into one key stream:
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private static MemoryStream GetKeyStream(FilePasswordPair[] keys){

    //Xor the keys an their passwords
    MemoryStream[] keyStreams = new MemoryStream[keys.Length];

    for(int n=0; n<keys.Length; n++){

        keyStreams[n] = CreateKeyStream(keys[n]);

    }

    //Buffer for the resulting stream
    MemoryStream resultKeyStream = new MemoryStream();

    //Find length of longest stream
    long maxLength = 0;

    foreach(MemoryStream stream in keyStreams){

        if( stream.Length > maxLength ){ maxLength = stream.Length; }

    }

    int readByte = 0;

    for(long n=0; n<=maxLength; n++){

        for(int streamIndex=0; streamIndex<keyStreams.Length; streamIndex++){

            if(keyStreams[streamIndex] != null){

                readByte = keyStreams[streamIndex].ReadByte();

                if(readByte < 0){

                    //end of stream - close the file
                    //the last loop (n==maxLength) will close the last stream
                    keyStreams[streamIndex].Close();

                    keyStreams[streamIndex] = null;

                }else{

                    //copy a byte into the result key
                    resultKeyStream.WriteByte( (byte)readByte );

                }

            }

        }

    }

    return resultKeyStream;

}

As you can see, we don’t have to change the algorithm at all. We just call GetKeyStream before hiding or extracting the message, then we can pass the complete key stream to HideOrExtract(). After that, we have one picture containing all hidden information. Again, we are facing the problem of transfer.

Spread the information over the images

If you're really paranoid, you won’t trust your mailbox. Of course, you won’t trust the postman either. That means, you don’t dare sending the carrier bitmap in one piece. That is no problem anymore, because you can hide one message in many bitmaps. It is quite similar to writing text across a couple of pages. According to this application, it means spreading the pixels over multiple images.
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You can send each image in a separate E-mail, post them in different mailboxes, or store them on different discs. The GUI allows selecting carrier bitmaps the same way as selecting key files. The selection is stored as an array of CarrierImages.
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public struct CarrierImage{

    //file name of the clean image
    public String sourceFileName;

    //file name to save the new image
    public String resultFileName;

    //width * height
    public long countPixels;

    //produce colorful (false) or grayscale noise (true) for this picture
    public bool useGrayscale;

    //how many bytes will be hidden in this image - 
    //this field is set by CryptUtility.HideOrExtract()
    public long messageBytesToHide;

    public CarrierImage(String sourceFileName, 

      String resultFileName, long countPixels, 

      bool useGrayscale)

    {

        this.sourceFileName = sourceFileName;

        this.resultFileName = resultFileName;

        this.countPixels = countPixels;

        this.useGrayscale = useGrayscale;

        this.messageBytesToHide = 0;

    }

}

Larger images can hide more bytes (more pixels) than smaller images. This application uses the most simple distribution:

//calculate count of message-bytes to hide in (or extract from) each image 
for(int n=0; n<imageFiles.Length; n++){

    //pixels = count of pixel in this image / count of all available pixels
    float pixels = (float)imageFiles[n].countPixels / (float)countPixels;

    //this image will hide (length of the message * pixels) bytes
    imageFiles[n].messageBytesToHide = 

      (long)Math.Ceiling( (float)messageLength * pixels );

}

Now, we start with the first carrier bitmap, loop over the message, hide a number of bytes, switch to the second carrier bitmap, and so on.
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//Current position in the carrier bitmap
//Start with 1, because (0,0) contains the message length
Point pixelPosition = new Point(1,0);

//Count of bytes already hidden in the current image
int countBytesInCurrentImage = 0;

//Index of the currently used image
int indexBitmaps = 0;

//Loop over the message and hide each byte
for(int messageIndex=0; messageIndex<messageLength; messageIndex++){

    //Calculate the position of the next pixel
    //...
    //Proceed to the next bitmap
    if(countBytesInCurrentImage == 

       imageFiles[indexBitmaps].messageBytesToHide)

    {

        indexBitmaps++;

        pixelPosition.Y = 0;

        countBytesInCurrentImage = 0;

        bitmapWidth = bitmaps[indexBitmaps].Width-1;

        bitmapHeight = bitmaps[indexBitmaps].Height-1;

        if(pixelPosition.X > bitmapWidth){ pixelPosition.X = 0; }

    }

    //hide or extract a byte
    //...
    countBytesInCurrentImage++;

}

In the end, we must save the new images. Each image can be saved using a different format (BMP, TIFF or PNG). The new format has nothing to do with the format of the original image file. That means, you can select a BMP, two PNG and a TIFF file as carrier images, and save the results into three TIFF and one PNG file.

[image: image9.png]


Collapse

//...
    for(indexBitmaps=0; indexBitmaps<bitmaps.Length; indexBitmaps++){

        if( ! extract ){ //Extract mode does not change any images
            //Save the resulting image and close the source file
            SaveBitmap( bitmaps[indexBitmaps], 

               imageFiles[indexBitmaps].resultFileName );

        }

    }

//...
private static void SaveBitmap(Bitmap bitmap, String fileName){

    String fileNameLower = fileName.ToLower();

    //Get the format from the file extension
    System.Drawing.Imaging.ImageFormat format = 

                   System.Drawing.Imaging.ImageFormat.Bmp;            

    if((fileNameLower.EndsWith("tif"))||

             (fileNameLower.EndsWith("tiff")))

    {

        format = System.Drawing.Imaging.ImageFormat.Tiff;

    }

    else if(fileNameLower.EndsWith("png"))

    {

        format = System.Drawing.Imaging.ImageFormat.Png;

    }

    //copy the bitmap
    Image img = new Bitmap(bitmap);

    //close bitmap file
    bitmap.Dispose();

    //save new bitmap
    img.Save(fileName, format);

    img.Dispose();

}

Lazy users

Somebody asked me for a compiled application. So, if (for whatever reasons) you do not want to mess with the code, you can now play with the binary, available with the downloads.

             SYSTEM  IMPLEMENTATION

5.1  REQUIREMENT ANALYSIS

The completion of this thesis requires the following Software & Hardware
Software Requirements

Hardware Requirements
PROCESSOR


-
Pentium IV

RAM




-
32 MB 

SECONDARY STORAGE
-
1 MB 

MOUSE



-
Logitech 

5.2 SOFTWARE DESCRIPTION

Microsoft.NET Framework


Microsoft made the specifications for .net development platform freely available for the compiler vendors in the form of common language specification (CLS). The common language specifications provide the specifications for a language to compile into a common platform. The compiler vendors must design the compiler in such a way that the compiled code conforms these specifications. These compilers compile the programs written in the high level language into a format called intermediate language format.



Common Language Function


This IL code format is not the machine language code. So, in order to execute the program we need to compile it again into machine language.This is done by the Common Language Functions(CLR). The Just-in-time compiler(JIT compiler) of th CLR takes the IL code as input and Compiles it and executes it.





A Sample view of .NET Framework



C#.NET framework

Microsoft .NET 


The Microsoft .NET software developers list can br downloaded from Microsoft official website. It contains the following:-

· Compiler for C#

· Common Language Runtime

· CLR Debugger

· .Net base classes

· Some utilities

C#  Base Classes :


A significant part of the power of the .Net framework comes from the base classes supplied by microsoft as part of the .NET framework. These classes are all callable from C# and provide the bind of basic functionality that is needed by many applications to perform, amongst other things, basic system, windows, and                  . The types of purposes you can use the base classes to do include

· String handling

· Arrays, lists,maps etc.,

· Accessing files and the file system

· Accessing the registry

· Security

· Windowing

· Windows messages

· Database access [14]

Visual C# .NET 2003 is the modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With syntax that resembles C++, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual C# .NET builds on a strong C++ heritage. Immediately familiar to C++ and Java developers, C# is a modern and intuitive object-oriented programming language that offers significant improvements, including a unified type system, "unsafe" code for maximum developer control, and powerful new language constructs easily understood by most developers. 

Developers can take advantage of an innovative component-oriented language with inherent support for properties, indexers, delegates, versioning, operator overloading, and custom attributes. With XML comments, C# developers can produce useful source code documentation. An advanced inheritance model enables developers to reuse their code from within any programming language that supports .NET. 

C# developers can join the newest, fastest-growing developer community, in which they can exchange code and resources, leverage skills across multiple computing environments, and contribute to the standardization process that ensures vibrant and active community participation. 

With a superior IDE, Visual C# .NET provides users with the ultimate developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while AutoHide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. New custom build rules make developing robust and powerful software easier than ever. 

Using the Web Forms Designer and XML Designer, developers can use IntelliSense features and tag completion or the WYSIWYG editor for drag-and-drop authoring to build interactive Web applications. With a few simple steps, programmers can design, develop, debug, and deploy powerful XML Web services that reduce development time by encapsulating business processes accessible from any platform. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 

Developers can also use the tested and proven .NET Framework class library to gain powerful built-in functionality, including a rich set of collection classes, networking support, multithreading support, string and regular expression classes, and broad support for XML, XML schemas, XML namespaces, XSLT, XPath, and SOAP. And, with the Java Language Conversion Assistant (JLCA), programmers can begin migrating their Java-based projects to the Microsoft .NET environment. 

Using Visual C# .NET 2003, developers can construct powerful Web services that encapsulate business processes and make them available to applications running on any platform. Developers can easily incorporate any number of Web services that are catalogued and available in many independent Universal Description, Discovery, and Integration (UDDI) directories, providing a strong foundation of services and business logic for their applications. 

Visual C# .NET 2003 also enables developers to build the next generation of Windows-based applications. With visual inheritance, developers can greatly simplify the creation of Windows-based applications by centralizing in parent forms the common logic and user interface for their entire solution. Using control anchoring and docking, programmers can build resizable forms automatically, while the in-place menu editor enables developers to visually author menus directly from within the Forms Designer. 

Visual C# .NET 2003 is a modern, innovative programming language and tool for building .NET-connected software for Microsoft Windows, the Web, and a wide range of devices. With familiar C++-like syntax, a flexible integrated development environment (IDE), and the capability to build solutions across a variety of platforms and devices, Visual C# .NET 2003 significantly eases the development of .NET-connected software. 

Visual 
C# .NET provides users with a superior developer environment, bringing together the development community and valuable online resources. The Start Page offers developers a one-click portal to updates, preferences, information on recently used projects, and the MSDN Online community. Improved IntelliSense, the Toolbox, and the Task List provide significant productivity enhancements, while Auto Hide windows and multiple-monitor support help programmers maximize screen real estate and customize their development environment. 

With Visual C# .NET 2003, developers can take advantage of Microsoft .NET and incorporate next-generation technology for resource management, unified types, and remoting. With Microsoft .NET, developers gain superior memory management technology for seamless garbage collection and reduced program complexity. Developers can use the Microsoft .NET Framework Common Type System to leverage code written in any of more than 20 languages that support .NET, while making efficient remote procedure calls. 
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