Accurately Measuring Denial of Service in

Simulation and Testbed Experiments
ABSTRACT:

Researchers in the denial-of-service (DoS) field lack accurate, quantitative, and versatile metrics to measure service denial in simulation and testbed experiments. Without such metrics, it is impossible to measure severity of various attacks, quantify success of proposed defenses, and compare their performance. Existing DoS metrics equate service denial with slow communication, low throughput, high resource utilization, and high loss rate. 
These metrics are not versatile because they fail to monitor all traffic parameters that signal service degradation. They are not quantitative because they fail to specify exact ranges of parameter values that correspond to good or poor service quality. Finally, they are not accurate since they were not proven to correspond to human perception of service denial. 
We propose several DoS impact metrics that measure the quality of service experienced by users during an attack. Our metrics are quantitative: they map QoS requirements for several applications into measurable traffic parameters with acceptable, scientifically determined thresholds. They are versatile: they apply to a wide range of attack scenarios, which we demonstrate via testbed experiments and simulations. We also prove metrics’ accuracy through testing with human users.
ALGORITHM / TECHNIQUE USED:

· Denial in simulation and testbed experiments.
EXISTING SYSTEM:

Existing approaches to DoS impact measurement fall short of these goals. They collect one or several traffic measurements and compare their first-order statistics (e.g., mean, standard deviation, minimum, or maximum) or their distributions in the baseline and the attack case. 
Frequently used traffic measurements include the legitimate traffic’s request/response delay, legitimate transactions’ durations, legitimate traffic’s goodput, throughput, or loss, and division of a critical resource between the legitimate and the attack traffic. If a defense is being evaluated, these metrics are also used for its collateral damage.
EXISTING METRICS
· Packet loss,

· Traffic throughput or goodput,

· Request/response delay,

· Transaction duration, and

· Allocation of resources.
PROPOSED SYSTEM:

This paper’s contributions are threefold: 
1) We propose a novel approach to DoS impact measurement relying on

application-specific QoS requirements. Although our proposed metrics combine several existing approaches, their novelty lies in 
a) The careful specification of traffic measurements that reflect service denial for the most popular applications and 
b) The definition of QoS thresholds for each measurement and each application class, based on extensive study of the QoS literature. 
2) We aggregate multiple measurements into intuitive and informative DoS metrics that can be directly applied to existing testbed experiments and simulations, and to a variety of DoS scenarios. 
3) We demonstrate that our metrics accurately capture human perception of service denial by conducting experiments with human users.
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