Dynamic Routing with Security Considerations
 ABSTRACT
Security has become one of the major issues for data communication over wired and wireless networks. Different from the past work on the designs of cryptography algorithms and system infrastructures, we will propose a dynamic routing algorithm that could randomize delivery paths for data transmission. 

The algorithm is easy to implement and compatible with popular routing protocols, such as the Routing Information Protocol in wired networks and Destination-Sequenced Distance Vector protocol in wireless networks, without introducing extra control messages. 
EXISTING SYSTEM: 
Existing work on security-enhanced data transmission includes the designs of cryptography algorithms and system infrastructures and

security-enhanced routing methods.
 Their common objectives are often to defeat various threats over the Internet, including eavesdropping, spoofing, session hijacking, designs for cryptography based systems, the IP Security (IPSec) and the Secure Socket Layer (SSL) are popularly supported and implemented in many systems and platforms. 
Another alternative for security-enhanced data transmission is to dynamically route packets between each source and its destination so that the chance for system break-in, due to successful interception of consecutive packets for a session, is slim. The intention of security-enhanced routing is different from the adopting of multiple paths between a source and a destination to increase the throughput of data transmission.
PROPOSED SYSTEM:
To propose a dynamic routing algorithm to improve the security of data transmission. We define the eavesdropping avoidance problem as Follows: Given a graph for a network under discussion, a source node, and a destination node, the problem is to minimize the path similarity without introducing any extra control messages, and thus to reduce the probability of eavesdropping consecutive packets over a specific link.

We propose to rely on existing distance information exchanged among neighboring nodes for the seeking of routing paths. In many distance-vector-based implementations, e.g., those based on RIP, each node maintains a routing table in which each entry is associated

with a tuple, denote some unique destination node, an estimated minimal cost to send a packet to destination node, and the next node along the minimal-cost path to the destination node,

ALGORITHM / TECHNIQUE USED:
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HARDWARE REQUIREMENTS
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: Pentium IV 2.4 GHz 
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: 110 keys enhanced.
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: Windows XP Professional
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:  JAVA
