Evaluating the Vulnerability of Network Traffic

Using Joint Security and Routing Analysis
ABSTRACT:

Joint analysis of security and routing protocols in wireless networks reveals vulnerabilities of secure network traffic that remain undetected when security and routing protocols are analyzed independently. 
We formulate a class of continuous metrics to evaluate the vulnerability of network traffic as a function of security and routing protocols used in wireless networks. We develop two complementary vulnerability definitions using set theoretic and circuit theoretic interpretations of the security of network traffic, allowing a network analyst or an adversary to determine weaknesses in the secure network. 
We formalize node capture attacks using the vulnerability metric as a nonlinear integer programming minimization problem and propose the GNAVE algorithm, a Greedy Node capture Approximation using Vulnerability Evaluation. We discuss the availability of security parameters to the adversary and show that unknown parameters can be estimated using probabilistic analysis. We demonstrate vulnerability evaluation using the proposed metrics and node capture attacks using the GNAVE algorithm through detailed examples and simulation.
ALGORITHM / TECHNIQUE USED:

· Greedy Node capture Approximation using Vulnerability Evaluation
EXISTING SYSTEM:

In wireless networks reveals vulnerabilities of secure network traffic that remain undetected when security and routing protocols are analyzed independently. We formulate a class of continuous metrics to evaluate the vulnerability of network traffic as a function of security and routing protocols used in wireless networks.
PROPOSED SYSTEM:
In this paper we introduce a class of metrics to measure the effective security offered in a wireless network as a function of the routing topology and the link security provided by the key assignment protocol. 
This joint protocol analysis allows a network analyst or an adversary to evaluate the vulnerability of network traffic and isolate weakly secured connections. We approach the problem from an adversarial perspective and show how an intelligent adversary can mount a node capture attack using vulnerability evaluation to focus the attack on the nodes which contribute maximally to the compromise of network traffic. 

The necessary resource expenditure associated with the node capture attack implies that the optimal attack with minimum resource expenditure corresponds to a minimum cost set of nodes, in contrast to wiretapping attacks in routing or secure network coding which seek a minimum cost set of links.
 As we show in this article, jointly Considering the information from routing and key assignment protocols leads to a significant reduction in resource expenditure in comparison to consideration of information from either protocol separately.
SYSTEM SPECIFICATION:
HARDWARE REQUIREMENT:

· System



: Pentium IV 2.4 GHz.

· Hard Disk


: 40 GB.

· Ram



: 256 Mb.
· Floppy Drive


: 1.44 Mb.

· Monitor


: 15 VGA Colour.

· Mouse



: Logitech.

SOFTWARE REQUIREMENT:

· Operating system 

: Windows XP Professional.

· Coding Language

: Java.
· Tool Used


: Eclipse.
· Database 


: SQL server 2000.
