Monitoring the Application-Layer DDoS Attacks for

Popular Websites
ABSTRACT:

Distributed denial of service (DDoS) attack is a continuous critical threat to the Internet. Derived from the low layers, new application-layer-based DDoS attacks utilizing legitimate HTTP requests to overwhelm victim resources are more undetectable. 
The case may be more serious when such attacks mimic or occur during the flash crowd event of a popular Website. Focusing on the detection for such new DDoS attacks, a scheme based on document popularity is introduced. An Access Matrix is defined to capture the spatial-temporal patterns of a normal flash crowd. Principal component analysis and independent component analysis are applied to abstract the multidimensional Access Matrix. 
A novel anomaly detector based on hidden semi-Markov model is proposed to describe the dynamics of Access Matrix and to detect the attacks. The entropy of document popularity fitting to the model is used to detect the potential application-layer DDoS attacks. Numerical results based on real Web traffic data are presented to demonstrate the effectiveness of the proposed method.
ALGORITHM / TECHNIQUE USED:

ALGORITHM DESCRIPTION:

EXISTING SYSTEM:

PROPOSED SYSTEM:

SYSTEM SPECIFICATION:
HARDWARE REQUIREMENT:

· System


: Pentium IV 2.4 GHz.

· Hard Disk


: 40 GB.

· Ram



: 256 Mb.
· Floppy Drive

: 1.44 Mb.

· Monitor


: 15 VGA Colour.

· Mouse


: Logitech.

SOFTWARE REQUIREMENT:

· Operating system 

: Windows XP Professional.

· Coding Language

: Java.
· Tool Used


: Eclipse.
