Spatio-Temporal Network Anomaly Detection by

Assessing Deviations of Empirical Measures
ABSTRACT:

We introduce an Internet traffic anomaly detection mechanism based on large deviations results for empirical measures. Using past traffic traces we characterize network traffic during various time-of-day intervals, assuming that it is anomaly-free. We present two different approaches to characterize

Traffic: 

(i) a model-free approach based on the method of types and Sanov’s theorem, and 

(ii) a model-based approach modeling traffic  using a Markov modulated process.  

Using these characterizations as a reference we continuously monitor traffic and employ large deviations and decision theory results to “compare” the empirical measure of the monitored traffic with the corresponding reference Characterization, thus, identifying traffic anomalies in real-time.
 Our experimental results show that applying our methodology (even short-lived) anomalies are identified within a small number of observations. Throughout, we compare the two approaches presenting their advantages and disadvantages to identify and classify temporal network anomalies. We also demonstrate how our framework can be used to monitor traffic from multiple network elements in order to identify both spatial and temporal anomalies. We validate our techniques by analyzing real traffic traces with time-stamped anomalies.

ALGORITHM / TECHNIQUE USED:

Markov modulated process.  

EXISTING SYSTEM:

Although significant progress has been made in network monitoring instrumentation, automated on-line traffic anomaly detection is still a missing component of modern network security and traffic engineering mechanisms. Network anomaly detection approaches can be broadly grouped into two classes: signature-based anomaly detection where known patterns of past anomalies are used to identify ongoing anomalies and anomaly detection which identifies patterns that substantially deviate from normal patterns of operation [3]. Earlier work has showed that systems based on pattern matching had detection rates below 70% Furthermore, such systems need constant (and expensive)

PROPOSED SYSTEM:

In this work we focus on anomaly detection and in particular on statistical anomaly detection, where statistical methods are used to assess deviations from normal operation. Our main contribution is the introduction of a new statistical traffic anomaly detection framework that relies on identifying deviations of the empirical measure of some underlying stochastic process characterizing system behavior. In contrast with other approaches we are not trying to characterize the abnormal operation, mainly because it is too complex to identify all the possible anomalous instances (especially those that have never been observed). 
Instead we observe past system behavior and, assuming that it is anomaly-free, we obtain a statistical characterization of “normal behavior.” Then, using this knowledge we continuously monitor the system to identify time instances where system behavior does not appear to be normal. The novelty of our approach is in the way we characterize normal behavior and in how we assess deviations from it. More specifically, we propose two methods to characterize normal behavior:

(i) a model-free approach employing the method of types [7] to characterize the type (i.e., empirical measure) of an independent and identically-distributed (i.i.d.) sequence of appropriately averaged system activity, and 

(ii)  a model-based approach where system activity is modeled using a Markov Modulated Process (MMP)
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